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1.2

1.3

1.4

Product History
What’s new in BACS.IP version 1.3.2?

The following is a comprehensive list of the changes made in BACS.IP Version
1.3.2

¢ Individual transactions are now capped at £20,000,000

e Full support for RTI (Real Time Information) transfers for custom file formats.

What’s new in BACS.IP version 1.3.0?

The following is a comprehensive list of the changes made in BACS.IP Version
1.3.0

e The latest ISCD database has been included.
e BacsCalendar now contains bank holiday dates until 2010.
e BACS.IP now supports and runs on Windows Vista operating systems.

e During the installation of BACS.IP, a data directory can be specified that
differs to the program files directory. Data directories are used to store
information such as payment files, reports and log files.

e A new Address Book feature has been added to the Manual Submissions
interface. This allows for the storing and retrieving of bank account details
used when creating manual submissions.

e Modified to run on SQL Server 2005 to ensure compatibility with Windows
Vista

e Added the ability to export a summary of Submissions to a CSV file

e A new ‘Back Office Profile’ filtering option available in the payment files,
submissions and reports filter dialogs of the BACS.IP Submissions client
application

System Users can now be restricted to only see payment files, submissions
and reports imported from a particular back office profile

e BACS.IP has been updated with a new icon set.
What's new in BACS.IP version 1.2.0 build 2327

The following is a comprehensive list of the changes made in BACS.IP Version
1.2.0 build 232

e Secure Sockets Layer — BACS.IP clients can now connect to the server
using SSL connections. This feature allows for extra security particularly in
environments where the client and server are located on different sites and
communicate over an external network connection

What's new in BACS.IP version 1.2.0 build 205?

The following is a comprehensive list of the changes made in BACS.IP Version
1.2.0 build 205

¢ Rebuilt using Microsoft .Net 2.0 framework.

e Improved audit messages are now written to the audit log, detailing the item
changes and the value before and after the change was made.

Product History 7



1.5

1.6

New columns in the rejected files view and payment files view — it is now
possible to view the name of the back office profile used to import payment
files.

e The user may select which invalid accounts are added to the list of accounts
to ignore when validating submissions.

e A new facility to include a counter value in the reference field is provided by
using a placeholder '%CNTn% within the back office configuration.

e A new Manual Submissions interface available from the BACS.IP
Submissions application. This feature allows the user to create payment files
manually, or edit the details of an existing payment file before sending them
to BACS. Direct Debit, Direct Credit and Direct Debit Instructions can all be
created and edited from this new interface.

e An additional Validation Report for both payment files and submissions,
displaying all errors in payment files and payment instructions.

e An additional Account Type available to Service Users
What's new in BACS.IP version 1.1.17?

The following is a comprehensive list of the changes made in BACS.IP Version
1.1.1:

e Account number and sort code validation — Option added to suppress
warnings for bank account validation errors.

What's new in BACS.IP version 1.1.0?

The following is a comprehensive list of the changes made in BACS.IP Version
1.1.0:

e System service — BACS.IP can now be run as a system service.

e Submission Summary report changes — the format of the Submission
Summary report has been improved to show summary information for each
payment file in the selected submission.

Product History
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2.2

2.3

Introducing BACS.IP

Introduction

This guide will explain how to use BACS.IP, the Data Interchange Plc solution
approved by BACS, which works with BACSTEL-IP ® to give you secure
access to the BACS ® electronic funds transfer service.

In this guide we will provide some definitions of terminology used by BACS and
by our software, but for complete information about BACS and BACSTEL-IP,
please refer to the documentation provided by BACS.

This guide assumes a certain level of knowledge about BACS since, to require
our software, your organisation must already have one or more Service Users
and must therefore have acquired one or more Customer Numbers and an
account hierarchy. Again, if you are not familiar with these terms, please refer to
the documentation provided by BACS.

This guide also assumes that you have another software package which can
produce payment files for importing to BACS.IP.

BACS

The Bankers Automated Clearing Service (BACS) is one of the world's largest
automated clearing houses. It is owned by the UK's largest banks and building
societies and operates under the umbrella of the Association for Payment
Clearing Services (APACS).

BACS provides an electronic funds transfer service (EFT service) which can be
accessed via a dedicated access channel, BACSTEL-IP, using BACS approved
software.

Electronic funds transfer falls under the broad categories of Direct Debit, Direct
Credit and Direct Debit Instructions, all of which can be performed in both
Sterling and Euros.

BACS approved software, such as BACS.IP, allows a BACS registered user to
submit any of the supported transaction types to BACS for processing.

The new BACSTEL-IP system uses electronic reports (XML & HTML) to contact
users — this service replaces all existing BACS paper reports. The reports are
used to convey all information made available by BACS to the customer,
regarding pending or executed EFT transactions, and the state of any unpaid
credits and unapplied debits.

BACSTEL-IP

As you may be aware, BACS recently embarked upon a technology renewal
programme to meet the ever-increasing demand for efficient electronic payment
services. This technology renewal programme, referred to as NewBACS, will
enable BACS to introduce online facilities and thus increase efficiency for UK
businesses. The first phase of NewBACS involves upgrading the existing
telecomm-based customer delivery channel (BACSTEL) to the new BACSTEL-
IP system. By the end of 2005 the old system will have been phased out
completely, rendering your old BACS software obsolete.

BACSTEL-IP is the new secure web-based interface that you will now use to
connect to the BACS system. Using BACS.IP you will be able to send
information directly to and receive reports directly from a BACS private network
(extranet) or via the Internet.

Introducing BACS.IP 9



2.4

BACS.IP

BACS.IP is a Windows-based client/server multi-user BACS-approved solution
that replaces your old BACS-approved software or provides you with a new-
found ability to connect to BACS. It can be used by any market sector, by single
companies or by bureaux acting on behalf of more than one company.

The client/server architecture permits multiple users to access the server from
different locations. All data is held on the server to ensure integrity, but is
accessible to all the clients. Data can therefore be backed up from the server for
complete security. Access to BACSTEL-IP is via the server but can be
instigated from any client. A typical set-up taking advantage of the client/server
architecture is illustrated in the diagram below.

IP connection
I > BACS

Figure 1- Client/server architecture

241

10

The diagram shows the server and a client installed on one machine, with two
further clients installed on separate machines. Each client may access BACS
via the server.

Data processing in BACS.IP

BACS.IP enables a large business to track, and automate as far as possible, the
process of importing, validating, signing and transmitting BACS data. Separate
configuration and submissions applications are provided. Different user
permissions are required to run each application, so that specific users can be
prevented from accessing sensitive areas, such as the configuration application,
or from performing actions requiring a high degree of responsibility, such as
signing submissions.

Once you have configured the BACS.IP system, using the Administrator, you
can use the Submissions application to connect to BACSTEL-IP. The
Submissions application handles everything relating to the BACS financial
services system and is divided into four sections: Payment Files, Active
Submissions, Archived Submissions and Reports.

The processing path is illustrated in the diagram below, and described in more
detail in the following paragraphs.

Introducing BACS.IP
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Figure 2- Processing path in Submissions application

2.4.2

Payment files are imported into the Submissions application from one or more
monitored directories, either as payment files or as active submissions
(depending on the configuration set up for individual service users). If imported
as active submissions, each submission will contain only one payment file.

Some validation of the payment file is performed during the import process, to
ensure that the file itself is valid.

Whether the file has been imported as a payment file or as an active
submission, details of each payment file are accessible from the Payment Files
page. From here, certain details of the payment file can be amended if
necessary.

The main validation of the payment file account details is performed when a
payment file or an active submission is signed.

All submissions must be signed by an authorised system user before being
submitted to BACS. Payment files need only be signed if you have selected the
"Payment files must be signed" option for a service user in the Administrator.

Once a submission has been signed and successfully submitted, BACS sends
back reports to notify the service user of the submission's progress through the
BACS system. These reports can be looked at in detail on the Reports view of
the Submissions application.

Once the Input report for a specific submission has been received and read, the
submission can be archived. Archiving may be done automatically or manually,
depending on how you prefer to configure it.

Security in BACS.IP
One of the keynotes when dealing with BACS is security.

Any software used by BACS customers to connect to BACSTEL-IP must fulfil
the stringent requirements specified by BACS. The software must provide at
least the base functionality required by BACS and must pass the strict security
tests set out in the BACS testing programme. BACS.IP has fulfilled all the
conditions stipulated by BACS and has therefore been designated by them as
approved software.

Introducing BACS.IP 11



2.4.3

Figure 3 —
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In addition to BACS security requirements, the BACS.IP software provides
further security devices in the form of permissions granted or denied to
individual users of the software.

To fulfil the BACS security requirements at least two users are required to use a
smart card and smart card reader, obtainable either from your bank or from
Data Interchange Plc, your software supplier. These users are the primary
security contacts required by BACS.

The smart card contains a personalised digital certificate which allows you to
create an electronic "signature” whenever you use it.

The smart card and reader, together with permissions granted in the
Administrator, enable the user to carry out the following functions:

e Sign payment files and/or submissions
e Logonto BACSTEL-IP
e Send submissions to BACS

e Access reports

BACS.IP in your company

The diagram below shows where the BACS.IP software fits into your existing
systems. It acts as an interface between back office systems capable of
producing payment files, and the BASCTEL-IP service. The software provides
validation of imported data, creation and sending of BACS submissions, and the
downloading and viewing of reports created by BACS. All communications are
performed using secure channels of communication with the latest PKI security
(Public Key Infrastructure).

BACSTEL-IP Approved
Software
? Creation &
Back Office 3 Sending
Systems & Submissians
Secure HTTPS

é Communications BACSTEL-IP
(e.g. Sage) g

= Reports

= |

BACS.IP in your system

BACS.IP functionality

The following functionality and features are provided by the software:

BACS approved software

Supports all BACSTEL-IP core functions to approved standard

Regular updates from the Industry sort code directory

Provides access to all BACS report types

Accepts data of any format from any back office application

Suitable for bureaux and individual companies

Supports multiple BACS user numbers

Introducing BACS.IP




Simple and intuitive interface for creation of single and multiple file submissions

Security features

Supports a flexible user and user groups environment
Software functionality restrictions based on user privileges
Password protected access

Stores data in encrypted format

Full support for smart card and PKI technology

SSL client-server connections

Validation features

Account number modulus checking

Sort code validation against Industry sort code directory
Data validation as per the BACSTEL-IP Technical specification
Individual record value and monthly account limit checks
Audit and reporting functionality

Full audit trails

Searchable record of submissions transmitted to BACS and reports received

from BACS

BACS reports may be previewed and/or printed
Reports available in XML and XHTML format
Architecture

True multi-user client/server architecture
Platforms supported

Windows 2000

Windows 2000 Server

Windows XP

Windows 2003 Server

Windows Vista

Introducing BACS.IP
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Running BACS.IP as a system service

Once you have installed BACS.IP, you can run it as a System Service. Running
BACS.IP as a System Service provides a way of ensuring that BACS.IP runs
continuously without being stopped, even when the user is logged off. This is
beneficial to any user who needs to ensure that BACS.IP is always running yet
is not accessible to any unauthorised person.

Starting

To set BACS.IP running as a system service, click Start >> Programs >> Data
Interchange Plc >> BACS.IP >> Install Server as Windows Service. You will
see a batch program start to run in a command prompt window. When the
program completes, this window will disappear and BACS.IP will now be
running as a system service. You will notice that the BACS.IP Server icon no
longer appears in the system tray.

Stopping

If you have BACS.IP configured as a System Service but wish to stop it running
temporarily, in order to restore the database for example, you will firstly have to
open the Services applet from the Control Panel (Start >> Settings >> Control
Panel >> Administrative Tools >> Services).

Here you must highlight BACS.IP in the list of services, then click the ‘Stop’
button. After a few moments the status of BACS.IP will change from 'Started' to
blank. You can restart BACS.IP by repeating these steps but this time clicking
the 'Start' button.

To stop BACS.IP permanently from running as a system service, you should run
the batch program UNISVR.bat, which is found in the BACS.IP installation
directory.

Upgrading BACS.IP

When you upgrade to a new version of BACS.IP, you will need to stop the old
system service, as described above, and set it not to start automatically when
Windows starts.

To do this, right-click on BACS.IP in the list of services and select Properties
from the dropdown menu. On the dialog that appears, select Disabled as the
Startup type and then click OK.

Then set the new server to run as a system service, as described above.

Connecting to BACS using an Internet Proxy

If you connect to BACS over the Internet, rather than using a dial up extranet
connection, and your company network uses a proxy server for internet access,
then you may experience problems connecting to BACS after installing the
system service. Some proxy servers require authentication before allowing a
program to access the internet.

BACS.IP uses the Internet Explorer proxy server settings — these can be viewed
in Internet Explorer (Tools >> Options >> Connections >> Lan Settings).
BACS.IP will log on to the proxy server using the current Windows account.
When BACS.IP is installed as a service, it runs using the System account of the
computer, rather than the currently logged on user. This can prevent proxy
server connections from being established. When attempting to log on to BACS,
you may see the following error screen:
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Logon To BACS

~Progrezs

Failed to logon to BACS extranet: The underlving connection
waz clazed: Unable to connect to the remaote zerver.

&> >>
Help Detail=z

In this situation, there are several steps you can take to work around the
problem:

Workaround 1

Configure the service to run under a user account that does have access to the
proxy server. To do this, go to the ‘Log On’ tab of the properties screen for the
BACS.IP service (Start >> Settings >> Control Panel >> Administrative
Tools >> Services). Select the ‘This Account’ option. Enter the account name
and password for a user with access to the proxy server.

Py

Cancel

v

Ok

BACS.IP 1.1.0.075 Properties (Local Computer 7| x|

General LogOn |Fiec1:uver_l,l| Dependenciesl

Log on as:

" Local System account

™| Allow service to interact with deskiop

IanaISystem Browse... |

Ixxxxxxxxxxxxxxx

Pazzwaord:

Ixxxxxxxxxxxxxxx

Canfirm paszwaord:

Y'ou zan enable or dizable thiz zervice for the hardware profiles listed below:

Hardware Profile | Semice |
Prafile 1 Enabled

Encble | Disable |

k. I Cancel | Smply |

The example above shows the configuration of the "Log On" page tab of the
service properties.

Workaround 2

Configure the proxy to accept connections from the computer’s account on the
domain (e.g DO1\COMPUTER_NAME). Please refer to your proxy server
documentation to find out how to do this.

Running BACS.IP as a system service 15
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Workaround 3

Configure the proxy to accept connections from the computer's specific IP

address. Please refer to your proxy server documentation to find out how to do
this.

Running BACS.IP as a system service
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Installing the software

Introduction

This chapter provides a step-by-step description of how to install the BACS.IP
software. First, you need to ensure that you meet the requirements for installing
and running the program.

Platforms

BACS.IP has been tested to run on the following platforms:
Windows 2000

Windows 2000 Server

Windows XP

Windows 2003 Server

Windows Vista

Hardware and software requirements

To install and run BACS.IP, you will require Windows NT 4.0 SP6, Windows
2000, Windows XP, Windows 2003 Server or Windows Vista with Internet
Explorer 5.01 or above already installed.

You will also need a means of electronic communication with BACS. This could
take the form of a dial-in connection using a modem, or connection via an
existing network router.

In addition to one of the Windows operating systems listed above, you will also
need the .Net framework. If you do not have this installed, it will be installed for
you automatically when you install BACS.IP.

Security requirements
To meet BACS security requirements, you will also need:

e Smart cards — You will need two or more smart cards supplied by your bank
or its agent. This will contain the digital certificate required for signing
payment files and/or submissions and logging onto BACSTEL-IP. It will also
be accompanied by a PIN number, which should be changed when you use it
for the first time, for security reasons. You must activate the smart card on
the BACSTEL-IP website before you can use it.

e Smart card reader — You will need one or more smart card readers. These
may be supplied to you by Data Interchange Plc or by your bank.

¢ Signing software — You will need to install the smart card signing software on
a client machine. This may be supplied to you by Data Interchange Plc or by
your bank. Together, the smart card reader and signing software make up the
signing solution.

Installation
Introduction

First of all, please read the License Agreement included in the package
containing the distribution media. It is very important that you understand and

Installing the software 17
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agree to the terms and conditions relating to the software before opening the
CD and installing it.

Installation and Setup

Before installing the BACS.IP software, please ensure that you close all other
applications.

In order to run the installation program, please ensure that you have Windows
Administrator privileges on the machine you are installing on.

Now insert the BACS.IP CD into the CD-ROM drive of your computer. The
installation program should begin automatically after a few moments but, if it
does not, select Start >> Run from your Windows toolbar, and type in
D:\setup.exe (where D is your CD-ROM drive) then click the OK button. This will
begin the installation process.

Normal installation procedure

When you begin the installation, the first thing you will see is the following
dialog:

RTEY
— =
: E
Please exit all applications ﬂ
before continuing with the LICENCE AGREEMENT
installation
=-EHE m : Whereas
& Server
¢ E“e"t ap_p_lications The Application that Data Interchange Fle (“DIF™)
.,} Admm_'Stratm provides is in a non-reusable form for first uze by the
. [A%y Submissions T —
The Licensee wishes to take and DIP wishes to grant the
Licensee the right to use the Apphication, n accordance  »|

Directary:

IC:IF'rogram Filez\DIFBACES.IFVT.2.0.229

BACS.IP 1.2.0. BACSIP is an slectronic funds [ Ta install, check the box to indicate thatyou acceptthe licence

transfer solution for the pavment and agreement, then press ‘Continue’ .

collection of funds. Check iterns above to

zelect which features to install Cancel | Cantinue |

This dialog allows you to choose whether or not to install the BACS.IP server
and client applications on this machine. The client/server architecture means
that you can install the two client applications on as many different computers
as required.

If you do not install the server on this machine, you must install it on a machine
that will be accessible to all the clients on your local area network.

Please consider carefully which application(s) to install, as you will only be able
to undo your choice by cancelling the installation after this point.

When you have decided which application(s) to install on this machine and you
have read and agree to the terms and conditions, select the check box to
indicate your agreement to the terms and conditions. This will enable the
Continue button. Click Continue to continue with the installation. If you click
Cancel, the installation will close.

Installing the software



After clicking Continue, you will see the following dialog while the installation
proceeds.

[ e

00 B
\J

-
@ Installing BACS.IP

Installing components:

@ BACSTEL-IP Software
Server
@ Supports All BACSTEL-IP

Administrator Core Functions

Submissions @ Integration With All

Accounting Packages

@ Client Server Deployment
@ Smartcard And PKI
Technology

Prepating to install BACS.IP

| Finish_|
This shows you how the copying of files is progressing.
When the installation is complete, you will see the dialog below:
=10f |
o = : = =
1) I
¥4

-
(9 Installation complete

These « P ts were install

@ BACSTEL-IP Software

Y Server

J  Administrator @ Supports All BACSTEL-IP

Core Functions

V" Submissions @ Integration With All

Accounting Packages

@ Client Server Deployment

@ Smartcard And PKI
Technology

Click 'Finish' to close

BACS.IP was installed successfully

If you do not already have SQL Server 2005 installed, the SQL Server 2005
installation program will automatically be started when you click the Close
button. Please refer to the section entitled “Installing SQL Server 2005”.

If you already have SQL Server 2005 installed, you must choose where you
want BACS.IP to install its database. Please refer to the section entitled
"Configuring your BACS.IP database".

Installing the software 19
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Installing SQL Server 2005

Unless you already have another Data Interchange Plc product installed that
uses SQL Server 2005 you will be offered the option of installing this database
engine. The installation will begin automatically and will notify you when the
installation is complete. Please note that this may take some time to install.

Once SQL Server 2005 has been installed you must configure the BACS.IP
database. Please refer to the section entitled "Configuring your BACS.IP
database" for full details.

Once you have installed the Administrator, you can perform the steps described
in the Quick Start Guide. Please refer to the section entitled "Quick Start
Guides" for full detalils.

Cancelling BACS.IP installation before completion

At any point during the installation you may click on the Cancel button to stop
the installation before it is complete. When you click the Cancel button, you will
then see the following message box:

fi@ BACS.IP 1.0.1.056 [ x]

The installation is not yet complete. Are you sure you want to exit?

Yes

Click Yes to quit the setup, or No to continue with the setup.
If you click Yes to quit the setup, you will then see the following dialog:

i@ BACS.IP 1.0.1.056 = o]
~ I

The installation was interrupted before BACS.IP 1.0.1.056 could be installed. YYou need to restart
the installer to try again.

Installation Interrupted

Click the Close button to close the installation, and restart the installation when
you are ready.

Configuring your BACS.IP database

Once the SQL Server 2005 configuration is complete, depending on the version
of Windows you are working with, you will see one of two message boxes.

e Setup succeeded. Just click OK to continue. The BACS.IP server will then
be started.

Installing the software
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e Restart computer. This informs you that the computer must be restarted for
the changes to take effect. Click Yes when asked if you wish to restart the
computer now. This will restart your computer and automatically start the
BACS.IP Server.

Simple configuration
On starting the BACS.IP Server, you will see the following dialog:
x|

The server will now be started and you will be prompted ko create a new database, This database will MOT replace the previous wersion, which will remain
available,

‘When the Administrator is started For the First time, wou will be given the opportunity to import data From the old database into the new database For this
version of the product.

Click OK to continue
Click OK to continue setting up the BACS.IP database.

@ Select database server E3

BACS.IP is using a database engine that allows you to create
and use a database on an existing SQL Server on your network.

By default, BACS.IP will create and use a database on this
computer.

™ Override default database configuration

¥4 x

Help Cancel

|
oK

This explains that BACS.IP uses a database engine that allows you the choice
of creating and using a database on this computer, or creating and using a
database on an existing SQL Server on your network.

If you want to create and use a database on this computer, just click the OK
button.

If, instead, you want to use an existing SQL Server on your network, select the
Override default database configuration tickbox. This will expand the dialog to
allow you to change the settings, as shown in the following section.

Advanced Configuration

This option is for users who want to create a database on an existing SQL
Server.
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@ Select database server [ X]

BACS.IP is using a database engine that allows you to create
and use a database on an existing SQL Server on your network.

By default, BACS.IP will create and use a database on this
computer.

IV Override default database configuration

[~ SAL Server Configuration

Server PAULPCIDIPOOT _v_]

IV Create new Login

[ New Login

Login [BacsUSER

[

Password

& [ x ¥
Help Cancel OK

Server — This is the name of the SQL Server upon which the BACS.IP database
will be created. In the Server field, use the dropdown arrow to select the existing
SQL Server where you want to install the BACS.IP database.

New Login — This is the Login and Password that will be created to enable the
software to access the BACS.IP database. Uncheck the tick box to force
BACS.IP to login to the selected SQL server using the Windows account under
which it is being run. You will need to do this if the selected SQL server does
not support 'Mixed Mode Authentication’. Note that any Windows users that
may run the BACS.IP software will need to be explicitly enabled against the
selected SQL Server using your SQL Server client tools.

SQL Server Login details
If you select a new Server, you will see a dialog similar to the one shown below:

& S0L Server Login

Fleaze enter your SAOL Server login and passward far
the zerver 'LIINARZ'. Press cancel if wou wizh to try
and login using your windows account.

Lagin I
Fazzwiord I
& I v
Help Cancel (0],
v

Type in the Login and Password to be used to access the SQL Server and click
OK.

Alternatively, if you wish to try and login using your Windows account, click the
Cancel button.

Installing the software



4.3.3

Result for all configurations

If the selected Server, Login and Password are all compatible, or if you chose
the simple configuration option, you will see the message box below. The new
database has been created on the selected SQL Server and will now be ready
for use.

SQAL Server Selection E3

':@ The BACS.IP database was successfully created on PAULPCADIPOD1.

The BACS.IP Server icon will appear in your system tray. You can now start the
Administrator and perform the Quick Start procedure. For full details, please
refer to the section entitled "Quick Start Guides".
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Quick Start Guides

Introduction

Welcome to Data Interchange Plc's BACS.IP software. You have completed the
installation procedure and are now ready to configure the software for use. This
Quick Start Guide will describe each area that you need to configure, then link
you to the main part of the guide for full details of the information you must
)
provide. So, after completing each area, press the Back arrow _8=k | at the top
of the Help to return to this section and continue with configuration of the next
area.

Before you begin, please make sure you have the following information to
hand:

Your BACS.IP serial number, licence code and, if applicable, facilities code.
These should have been provided by your software supplier.

Your Service User number(s)

The bank details (account number and sort code) for each service user

The file format for data being imported (e.g. Standard 18 or a proprietary
format)

The BACS.IP software has three components: the Server, the Administrator and
the Submissions application. After successful installation of the software, the
Server will have started automatically. You now have to configure the software
using the Administrator before you can use the Submissions application to
interact with BACS.

Please refer to the appropriate Quick Start Guide below:

"Quick Start for Service Users"

"Quick Start for Bureau Service Users"

Quick Start for Service Users

First start the BACS.IP Administrator by double-clicking on the shortcut icon on

&
your desktop

Once you can see the Administrator, use the icons in the left-hand panel to
configure each of the following areas.

You must configure each area in the order shown below, and click the Save
button before continuing to the next area.

Licence Codes (1 of 6)

7
‘] Click the Licence Codes icon to bring up the Licence Codes screen.

Here you must enter the Serial Number and Licence Code that you received
with the software. If you have been given a Facilities Code too, that must also
be entered here.

For full information about the Licence Codes screen, please see the section
entitled "Licence Codes", then return to this section.
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Service Users (2 of 6)

[ 2]
‘JCIick the Service Users icon to bring up the Service Users screen.

This section allows you to configure one or more service users on whose behalf
submissions will be transmitted to BACS.

Service user accounts must be set up by your bank before being added here.
You must have at least one service user account set up in order to send
payment files to BACS.

If your organisation has more than one service user account, or if you provide a
bureau service, you must configure each service user here before you can send
payment files or retrieve reports on their behalf.

Information required on this screen includes:

e The BACS number of the Service User

e Bank account number of the Service User

e Sort code of the account

e Submission status (set to Structural Test for the BACS validation process)

For full information about the Service Users screen, please see the section
entitled "Service User Configuration”, then return to this section.

System Users (3 of 6)

S Click the System Users icon to bring up the System Users screen.

This section allows you to configure the various users that may log onto the
software. Users may be added to groups in order to restrict the functions that
they can perform. This section allows you to create a new user and to associate
the user with a smartcard (which they will subsequently use to log onto the
BACS system).

A system user is someone who is given permission to use the BACS.IP
software and is allocated a login ID and password to enable them to do so.

Since BACS require your organisation to have two Primary Security Contacts,
we suggest that these two contacts are also set up as system users.

In addition, we strongly recommend that you set up at least two User
Administrators, who may or may not be the same people as the Primary
Security Contacts. User Administrators alone are responsible for adding new
users to the Administrator application and editing existing user details (this
includes resetting passwords for users).

Once you have set up two User Administrators, the "firsttime" account will
be disabled for security reasons.

For full information about the System Users screen, please see the section
entitled "System User Configuration”, then return to this section.

Communications (4 of 6)

]

'f.-

L= Click the Communications icon to bring up the Communications screen.
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This section allows you to configure the method to be used to connect to
BACSTEL-IP — either through the extranet, or using an existing internet
connection (possibly a LAN).

In order to submit files to BACS or to download BACS reports, you must be able
to connect to the BACSTEL-IP service. This section allows you to define how
the BACS.IP Server is to connect and send data to BACS.

You can connect either using existing network settings or via a dialup
connection. If using dialup, BACS require you to use alternate dialup numbers
for each attempt, therefore two different connections must be specified. These
network connections must be set up beforehand using Windows Network and
Dial-up connections.

For full information about the Communications screen, please see the section
entitled "Communications Configuration”, then return to this section.

File Formats (5 of 6)

“ Click the File Formats icon to bring up the File Formats screen.

This section is where you must define the format of the files that will be used to
import data into the BACS.IP software. You must define a file format for each
back office system from which you will import data. Several common file
formats, including the Standard 18 format, have already been defined for you.
The Standard 18 format cannot be edited.

For full information about the File Formats screen, please see the section
entitled "File Formats Configuration”, then return to this section.

Back Office (6 of 6)

” Click the Back Office icon to bring up the Back Office screen.

This section allows you to configure a number of different back office systems
from which payment files will be imported. Each system may have one or more
monitor directories set up. For each monitor directory, a file pattern may be
supplied. This area may be left with its default configuration settings, depending
on how you want your system to work.

Once you have defined one or more File Formats in the preceding section, you
must link those file formats to specific directories and file paths, so that the
Submissions application has all the information it needs to import files. The
locations configured here will be monitored automatically for new payment files.

For full information about the Back Office screen, please see the section entitled
"Back Office Configuration”, then return to this section.

You have now configured all the areas necessary for you to begin using the
Submissions application to interface with BACSTEL-IP. This means you can
import payment files, validate and sign them, submit them to BACS and
download reports detailing their progress.

Start the Submissions application by double-clicking on the shortcut icon on
¢

b
your desktop
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Quick Start for Bureau Service Users

First start the BACS.IP Administrator by double-clicking on the shortcut icon on
[

your desktop

Once you can see the Administrator, use the icons in the left-hand panel to
configure each of the following areas. You must configure each area in the
order shown below, and click the Save button before continuing to the next
area.

Licence Codes (1 of 6)

7
]J Click the Licence Codes icon to bring up the Licence Codes screen.

Here you must enter the Serial Number and Licence Code that you received
with the software. If you have been given a Bureau Facilities Code, that must
also be entered here.

For full information about the Licence Codes screen, please see the section
entitled "Licence Codes", then return to this section.

Service Users (2 of 6)

[ ]
‘3 Click the Service Users icon to bring up the Service Users screen.

You must first configure your Bureau Service User details. Then you must
configure each service user for whom you will send files to BACS.

For full information about the Service Users screen, please see the section
entitled "Service User Configuration”, then return to this section.

System Users (3 of 6)

S Click the System Users icon to bring up the System Users screen.

You must link each system user to the Bureau and to each of the service users
for which the system user will act.

A system user is someone who is given permission to use the BACS.IP
software and is allocated a login ID and password to enable them to do so.

Since BACS require your organisation to have two Primary Security Contacts,
we suggest that these two contacts are also set up as system users.

In addition, we strongly recommend that you set up at least two User
Administrators, who may or may not be the same people as the Primary
Security Contacts. User Administrators alone are responsible for adding new
users to the Administrator application and editing existing user details (this
includes resetting passwords for users).

Once you have set up two User Administrators, the "firsttime" account will
be disabled for security reasons.

For full information about the System Users screen, please see the section
entitled "System User Configuration”, then return to this section.

Communications (4 of 6)

]

'f.-

L= Click the Communications icon to bring up the Communications screen.
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In order to submit files to BACS or to download BACS reports, you must be able
to connect to the BACSTEL-IP service. This section allows you to define how
the BACS.IP Server is to connect and send data to BACS.

You can connect either using existing network settings or via a dialup
connection. If using dialup, BACS require you to use alternate dialup numbers
for each attempt, therefore two different connections must be specified. These
network connections must be set up beforehand using Windows Network and
Dial-up connections.

For full information about the Communications screen, please see the section
entitled "Communications Configuration", then return to this section.

File Formats (5 of 6)

“ Click the File Formats icon to bring up the File Formats screen.

Before you can import payment files to the Submissions application, you must
tell the BACS.IP software what format the files will be in. To do this, you must
define a file format for each back office system from which you will import data.

For full information about the File Formats screen, please see the section
entitled "File Formats Configuration”, then return to this section.

Back Office (6 of 6)

” Click the Back Office icon to bring up the Back Office screen.

Once you have defined one or more File Formats in the preceding section, you
must link those file formats to specific directories and file paths, so that the
Submissions application has all the information it needs to import files. The
locations configured here will be monitored automatically for new payment files.

For full information about the Back Office screen, please see the section entitled
"Back Office Configuration”, then return to this section.

You have now configured all the areas necessary for you to begin using the
Submissions application to interface with BACSTEL-IP. This means you can
import payment files, validate and sign them, submit them to BACS and
download reports detailing their progress.

Start the Submissions application by double-clicking on the shortcut icon on

¢
your desktop J'b
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BACS.IP Server Overview

Introduction

In this section we will show you what the BACS.IP Server GUI looks like and
how to use it. Please remember that the BACS.IP Server is the control centre of
BACS.IP and as such should not be made accessible to unauthorised
personnel.

The BACS.IP Server GUI

When the BACS.IP Server is up and running, you will see the Server icon in the
system tray (this is usually at the right hand side of the task bar, which in turn is

usually at the bottom of your screen). It looks like this: ﬁ

To show the BACS.IP Server GUI, click on the Server icon with your right-hand
mouse button. This will bring up a popup menu with the options: Stop, Restart,
Control panel, System log and Shut Down. Choose the Control panel option
to see the GUI, as shown below.

il BACS.IP ¥1.0.1.056 - Running !E
i~ Product details
g Name BACS.IP
Version 1.0.1.056

~ This product is registered to

Q MName PF

Company DIP

Serial Number

 Data Interchange PLC

§ .ﬂ I Telephone 01733 371 311
g g = Fax 01733 371 602
Web address  hitpdfwwaw.dip.co.uk
Copyright © Data Interchange Plc, 2004
Start Stop Restart Hide Shut Down
ERunning

The GUI is split into three sections: Product Details, Registration Details and
Data Interchange Plc. Below these are the options available to you in the form
of buttons. At the very bottom is the status bar, which shows the current status
of the BACS.IP Server. In the example above, the status of the server is
"Running".

Product Details

This section tells you the Server Name and the Product Version. These details
are important and should be quoted if you ever need to contact Data
Interchange Plc for support purposes.
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Registration Details

This section shows the registered User Name, your Company name and the
product Serial Number. These details should also be quoted if you ever need to
contact Data Interchange Plc for support purposes.

Data Interchange Plc

This section gives the contact details for Data Interchange Plc. You will need
these if you ever have to contact Data Interchange Plc for support purposes.

Action Buttons

These buttons cover all the actions you can perform on the BACS.IP Server
GUL.

Start — On the example above, this button is disabled because BACS.IP is
already started.

Stop - This button stops the BACS.IP Server. This means that the Server stops
working until the Restart button is used. If the BACS.IP Server is stopped, nhone
of the clients can continue working. Any users logged on will be disconnected.

Restart — This button can be used to stop and restart the BACS.IP Server. Any
users logged on will be disconnected.

Hide — This button minimises the BACS.IP Server GUI, so that it can only be
seen as an icon in the system tray.

Shut Down — This button stops the BACS.IP Server and closes the application
down. Any users logged on will be disconnected.

Obviously, the Stop, Restart and Exit buttons should only be used by
authorised personnel and only with good reason.

Stop server warning dialog

If you try to stop, restart or shut down the server, you will see a message box
warning you that this action will disrupt other users who are currently logged on
to the server. The message tells you how many users are currently logged on.

If you are still sure that you want to stop, restart or shut down the server, you
should click Yes. If you want to wait until there are no users logged on to the
server, you should click No.

Server

Stopping the server will disrupt other users who are logged on to the server.
It will also prevent users from logging on to the server,

There is currently 1 user logaged on to the server,

Are you sure that you want to stop the server?

Failure to connect to server warning dialog

If you try to start a client when the server is not running, you will see a message
box telling you that the client has failed to connect to the server.
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BACS.IP Administrator - Could not connect

g‘g & connection to the server could not be established.

Would you like to try again?

Reconnecting in 17 seconds

€ £ E] 2
Help Exit Server Connect

The message box will show a countdown from 30 seconds, at which point the
client will attempt to connect to the server again. If you want to try and connect
to the server before the countdown ends, press the Connect button. If the
connection still cannot be made, the message box will appear again.

If you do not press the Connect button, the client will try to connect to the
server every 30 seconds until it is successful.

There are several possible reasons why you might be unable to connect to the
server, such as:

e the server has been shut down

e the server's cable has become unplugged

¢ the server machine reference was mistyped when installing the client
e the server has been renamed

e the server has been moved from one machine to another

e the server and client SSL settings do not match

If you have reason to believe that the server has been renamed, or that the
location of the server has changed, press the Server button. This will expand
the dialog to show you the current information about the name and location of
the server.

BACS.IP Administrator - Could nok conneck

Fleaze enzure thatthe server iz running on thiz machine

% A connection to the BACS P server could not be establizhed.

To retry the connection, prezss the Connect buttan. To change
the connection details befare retrving, press the Server button.

A connection will automatically be attermpted in 30 seconds

< £ ]
Help Exit Server Connect

If you know the new location or new server name, click the Server button. You
will be presented with the following display,
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BACS.IP Administrator - Could not conneck

A connection to the BACS |P server could not be establizhed.
3 Fleaze ensure that the server is running on thiz maching

To retry the connection, press the Connect button, Ta change
the connection details before retrving, press the Server button.

A connection will automatically be attermpted in 30 seconds

[ Server details

Server machine I'l 27001
TCP port number |1548

— BEL details
Use SSL I

551 port number |3548
55L certificate | |

& | T E
Help Exit Server Connect

Type in the server details into the corresponding fields. If the server requires
SSL authentication, then you should enter the appropriate details after ticking
the Use SSL box. Now click the Connect button again. If you are still unable to
gain a connection to the server after this, please refer to your IT Manager.

If you want to stop trying to connect, press the Exit button.
Server connection lost warning dialog

If, for whatever reason, your connection to the server is lost while you are using
a client, you will see a message box telling you that the connection to the server
has been lost.

BACS.IP Administrator - Connection loskt

The connection to the BACS IP server has been lost. Pleaze
h enzure that the server iz running on thiz machine

To retry the connection, press the Connect button. To change
the connection detailz before retrving, presz the Server buttan.

A connection will automatically be atternpted in 30 zeconds

=4 | = E]
Help Exit Server

The message box will show a countdown from 30 seconds, at which point the
client will attempt to connect to the server again. If you want to try and connect
to the server before the countdown ends, press the Connect button. If the
connection still cannot be made, the message box will appear again.

e

Connect

If you do not press the Connect button, the client will try to connect to the
server every 30 seconds until it is successful.

There are several possible reasons why you might be unable to connect to the
server, such as:
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e the server has been shut down

e the server's cable has become unplugged

e your local area connection has been disabled

e the server machine reference was mistyped when installing the client
e the server has been renamed

e the server has been moved from one machine to another

e the server and client SSL settings do not match

If you have reason to believe that the server has been renamed, or that the
location of the server has changed, press the Server button. This will expand
the dialog to show you the current information about the name and location of
the server.

BACS.IP Administrator - Connection lost

% The connection to the BACS IF zerver haz been lost. Pleaze

enzure that the server iz running an thiz machine

Tao retry the connection, prezz the Cannect buttan. To change
the connection details befare retrving, press the Server button.

A connection will automatically be attermpted in 30 seconds

— Server details
Server machine |‘|2?.D.D_1
TCP port number |1548
— BEL details
Use 5L r
S5L port number |3548
SSL cerificate | |

& e = g=
Help Exit Server Connect

If you know the new location or new server name, type it into the Server
machine field. If necessary, type the new port number into the Port field too. If
the server requires SSL authentication, then you should enter the appropriate
details after ticking the Use SSL box. Now click the Connect button again. If
you are still unable to gain a connection to the server after this, please refer to
your IT Manager.

If you want to stop trying to connect, press the Exit button.
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Common Features

Introduction

There are several features of BACS.IP that are common to both the
Administrator and the Submissions application. They are described here instead
of being repeated for each section.

Logon dialog

The first time you start the BACS.IP Administrator you will see a Logon dialog
that has already been filled in with the "firsttime" Username and password. This
will enable you to access the Administrator and profile your own system users.

N.B. Once you have profiled two system users with User Administrator
privileges, the "firsttime" account will be disabled for security reasons.

The Logon dialog will appear whenever you try to start a BACS.IP application.

Administrator - Logon

Username I

Pazzword I

& | T ¥
Help E it oK

Type your username in the Username field, and your password in the Password
field.

Click OK to proceed with the logging on.

Status bar

The status bar tells you about the current status of the application. It is located
at the very bottom of each client. There should be 5 different status boxes. If
there are fewer, it means the application is not connected to the server. You
must be connected to the server in order to use the application.

~iolx]

File Tools Help

0‘\3 21 & Servics Users

[ Overview
This view allows you to editthe BACS registered service user details. Service users must
be set up by your sponsoring bank before being added here. ‘You must have at least one
% service uset in order to send pavment files to BACS.

4

Service Users

Multiple semvice users may be configured to submit payment files to BACE. If your
System Users organization has multiple service user numbers, or if your organization provides a bureau
service, you will need to configure each service uzer before sending payment files or
retrieving repors

)
i
Cornraunications
Marme I BACS Number | Sponsor Name | Submission Statusl
Bureaullsetl BOO337 <hong> Live
“ Servicellser] 100337 Co-opetative Bank Full Test
File Formats Servicellser2 123456 Roval Bank of Scotland §R...  Live
Servicelserd 8428032 HEBC Full Test
o
Back Office
3
Licence Codes
Add | Edit Delete
2 o
Rejected Files _I Help
|Ready Connected  |Server: BACSIP  |Machine: 127.0.0.1  |Username: TestUser]
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Box 1 - tells you the status of the application e.g. Ready

Box 2 — tells you if the application is connected to or disconnected from the
server. If you are connected using SSL, then a padlock will also be displayed
to indicate a secure connection

e Server — tells you the name of the application running on the server to which
the application is connected (in this case, BACS)

¢ Machine — tells you the name of the machine (computer) on which the server
is installed

Username — tells you the logon name of the user who is currently using the
client

Help — On-line Help

Both BACS.IP applications have on-line Help, which is accessible from the
menu bar by selecting Help >> Contents. In addition, context-sensitive help is
available throughout the product wherever you see a Help button. Simply press
the Help button, or the F1 key on your keyboard, to see an explanation of the
page or dialog you are currently working with.

The Help toolbar looks like the example shown below.

& & e« 2 &

Previous  Next Back Forward  Print
Each of the arrows icons will turn blue as your cursor passes over them.

Previous and Next allow you to navigate sequentially through the entire Help
document via the headings shown in the Contents tree view in the left-hand
Help panel.

Back and Forward allow you to navigate through the headings that you have
already visited.

The Print option allows you either to print the selected topic or to print the
selected heading and all subtopics.

Help — About dialog

The menu bar of both BACS.IP applications has a Help option, which in turn has
an About option. Select the Help >> About option to see the following dialog:
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About Administrator

Product details
o Client Yersion 1.0.0
Server Wersion 1.0.0

[ Thiz product iz registered to

MNarme Wal
Company Data Interchange FLC

Serial Murmber

—[Data Interchange Plc

=

- .-1 I Telephone (+443 01733 371 311

H

= " d Fax (+443 01733 371 6O2
Wweb address hitp e dip. oo uk

Copyright @ Data Interchange Plc. 2004

v

jo];8

This dialog is split into three sections and resembles the Server GUI. The three
sections are: Product Details, Registration Details and Data Interchange Plc.
Product Details

This section tells you the Client and Server Version numbers. These details are
important and should be quoted if you ever need to contact Data Interchange
Plc for support purposes.

Registration Details

This section shows the registered User Name, your Company name and the
product Serial Number. These details should also be quoted if you ever need to
contact Data Interchange Plc for support purposes.

Data Interchange Plc

This section gives the contact details for Data Interchange Plc. You will need
these if you ever have to contact Data Interchange Plc for support purposes.

To close the dialog, click the OK button.
Help — Online Support

Both BACS.IP applications provide access to the Data Interchange Plc website,
which will allow you to download the latest updates to the software. The website
is accessible from the menu bar by selecting Help >> Online Support.

Help — Payment Services website

Both BACS.IP applications provide access to the BACS Payment Services
website. The website is accessible from the menu bar by selecting Help >>
Payment Services website.
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Configuring the software

Introduction to the Administrator

Before you can begin to use the BACS.IP software to connect to BACSTEL-IP,
you must enter your licence code and then configure the software.

Licence Code
When you first try to start the Administrator, you will see the following dialog.

Administrator

If you do not have a licence code you will need to obtain one from your software provider.

I\i) You must enter a full licence code to start BACS.IP for the first time.
Do you wish to enter your licence code now?

1w |

This tells you that you must enter a valid licence code before you can use the
product, and asks if you want to enter it now. If you click No, the Administrator
will close. You will not be able to use the Administrator until you have provided
your licence code.

Click Yes to proceed straight to the Licence Codes page of the Administrator,
shown below.

BETE

File Tools Help

m =

Service Users

T Maintenance |

T Licence Codes - Maintenance

i Licence code maintenance

S Serial nurber Il

Systern Users Licence code I

Fagilities code I

=}
-t'-i," Please enter your licence code and serial number. If you
do nathave a licence code and serial number you need

Communications to abtain them from your software vendor.

File Formats Click on the buttan to the right to be connected to the licence codes Get from Web
website. After confirming vour detailz vou will automatically be zent
‘_‘j an e-mail containing your updated licence code
Back Dffice o4 by N
= Help Cancel Save
3
Licence Codes
R’_
Rejected Files
|
|Ready |Connedad |Server: BACS.IP |Machine: 127.0.01 |Username:TestUser1

Please refer to the section entitled "Licence Codes" for full details of how to use
this screen.

Areas to be configured
There are several areas that you will have to configure.

Start the Administrator to see all the areas that can be configured. Some areas
have a default configuration and will not need to be edited unless you want to
change the default settings. The following areas are configurable:

e Service Users — Allows the configuration of the various service users on
whose behalf submissions will be transmitted to BACS. The view contains a
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list of service users currently in the system, and provides the ability to
add/edit the service user name, number and bank. This area must be
configured before using the Submissions application.

e System Users — Configures the various users that may log onto the
software. This section also provides support for grouped privileges. Users
may be added to groups, in much the same way as with a Windows user and
groups environment, in order to restrict the functions that they can perform.
This section allows a new user to be created and associated with a smart
card (which they will subsequently use to log onto the BACS system). This
area must be configured before using the Submissions application.

e Communications — Configures the method to be used to connect to
BACSTEL-IP — either through the extranet, or using an existing internet
connection (possibly a LAN). This area must be configured before using the
Submissions application.

e File Formats — Allows you to create and manage file formats that are used
to import data into the BACS.IP software. You must define a file format for
each back office system from which you will import data. The only exception
to this is the Standard 18 format, which has already been defined for you
internally.

e Back Office — Allows the user to configure a number of different back office
systems from which payment files will be imported. Each system may have
one or more monitor directories set up. For each monitor directory, a file
pattern may be supplied. This area may be left with its default configuration
settings, depending on how you want your system to work.

e Logs — Allows you to view both the current log and archived logs. This area
may be left with its default configuration settings.

e Rejected Files — Lists the Payment files which were not imported into the
system, and, for each, provides a reason for the rejection. This area may be
left with its default configuration settings.

e File Retention — This view allows you to configure the amount of time for
which information is retained in the system. A list view will be used, allowing
the user to enter a number of days after which the system will:

e Automatically archive sent submissions
e Delete archived submissions
e Delete BACS advices
This area may be left with its default configuration settings.

e Server Settings — This view allows you to configure the connection settings
used by the server. You can specify TCP, SSL or both and configure the
ports that are to be used. By default TCP is used.

Please note that, throughout the Administrator, any mandatory fields are
coloured blue. The screen or dialog will not let you save your changes until you
have provided values in these fields.

Terminology

This section deals with terms used by the BACSTEL-IP system, which you will
need to know in order to use the BACS.IP software.
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Service User — A business entity possessing a set of originating bank accounts,
which submits or originates payments instructions to BACS and/or collects
reports. A service user is given an identification number from BACS.

System User — An individual at a Service User who is authorised to use the
BACS.IP software. Each system user must be given a password in order to
logon to the BACS.IP software. If he is also associated with a smart card and
given the appropriate privileges, he will also be able to access the BACSTEL-IP
service. If a system user can access the BACSTEL-IP service, he is also
referred to as a Contact.

Organisation — A company or group of companies that submit to BACS using
one or more Service Users.

Bureau — An organisation that is authorised to submit files on behalf of Service
Users.

Sponsor — A bank or building society that is a member of the BACS sponsoring
scheme. In order to use BACS services, each Service User must be sponsored
by one of these sponsors. Any reference to a bank in the BACS.IP software or
in this document implies a sponsor.

PKI — Stands for Public Key Infrastructure. PKI uses digital keys and digital
certificates to provide security for electronic communications and data transfer.
This level of security means that BACS can be sure of the origin of any
communication, and that any data transferred cannot be tampered with.

For any other definitions, please refer to the Glossary in the Help file.
Security considerations

For each Service User, one or more system users has to be defined, who will be
permitted to use the BACS.IP software. However, not all users should be given
the same level of permission. Some users should be allowed to access the
BACSTEL-IP service, other users should be given permission to administer the
Administrator, while others should be restricted to less security-sensitive tasks.

You should consider carefully how you allocate permissions before you
configure the System Users section of BACS.IP. There are currently eight
different Security Groups defined within the System User section of the
BACS.IP Administrator. They have been designed with flexibility in mind, so
they should cover all your security group requirements.

Business filter

Once you have allocated each of your system users to one or more service
users and to one or more security groups appropriate to their responsibilities,
another security feature of BACS.IP will come into effect, namely the business
filter.

The business filter feature restricts not only what each individual system user
can do within the BACS.IP software, but also restricts what he can see. For
example, if you have associated a system user with a single service user, when
he is using the Submissions application he will only be able to see references to
that service user. Thus, on the Reports page, he will only see reports relating to
submissions created by that service user. Likewise, on the Live and Archived
Submissions pages, he will only be able to see submissions created by that
service user.

To take another example, if you have set up a system user who can only view
and/or process BACS reports, when he uses the Submissions application he will
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only be able to see the Reports page tab. He, too, will only be able to see
reports relating to submissions created by whichever service user(s) he has
been associated with.

Service User Configuration

Click on the Service Users icon to see the Service Users section of the
Administrator.

File Tools Help
0‘\3 21 & Service Users
Serwvice Users _OV?M_eW ) . . ) .
This views allows you to editthe BACS registered service user details. Service uzers must
be set up by your sponsoring bank before being added here. You must have at least one
g service user in order to send payment files to BACS
“ Multiple service users may be configured 1o submit pavment files to BACS. If vour
Systern Users organisation has multiple service user numbers, or if your organization provides a bureau
setvice, you will need to configure each service user before sending payment files or
retriewing reparts
b
Tt
Carmrnunications
Marne BACS Number | Sponsor Mame I Submission Status
Bureaulserl BOO337 <none> Live
u Servicellserl 100337 Co-operative Bank Full Test
File: Farmats ServicelJzer2 123456 Roval Bank of Scotland (R...  Live
Servicelserd 825932 HEBC Full Test
&
Back Office
9
Licence Codes
Add | Edit Dielete
i o
Rejected Files Help
[
‘Ready |Cﬂnnactad ‘Servar' BACS.IP |Machine' 127.001 |Usemame' Testlserl

This section allows you to configure the various service users on whose behalf
submissions will be transmitted to BACS. Once you have added one or more
service users, the view will contain a list of service users currently in the system,
and provide the ability to add further service users or edit existing service user
details, and details of their originating bank accounts.

Service user accounts must be set up by your bank before being added here.
You must have at least one service user account set up in order to send
payment files to BACS.

Multiple service users may be set up to submit payment files to BACS. If your
organisation has multiple service user accounts, or if your organisation provides
a bureau service, you will need to configure each service user before you send
payment files on their behalf.

The Service Users section has three buttons: Add, Edit and Delete.
Adding a service user

Before you can send payment files to BACS, you must add at least one service
user.

From the Service Users screen, click the Add button. This will bring up the
Service user details and accounts screen, shown below.
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File Tools Help
&l Service Users
[ Dverview
Thiz view allows vou to editthe BACS registered service user details. Service users must
be set up by your sponsoring bank before being added here. You must have atleast one
g zemvice uset in order to send payment files ta BACS
“ kMultiple service users may be configured to submit payment files to BACS. i vour
Systern Users organization has multiple zerdce user numbers, or if vour organization provides a bureau
service, you will need to configure each service user before sending payment files or
retrieving reports.
bl
T
Communications
MName BACS Mumber | Sponsar Mame I Submission Status
Bureaullserl BO0337 <nones Live
“ Servicellserl 100337 Co-operative Bank Full Test
File F + Sericellser2 123456 Raval Bank of Scotland {(R... | Live
e rarmats ServicsUserd 828032 HEEC Full Test
.ur'——J
Back Office
3
Licence Codes
Add | Edit Delete
® &
Rejected Files Help
el
|Ready ‘Connected ‘Ser\ter: BACS.IP |Machme 127.0.01 |Username:TestUser1

This screen requires you to provide service user details and, optionally, service
user bank account details. The fields and their required contents are described
below.

Service user details — Name

Type in here the name of the service user you want to add. This should be the
name of a business entity, such as a company name or a company division.

Service user details = BACS number

Type in here the BACS number assigned to this service user. You will notice
that, if you type a bureau number in this field (i.e. one that begins with the letter
'B"), all fields following the Submission status will become greyed out. This is
because no other fields on this screen are applicable to bureaux.

Service user details — Submission status

Use the dropdown list to select the appropriate submission status for this
service user. The choices are:

e Full Test
e Live
e Structural Test

The lowest level of testing is the Structural Test, under which submissions are
validated for the BACS three-day service.

At the next level of testing is the Full Test, under which format validation takes
place. This level does all the testing that would occur for a live file, but stops
short of sending files on to the bank.

The highest submission status is Live, which means you can send live payment
files to BACS.

Service user details — Sponsoring bank name
Use the dropdown list to select the appropriate bank for this service user.
Service user details — User Group
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If you wish to group one or more Service Users together, you should enter a
two-digit code into this box. This code will be outputted when you export a
submission summary to a CSV file and will allow you to sort the data by service
user groups once imported to a spreadsheet application. If you do not wish to
group your service users then leave this field blank.

Options — Create submissions on import

Select this checkbox if you want payment files associated with this service user
to create submissions as soon as they are imported. The result of this will be
that each submission will contain one payment file only.

Another result is that the submission created in this way will appear immediately
on the Active Submissions page of the Submissions application, so that you will
not normally have to use the Payment Files page at all.

If you do not select this checkbox, payment files will appear instead on the
Payment Files page of the Submissions application. You will then have to create
a submission from them manually.

If you are a direct submitter (i.e. not a bureau), you should tick this box.
Options — Support euro transactions

Select this checkbox if you want the ability to handle payment files in Euros as
well as sterling. If you do not select this checkbox you will only be able to handle
sterling transactions.

Options — Payment files may be signed

Select this checkbox if you want to allow this service user to sign payment files
using the Validate and Sign option. This need only be done if your bank has
stipulated that the service user must sign payment files.

Service user details — Buttons

The following buttons are used on this screen:

Help

Press the Help button to see the on-line Help for this section.

Cancel

Press the Cancel button to leave this dialog without saving any changes.
Save

Press the Save button to leave this dialog and save any changes. This button
will not be enabled unless you have made any changes to this dialog or a
connected dialog.

Pressing the Save button will return you to the Service Users Overview screen,
where you can now add further service users, or edit or delete existing service
users.

Originating bank accounts

This section of the page displays a list of originating bank accounts, giving their
name, account number and sort code.

You will notice, if you are adding or editing service user details for a bureau, that
this section of the page is greyed out. This is because originating bank account
details are not applicable to a bureau service user.
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If these fields are not greyed out, and if this service user does not use the
Standard 18 file format, you must provide details of at least one originating
bank account. If you do not, you will not be able to complete the Back
Office configuration.

There are three buttons that may be used on this part of the screen:

Add

Use the Add button to add a new bank account for this service user.

Edit

Use the Edit button to edit an existing bank account for this service user.
Delete

Use the Delete button to delete an existing bank account for this service user.

8.2.1.1.1 Adding an originating bank account

Use the Add button to add a bank account to be associated with this service
user. This will bring up the Account Details dialog, shown below.

Account Details

—Detailz

Mame

Account number

|
|

Sort code I - I - I
|

Marrative text

Account type

Thiz account information will be uzed whenever Standard 18 data is
imported that does not contain originating account infarmation.

& >>
Help hlore

Details — Name

Pa

Cancel

Type in here the name of the account e.g. Company Current Account.

This name should be something that uniquely describes the account, so that
you can easily recognise it in a list of other accounts.

Details — Account number
Type in here the number of the account.
Details — Sort code

Type the account sort code into the three boxes provided. The cursor will
automatically move into the next box when you have typed two numbers in.

Details — Narrative text

Type the narrative text associated with this account. When you import Standard
18 data, the narrative text field from CONTRA records will be used to populate
corresponding records on the payment files that BACS.IP generates. Specify a
value to be used in that field where no value was included in the imported file, or
the imported file type is not Standard 18.

Details — Account type
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Use the dropdown arrow to select the type of account. You can choose between
Main (Default), Main (Secondary) and Individual. If creating the first account for
a service user, then Main (Default) will be selected by default. Any subsequent
accounts for that service user will default to Individual. However, you can
change the account type by simply clicking the combo box and choosing the
account type you desire.

Main (Default)

Each Service User must have one Main (Default) account. The details of this
account get substituted into any imported Standard 18 payment files that do not
have originating account details.

Main (Secondary)

This account type is a special case and should only be used if your sponsoring
bank does not allow individual accounts. The account is treated as an individual
account, so a service user can profile multiple Main (Secondary) accounts.
However, when the submission is sent to BACS for processing, the account
type is transmitted as a main account rather than individual. This option may
prevent warning messages about invalid account detalils.

Individual

A service user can have a number of Individual accounts. These are additional
accounts which should be profiled if more than one bank account is being used
by the service user. Payment files and submissions can be originated from
individual accounts in the same way as Main accounts.

Account Details — More button

Click the More button if you want to add, view or edit details of account limits
and supported transactions for this account. The current dialog will then change
to show two page tabs at the bottom.

Account Details

—Detailz

Mame

Account number

|
|

Sort code I - I - I
!

Marrative text

Account tvpe

Thiz account inform ation will be uzed whenever Standard 18 data iz
itmported that does not contain ariginating account infarmatian.

& < be v
Help Less Cancel (0];4

Account limits | Supported tranzactions I

P

hlaximum individual credit
hdaximum individual debit

raximum file credit

Jiil

rdaximum file dehit

Configuring the software



Account limits

This page tab allows you to specify the account limits for this account. All values
should be in pounds sterling.

If you choose not to enter any values in these four fields, no credit or debit
levels will be set.

These account limits are limits placed on each file. The file credit limit is the
upper boundary placed on the sum of all credit transactions in a file. If this limit
is exceeded in any one file, then the user will be notified when the payment file
is validated.

Supported transactions

This page tab displays a list of about twenty different types of transaction that
are supported by BACS. By default all of them are selected, meaning that this
account will be authorised to handle any of the supported transactions. You may
de-select any that you do not wish to be supported by this originating bank
account.

Help

Press the Help button to see the on-line Help for this section.

Cancel

Press the Cancel button to leave this dialog without saving any changes.
OK

Press the OK button to leave this dialog and save any changes. This button will
not be enabled unless you have made any changes to the dialog.

8.2.1.1.2 Editing a service user bank account

8.2.2

8.2.3

8.3

Highlight one of the entries in the list of bank accounts and click the Edit button
to edit an existing bank account. This will bring up the Account Details dialog,
showing the details for the selected service user. The fields and their contents
are the same as when adding a service user bank account. For details of the
contents required, please refer to the section entitled "Adding an originating
bank account".

Editing a service user

To edit a service user, select one of the service users from the list and click the
Edit button. For further details of the fields and their contents, please refer to
the section entitled "Adding a service user".

Deleting a service user

To delete a service user, highlight the service user you want to delete and click
the Delete button. You will see a message box asking if you are sure you want
to delete this service user, which will have the effect of removing all information
and accounts relating to this system user. Click Yes to continue with the delete
action, or No to keep the service user's detalils.

System User Configuration

Click on the System Users icon to see the System Users section of the
Administrator.
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File Tools Help

i“\a 21 B Systern Users

Service Users _OV?"\_"EW . - 2
This iz the 'Systerm Users' section. Only User administrators may change settings here. If
you have sufficient privileges, you may use this section to add new users and edit existing
user details.
Lze thiz zection to configure security credentials - a password for logging onto the
system, or associate a uzerwith a smart card.
]
-f'_-_ru Username MName
Communications Testzer] TestUszer1
Testser? Test User 2
Testserd TestUser 3
Iu Testserd TestUserd
Testlserd Testlzer5
File Forrmats
.ur'—*J
Eack Office
3
Licence Codes
Add | Edit Delete
® o
Rejected Files Help
-
|Ready |Connec:ted |Server: BaACE.IP |Machine: 127.0.01 |Username:TestUser1

This section can only be edited by User administrators. If you have User
administrator privileges, you may use this section to add new users and edit
existing users' details. You must add at least one service user before you can
add a system user.

BACS require at least two primary security contacts to be defined for each
service user. This requirement is designed to prevent the situation occurring
where a single primary security contact is unavailable to handle security issues.
These security contacts must be set up with the necessary security privileges
which will enable them to connect with BACS.

This section allows you to configure the various users who have permission to
log onto the BACS.IP software. Remember that the BACS.IP software
comprises two applications: the Administrator and the Submissions application.
You should normally restrict each user to just one of these, since the person(s)
responsible for the administration of the software will not normally be the same
person(s) responsible for dealing with the BACS side of things, and vice versa.

This section also provides support for grouped privileges. Users may be added
to groups, in much the same way as with a Windows user and groups
environment, in order to restrict the functions that they can perform.

All users of the BACS.IP software require a password in order to logon and use
the software.

Any user who needs to logon to BACSTEL-IP will require both a password and
a smart card.

This section is where each user is given a password and, if necessary, he can
also be associated with a smart card.

Each new system user you add may be associated with one or more existing
service users. If the system user will not be issued with a smart card, he does
not need to be associated with a service user.

The System Users section has three buttons: Add, Edit, and Delete.
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Adding a system user

Before you can use the Submissions application, you must add at least one
system user.

From the System Users screen, click the Add button. This will bring up the
System user details screen, shown below.

_iox|
File Tools Help
“‘\3 21 B Systern User Details
Service Users Uszer details
Cantact name ||
g Username I
L
Service user(s - |
Systern Users (s} <Mone Selected> j Select
=) Restrict user to back office profile(s) r Select
-f' |
— . .
Communications Security Credentials
Password <noneX Set
“ Smartcard <none> Select
Bemave
File Formats —
U'_“_J [ Groups
Back Office O tanual Pavment Files hanually create and edit pavment files.
O Payment Data Processor | Impont, view and modify the properties of payment files and submissions.
. O FPayment File Signer Sign payment files. (Requires smartcard)
r‘] ] Reports Processor Establizh a connection with BACS, synchronize the reports list, download and vies
. - O Reports Viewsr View advices and processing repors.
Licence Codes O submizzion Signer Signs submizzions. (Requires smartcard)
O submissions Processor | Establish a session with BACS, send a Submission, and refresh submission staty
== foe [m| System Maintainers Configure all aspects of the Administrator, except for systern users.
g_ O User sdministratar MManage existing system users, and create new system users.
Fejected Files
4« | i
(A @ | x v
File Retention LI Help Cancel &
|Ready |Connected |Server: BACS.IFP |Machine: 127.00.1 |Username:TestUser1

This screen requires you to provide system user details. The fields and their
required contents are described below.

User details — Contact name

Type in here the name of the contact you want to add. This should be the name
of a person who is going to use the software. The contact name must contain at
least 5 characters, up to a maximum of 25 characters.

User details — Username

Type in here the username of the contact. This name will be used to log onto
the software and must therefore be unique.

There are a few rules about the characters that may be used in the username:

The username must contain at least 5 characters, up to a maximum of 25
characters

The username must be alphanumeric i.e. it may only include numbers and
letters and the underscore character (no punctuation and no spaces are
permitted)

The username is not case sensitive i.e. you may use lower case or upper case
letters whenever you type the name

User details — Service user(s)

For a new system user, this field will display the text "<None selected>". You will
need to select a service user if this system user is going to perform any function
that requires use of a smart card in the Submissions application.
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Use the Select button in the User details section to bring up the Select Service
Users dialog.

Select Service Users B
Pleaze selectthe service users with which this contact will be
agsociated. This will affect the data which the contact can views and
editin the submizzions application.

[ Service Users
O Data Interchange 100337
O TestBureau B00337
& by ¥
Help Cancel 0] 8

Tick the checkbox of the service user(s) with which you want this system user to
be associated. Click OK to save your changes and return to the System user
details screen, or click Cancel to return without saving the changes.

If you clicked OK, this will associate the system user with the selected service
user(s), allowing him to perform permitted actions on their behalf.

Returning to the System user details screen, you will see the selected service
user(s) are now displayed in a list.

You can add or remove service users from the list if you wish. To do this, click
the Select button in the User details section to bring up the Select Service
Users dialog, remove the tick from the checkbox of the service user you no
longer want to associate with this system user, and click OK.

User details — Restrict user to back office profile(s)

It is possible to restrict a system user so they can only see data that has been
imported from specific back office profiles. This might be the case if you run two
payrolls under the same service user / BACS number and do not wish the
system users to see the details of the payroll they are not running.

By default this option is set to false, but ticking the box enables the Select
button. You will be presented with the following dialog if you click this button,

Select Back Dffice Profiles

Pleaze select the back office profiles thatwill be aszociated
with this contact. Thiz will affect the data which the contact
can wiew and editin the submizzions application.

i Back Office Profiles

O =12 Monitor -
O ool Manitar

O JK Test

O mMonitarTestl

O tonitarTest2

O tonitarTest3

O MonitarTestd

O MonitarTests ;I

%%

& | by v
Help Cancel [5]:4
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The list is populated with all the back office profiles in the system and you
restrict the system user by ticking the check boxes next to the back office
profile(s) you wish this user to have access too.

Click OK to save your changes and return to the system user details screen, or
click Cancel to return without saving the changes

You can add or remove back office profiles from the list if you wish. To do this,
click the Select button in the User details section to bring up the Select Back
Office Profiles dialog, add or remove the tick from the checkboxes of the profiles
you wish to change and click OK.

If you wish you system user to have access to all the back office profiles in the
system, then ensure the ‘Restrict user to back office profile(s) checkbox is not
ticked.

Security credentials

This section of the page allows a User administrator to set or reset a contact's
password, to select a smart card to be associated with this contact, or to remove
the smart card association from the user.

All system users are required to have a password. System users who connect to
the BACSTEL-IP system are also required to be associated with a smart card.

Reset

Click the Reset button to set or reset the password for this user. If you do not
have the necessary permission to do this, you will see the message box shown
below.

Click OK to return to the System user details screen. You will need to be
granted higher privileges before you can reset passwords. Alternatively, find
someone with the necessary permission and ask them to do it.

BACS E3

@ ou do not hawve the correct permission to change passwaords,

Otherwise, you will see the following dialog:

Change password

Flease enter and confirm the new password for thiz user. Pazswords
zhould be between 5 and 12 characters long, and contain anly
alphanumeric characters and the underscore.

Pazsword detailz

Mews password I

Canfirm passwaord I

& | Py ~
Help Cancel ak

On this dialog you must type in the new password in the New password field,
then type it again in the Confirm password field.

There are a few rules about the characters that may be used in the password:

The password must contain at least 5 characters, up to a maximum of 12
characters
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The password must be alphanumeric i.e. it may only include numbers and
letters and the underscore character (no punctuation and no spaces are
permitted)

The password is case sensitive.

Click OK to save the password and return to the System User details screen, or
click Cancel to return to the System User details screen without saving the
password.

Select

The Select button is only to be used for those users who, because of the
functions they will perform, need to be able to logon to BACSTEL-IP.

Click the Select button in order to associate this user with a particular smart
card. This will bring up the Select Certificate dialog, as shown below.

Below iz a list of cerificates located on your computer. You may need to inzert the smart card
containing the appropriate cerificate and click refresh for itto appear in the list view below.

[ Certificates

Subject lzzuer

| | 2l
Befresh |

(] P ¥

Help Cancel oK,

This dialog displays a list of all certificates located on your computer. If the
certificate you are looking for cannot be found in the list, or if the list is empty,
you may need to insert the smart card containing the certificate and click the
Refresh button before it will appear.

To select a certificate, highlight the appropriate line in the list and press the OK
button. This will return you to the System user details screen, where you will
now see the name of the selected certificate in the Security Credentials section.

Remove

Click the Remove button in order to remove the associated certificate from this
user. This will mean that he is no longer able to carry out functions which
require the use of a smart card, such as logging onto BACSTEL-IP and signing
payment files and/or submissions.

Groups

You must now choose one or more Groups for the system user to belong to.
This will determine the level of privileges assigned to the user.

There are currently eight Groups to choose from. They are listed in the table
below, together with the actions they are allowed to perform and whether they
require a smart card to perform their tasks. The table also shows which
application the group has access to, and whether a service user association is
required:
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Group Name Description Smart Service User | Application
card association? access
required?
Manual Manually  create No Yes Submissions
Payment Files | and edit payment application
files
Payment data | Import, view and No No Submissions
processor modify the application
properties of
payment files and
submissions
Payment file | Sign payment files Yes Yes Submissions
signer application
Reports Establish a Yes Yes Submissions
processor connection  with application
BACS,
synchronise  the
reports list,
download and
view reports
Reports viewer | View advices and No No Submissions
processing reports application
Submission | Sign submissions Yes Yes Submissions
signer application
Submissions | Establish a Yes Yes Submissions
processor session with application
BACS, send a
submission  and
refresh
submission status
System Configure all No No Administrator
maintainer aspects of the
Administrator,
except for system
users
User Manage existing No No Administrator

administrator

system users and
create new
system users

As the table shows, some of the groups require the use of a smart card. If you
select any of these groups for a user, you must select a smart card to associate
with the user before clicking the Save button. Otherwise you will see the
following message box:
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8.3.3

8.4
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BACS

One or more of the selected groups require this user ko have a smartcard associated. Either select a smartcard, or
remove this user From the group.

Either select a smart card to associate with the user or uncheck any Group
tickboxes that require the use of a smart card.

In addition, some of the groups require the system user to be associated with a
service user. If you select any of these groups for a user, you must select at
least one of the available service users to associate him with before clicking the
Save button. Otherwise you will see the following message box:

BACS

One o more of the selected groups require this user to be associated with a service user. Either select a service user
or remave this user From the group. See the help For more information.

Either select a service user to associate with the user or uncheck any Group
tickboxes that require him to be associated with a service user.

When you have finished assigning the user to one or more groups, press Save
to save your changes, or Cancel to leave this screen without saving your
changes.

This will return you to the System users Overview section, where, if you saved
your changes, you will now see the new user in the list.

Editing a system user

Once you have added a system user, you can edit their details if necessary. To
edit a system user's details, highlight the appropriate entry in the list and click
the Edit button. This will bring up the system user details screen. For details of
the fields and buttons in this section, please refer to the section entitled "Adding
a system user".

Deleting a system user

To delete a system user, highlight the system user you want to delete and click
the Delete button. You will see a message box asking if you are sure you want
to delete this system user, which will have the effect of removing all information
about this system user. Click Yes to continue with the delete action, or No to
keep the system user's details.

Communications Configuration

Click on the Communications icon to see the Communications section of the
Administrator.
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File Tools Help

&

Service Users

&

System Users

Eack Office
3
Licence Codes

2

Rejected Files

21 %8 Communications Settings

[ Overdew

You can optto connectto BACS using either existing network settings, or by starting a
dialup connection. Mote that BACS require the uze of alternate dialup numbers for each
atternpt, therefore two different connections need to be specified.

=l

Uze existing network settings

Dialup Netwarking Settings

Dialup connection 1 j
Dialup connection 2 j
Username

Password

Timeout 10 Minutes j
Murnber of retries 0

2 | ot |
Help Cancel Save

-

=loix]

‘Ready

‘Connectad |Senfer: BACS P |Machine: 127.0.01 |Usernama: Testlzerl

This section of the Administrator allows you to configure your communications

settings for connection to BACS.

You can use either existing network settings or use your server's dialup
connections. If you choose to use existing network settings, this page will

remain disabled and there is no configuration to be done here.

If you choose to use the server's dialup networking settings, the dialup
connections must be configured beforehand using Windows Network and Dial-

up Connections.

Having configured the dialup connections, select this option using the dropdown
arrow to the right of the field in the Overview section. The other fields on the

page will then become enabled, as shown below.

File Tools Help

al

Service Users

8

System Users

|
_‘f |
=
Cornmunications
File Formats

s

&

Eack Office

3

Licence Codes

%

Fejected Files

il

® Communications Settings

[ Owerview

You can optto connect to BACS using either existing netwark settings, or by starting a
dialup connection. Mote that BACS require the use of alternate dialup numbers for each
attempt, therefare two different connections need to be specified.

=

Ulze server's dialup networking settings

Dialup Netwarking Settings

Dialup connection 1

Ll

Dialup connection 2

Username

Password

Timeout 10 Minutes j
MNumber of retries 1]

Pet v
Cancel Save

=] ]

|Ready

[Connected [Sewver: BACSIP  [Machine: 127.0.0.1

Username: Testlzer]

The fields and their usage are described below.
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Dialup connection 1

This field lists all the dialup connections available on the server to which you are
connected. Use the dropdown arrow to select a suitable connection, being
aware that not all available connections may be suitable.

Dialup connection 2
As for Dialup connection 1.

BACS require the use of alternate dialup numbers for each connection attempt,
so two different connections must be specified.

Username

During the BACSTEL-IP registration process, an Extranet User ID is generated
based on the Service User name and the Service User number. This ID is used
by BACS to generate a random password. The Extranet ID and password are
included in the “welcome” e-mail you received from BACS.

Type the Extranet ID in this field.
Password

Type the Extranet password in this field.
See Username above for full details.
Timeout

Use the dropdown arrow alongside this field to select an appropriate timeout
value for your system. The timeout will come into effect if you are connected to
BACS but have not used the connection to send or receive anything for the
selected length of time. The default timeout value is 10 minutes, meaning that
the communication session with BACS will automatically be disconnected after
10 minutes of inaction.

Number of retries

Type in this field a numeric value for the number of attempts you want to make
to connect to BACS before giving up. For example, if you were to type 5 in this
field, the software will try up to five times to make a connection. If a connection
has not been made after five attempts, the software will stop trying, until you
manually try to make another connection by clicking the Logon button or
selecting an action which instigates a connection attempt, such as Send
Submission or Synchronise Reports. The default value for the number of retries
is 1, meaning that only one attempt will be made to connect to BACS for each
time you initiate a connection.

Cancel

The Cancel button will not be enabled until you have made some changes on
this page.

Click the Cancel button if you have made changes on this page that you do not
want to save.

Save

The Save button will not be enabled until you have made some changes on this
page.
Click the Save button to save any changes that you have made.
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8.5.1

File Formats Configuration

Click on the File Formats icon to see the Back Office File Formats section of the
Administrator.

This section of the Administrator allows you to create and manage file formats
that are used to import data into the BACS.IP system. You must define a file
format for each back office system from which you will import data. The only
exception to this is the Standard 18 file format, which is already defined for you
internally and cannot be edited. In addition, we have provided several other file
formats which may be edited if necessary.

If you are using formats other than Standard 18, you should edit or check this
section before you edit the Back Office section, so that the file formats defined
here can be selected when you define import profiles in the Back Office section.

=Ioix]

File Tools Help

0'\3 2! @ Back Office File Formats
Service Users SRz
This view allows wou to create and manage file formats which are used to import data inta
BACS.IP. You must have a file format defined for each back office svstermn from which you
S will impart data.
The Standard 18 format cannot be modified and is always available far importing files.
Swstern Users
|
*m MName
— COh LPAY

Cormmunications DDls

Profund AD210A1
Selven
Standard 18

File Forrmats

&

Back Office

9

Licence Codes |

Edit Delete

* o
Rejected Files Help
=]

|Ready
There are three buttons on this page: Add, Edit and Delete.
Adding a new file format

To add a new file format, click the Add button on this screen. This will bring up
the File Layout Settings dialog, shown below.

|Cunnectad |Server.ElACS.|F' |Machine.127.D.D.1 |Username.TestUser1
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m = File Layout ||?( Diata Fields | % Header Fields |
Service Users @ File Format - File Layout
[ File Farmat
S Marne I
System Users Encoding IAutomahcaIIy Detect j
=) " Delimited records
?—T Record delimiter j
Communications Fisld deliriter |
- Quate prefix
u Quote suffix I
File Forrmats
' Fixed length records
‘u'_h—J Record length |1
Eack Office

- e
3 &

Licence Codes

%
Fejected Files

-

‘Ready ‘Connectad |Server: BACS.IP |Machine: 127.0.01 |Usernama: Testllzerl

This dialog consists of three pages — File Layout, Data Fields and Header
Fields.

The File Layout page requires you to choose a name for the file format and to
specify what type of records are in the file. You need to know whether the
records are delimited or fixed length.

The Data Fields page allows you to specify the exact location of fields in the file.

The Header Fields page allows you to specify the location and format of header
record data.

Delimited or fixed length records?

The end of each delimited record is indicated by a character, or some other
device, that can be recognised by the software, such as a tab or a carriage
return/line feed. This is not required by a fixed length record, since the software
knows the length of each record. Because of the different requirements of the
two record types, the fields required for each are different.

File Layout

The fields on this page, shown below, are as follows:
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File Tools Help

m = File Layout ||?( Diata Fields | % Header Fields |
Service Users @ File Format-File Lavout
[ File Farmat
ig Marne I
System Users Encoding IAutomahcaIIy Detect j

" Delimited records

|
Tt

Carmmunications

Record deliriter

Ll

Field delimiter

Quate prefix

u Quote suffix I

File Forrmats

' Fixed length records

‘u'_‘—J Record length |1

Eack Office

- | ok |
r‘] Help Cancel Save

Licence Codes

e
Fejected Files

-

‘Ready Connected |Server: BACS P |Machine: 127.0.01  |Username: Testllser]

Name
Type in this field a name for the file format you are about to define.
Encoding

Using the dropdown arrow, select the appropriate encoding for this file format.
Most users should find that selecting the Automatically Detect option will work
fine. However, if you experience any problems importing files, try using a more
specific encoding type.

Delimited records

Select the Delimited Records radio button to enable the Delimited Records
fields.

The fields in this section are as follows:

Record delimiter — select the appropriate delimiter from the list, or type in
the appropriate character if it is not listed.

Field delimiter — select the appropriate delimiter from the list, or type in
the appropriate character if it is not listed. For example, for comma-separated
value files, type a comma in this field.

Quote prefix — for fields whose start and end are distinguished by a
character either side of them, such as quotes or parentheses, this field allows
you to specify the character that appears at the start of the field.

Quote suffix — for fields whose start and end are distinguished by a
character either side of them, such as quotes or parentheses, this field allows
you to specify the character that appears at the end of the field.

Fixed length records

Select the Fixed Length Records radio button to enable the Fixed Length
Records fields.

The fields in this section are as follows:
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Record length — type in here the length of the fixed length records in this
file format (a numeric value).

8.5.1.2 Data Fields

The contents of this page differ slightly, according to whether you have selected
delimited or fixed length records on the File Layout page.

% Administrator

File Tools Help

m =

Senvice Users

&

Systemn Users
-
1+H
=

Communications

File Formats

{2

Back Office

3

Licence Codes

&

Rejected Files

-

File Layout 57 Data Fields | ] Header Fields |

@ File Format- Data Fields

[ Datz fields

Index
Destination account no.
Destination sort code
Amount

-l

in pencelcents?

decimal separator <MNone>

Transaction code
Reference

Destination account name
COriginating account no.
Qriginating sort code

Processing date

Processing date format

1L

RTI cross-reference

El

o
Cancel

¥

Save

=10 x|

‘Heady

|connected [Server: BACSIP  [Machine: 127001 [Usemame: firstime

For most delimited records, the page will look like that shown above.

For fixed length records, or fixed length fields in delimited records, the page will
look like that shown below.

% Administrator
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File Tools Help
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Service Users

&

System Users
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i}

Communications

File Formats

{ED

Back Office

3

Licence Codes

b

Rejected Files

-

File Layout 5+ Dala Ficlds | £ Header Fields |

@@ File Format- Data Fields

~ Data fields

Start End
Destination account no. I I 8
Destination sort code I 9 I 14
Amount | 15 | 24
in pencelcents? v
decimal separator MNone j

Transaction code

Reference

Destination account name:

Criginating sort code

Processing date

Processing date format

|

|
|
|
|
Qriginating account no. I
|
|
|
|

RTI cross-reference

o
Cancel

<

Save

[Reaay

|Coﬂnec‘ted |Sem3r: BACS.IP ‘Machlne: 127.001 |Username firsttime:

As you can see from the two examples above, delimited records require an
index, to enable you to specify the position in which the listed fields occur,
whereas fixed length records or fixed length fields require you to specify a start
and end position for each field in the record.

58 Configuring the software



You must specify the position details for the first three fields. You must also
specify the position details for any of the remaining fields that are found in the
file. For any of the remaining fields that are not found in the file, you must
specify default details in the Back Office section.

Index fields for delimited records

For each listed field, specify its position in the record by inserting the
appropriate index number for its position. The first field in a delimited record is
index 1.

Your records may contain more fields than those listed on this page. If this is the
case, simply omit the index number(s) that would refer to the extra field(s).

Likewise, your records may contain fewer fields than those listed on this page. If
this is the case, just leave the index for those fields blank.

For example, for a record containing the following five fields in the following
order:

Destination Account Number
Destination Sort Code
Internal Reference Number
Reference
Amount
you would then fill in the Index field as follows:
Destination Account Number = 1
Destination Sort Code =2
Amount=5
Reference =4

Note that index number 3 is missing, because the third field in the example
record is the Internal Reference Number, which is not specified in the list.

Start and End fields for fixed length records or fields

For each listed field, specify its position in the record by inserting the
appropriate start and end position. The first field in a fixed length record starts in
position 1.

For example, imagine that
ABCDEFGHIJKLMNOPQRSTUVWZYZ1234567890
represents a record where:

Destination Account Number is ABCDEFGH
Destination Sort Code is IJKLMN

An unused field is OPQRSTUV

Reference is W

An unused field is XYZ

Amount is 12345

You would then fill in the Start and End fields as follows:
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Destination Account Number — Start =1, End = 8
Destination Sort Code — Start =9, End = 14
Amount — Start = 27, End = 31

Reference — Start = 23, End = 23

Amount in pence/cents
This tickbox is applicable to both delimited and fixed length records.

If you leave this tickbox empty, you are indicating that the value of the Amount
in the payment file is in pounds/Euros. Since BACS require all values in
pence/cents, the software will multiply that value by 100 before sending the file
to BACS, in order to present the value in pence/cents.

If you check this tickbox, you are indicating that the value of the Amount in the
payment file is already in pence, not pounds (or in cents, not Euros). This value
will not be changed.

Decimal Separator

This tickbox is applicable to both delimited and fixed length records, and to
amounts in both pence/cents and pounds/Euros. You must use this field to
specify what type of decimal separator the BACS .IP software should expect to
find in your records. Available options are None, Point and Comma. "None"
means that you will not be using a decimal separator in your records.

Processing Date Format

This field is applicable to both delimited and fixed length records. If you are
providing the Processing Date in your records, this field allows you to select the
format of the date using the dropdown list.

Several common date formats have been provided in the dropdown list, but you
may type in your own format if necessary, subject to the following limitations:

Year must be defined as yyyy or yy (upper or lower case)
Month must be defined as mm (upper or lower case)

Day must be defined as dd (upper or lower case)

No singular d, y or m is allowed

Month and day names are not allowed

RTI cross-reference (Real Time Information)

This is a random value inserted into field 7 of a Standard 18 Bacs payment
instruction. It may also be used for custom formats. The value is formatted as a
solidus “/” followed by three alpha-numeric characters (full stops and hyphens
are also allowed). Here are some examples of a valid RTI cross-reference:

e /123
e /ABC
o /.A
e /9C-
e /.B/

Configuring the software



8.5.1.3 Header Fields

The captions on this page differ slightly, according to whether you have selected
delimited or fixed length records on the File Layout page.

Each style of page is described below.

8.5.1.3.1 Delimited records
For most delimited records, the page will look like that shown below.

é}r Administrator = |E| LI
File Tools Help
“n = File Laynutl E‘? Data Fields D Header Fields |
Serice Users i File Format - Header Fields
[ Headers & footers
g Header {recards) I o
4
Systern Users Footer (records) I u]

Header fizlds

il

i Field  Header
Commmunications Paymentfile processing date I

Ih Processing date format I j

File Formats e = <
B Help Cancel Save

1

Back Office

3

Licence Codes

=
Rejected Files

-

|Ready Connected |Server: BACSIP  Machine: 127.0.01 |Username: Testlser]

Headers and Footers

The Headers and Footers section allows you to specify how many header
records and footer records are contained in this file format. You must specify
these values if your file format contains header and footer records, so that the
software knows where to find the actual data records.

Header Fields

The Header Fields section allows you to specify the position of the Payment File
processing date, if this field is held in the Header section of this file format. If
your file format does not contain a Payment File Processing Date, the software
will automatically provide a Payment File Processing Date for you, which will be
the next valid BACS processing date.

In the Field field, type the index number of the field position within the Header
record.

In the Header field, type the index number of the Header record.

For example, if the Payment File Processing Date is held in the fourth field of
the second header record, you would type 4 in the Field field, and 2 in the
Header field.

Payment Date Format

The Payment Date Format field allows you to select the format of the date using
the dropdown list. There is no default, so you must choose a format if you have
indicated that the Payment File Processing Date is held in the Header section of
the payment file. Several common date formats have been provided in the
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dropdown list, but you may type in your own format if necessary, subject to the
following limitations:

Year must be defined as yyyy or yy (upper or lower case)
Month must be defined as mm (upper or lower case)

Day must be defined as dd (upper or lower case)

No singular d, y or m is allowed

Month and day names are not allowed

8.5.1.3.2 Delimited records with fixed length fields

62

For delimited records with fixed length fields, the page will look like that shown
below.

—Iojx|
File Tools Help
m = File Layuutl I?f Dats Figlds .| Header Fields |
Service Users @@ File Format- Header Fields
[Headers & footers
g Header (recards) 1}
L.
Systern Users Footer {records) 0
[ Headerfields
|
-t*':l Stant End Header
wemmunications Fayment file processing date I I I
Processing date farmat I j
File Formats e % <
Help Cancel Save
=
1)
Back Office

3

Licence Codes

5
Fejected Files

S

|Ready Connected |Server BACSIP  |Machine: 127.0.0.1 |Username: Testllserl

Headers and Footers

The Headers and Footers section allows you to specify how many header
records and footer records are contained in this file format. You must specify
these values if your file format contains header and footer records, so that the
software knows where to find the actual data records.

Header Fields

The Header Fields section allows you to specify the start and end positions of
the Payment File Processing Date, if this field is held in the Header section of
this file format. If your file format does not contain a Payment File Processing
Date, the software will automatically provide a Payment File Processing Date for
you, which will be the next valid BACS processing date.

In the Start field, type the start position of the Payment File Processing Date
within the Header record.

In the End field, type the end position of the Payment File Processing Date
within the Header record.

In the Header field, type the index number of the Header record.

For example, if the Payment File Processing Date is held in characters 20 - 27
of the second header record, you would type 20 in the Start field, 27 in the End
field and 2 in the Header field.
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Payment Date Format

The Payment Date Format field allows you to select the format of the date using
the dropdown list. There is no default, so you must choose a format if you have
indicated that the Payment File Processing Date is held in the Header section of
the payment file. Several common date formats have been provided in the
dropdown list, but you may type in your own format if necessary, subject to the
following limitations:

Year must be defined as yyyy or yy (upper or lower case)
Month must be defined as mm (upper or lower case)
Day must be defined as dd (upper or lower case)

No singular d, y or m is allowed

Month and day names are not allowed

8.5.1.3.3 Fixed length records
For fixed length records, the page will look like that shown below.

_ialx]
File Tools Help
“B = File Layoutl @? Data Fields ﬁ Header Fields |
Service Users @ File Format- Header Fields
[ Headers & footers
% Header (characters) I a
L
Systern Users Footer {characters) I 1]
End affile | =l
|
t‘-i," —Header fields

Cormmunications

Fayment file processing date I I
u Processing date format I j

File Formats

1 j__,_J ﬂ?p eri:e | Q;Ce

Back Office

3

Licence Codes

5
Fejected Files

-

|Ready Connected |Server: BACSIP  |Machine: 127.0.0.1  |Username: Testllzer]

Headers and Footers

The Headers and Footers section allows you to specify the length of the header
records and footer records that are contained in this file format (i.e. the number
of characters that make up each record). You must specify these values if your
file format contains header and footer records, so that the software knows
where to find the actual data records.

End of File — use this field if your fixed length records make use of an end-of-
data marker. Either select the appropriate marker from the dropdown list, or type
in the control character or string that is used for the end-of-data marker. This
character will indicate to the software that the data stream has ended if, for
example, you have a file format that puts this control character at the end of the
data then pads out the rest of the file with zeroes until a multiple of the record
length is reached.

Header Fields
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The Header Fields section allows you to specify the start and end positions of
the Payment File Processing Date, if this field is held in the Header section of
this file format. If your file format does not contain a Payment File Processing
Date, the software will automatically provide a Payment File Processing Date for
you, which will be the next valid BACS processing date.

In the Start field, type the start position of the Payment File Processing Date
within the Header record.

In the End field, type the end position of the Payment File Processing Date
within the Header record.

For example, if the Payment File Processing Date is held in characters 20 - 27
of the second header record, you would type 20 in the Start field and 27 in the
End field.

Payment Date Format

The Payment Date Format field allows you to select the format of the date using
the dropdown list. There is no default, so you must choose a format if you have
indicated that the Payment File Processing Date is held in the Header section of
the payment file. Several common date formats have been provided in the
dropdown list, but you may type in your own format if necessary, subject to the
following limitations:

Year must be defined as yyyy or yy (upper or lower case)
Month must be defined as mm (upper or lower case)

Day must be defined as dd (upper or lower case)

No singular d, y or m is allowed

Month and day names are not allowed

Editing an existing file format

To edit a file format, select one of the file formats from the list and click the Edit
button. For further details of the fields and their contents, please refer to the
section entitled "Adding a new file format".

Deleting a file format

To delete a file format, highlight the file format you want to delete and click the
Delete button. You will see a message box asking if you are sure you want to
delete this file format. Click Yes to continue with the delete action, or No to keep
the file format details.

Back Office Configuration

Click on the Back Office icon to see the Back Office section of the Administrator.
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_loix|

File Tools Help

9'\3 21 [Z] Impont Profile Configuration

Serice Users Overview

This iz the 'Back Office Integration’ section of the configuration editar. It allows you to
configure the locations monitored for new BACS pavment files. For each directory

3 monitored, ¥ou must specify the format of files to be imported. Where necessary, vou
may also have to enter default values for the fields not included in the importformat.

Svstem Users 5 5
Mote that all directory paths are relative ta the BACS.IP server.

-l.l
i
. MName Path Source Format | Enabled | Pattern
Cormmunications

DDl Manitar CABACS IFDDI: DDls es *
JK Test CABACS.IPUWJK Test | Standard 18 es

IU' konitorTestl CABACS.IPihonit..  Standard 18 es
MonitorTest2 CABACS.IPihMonit.. | Standard 18 es

File Farmats honitorTest3 CABACE IF\Monit Standard 18 ‘es

honitarTestd CABACE . IF\Monit..  Standard 18 ‘es
honitarTests CABACS IP\Monit..  Standard 18 ‘es
MonitorTesth CABACS IPWonit.. | Standard 18 Yes
MonitarTest? CABACS IPWonit.. | Standard 18 es
honitorTestd CABACS.IPihMonit.. | Standard 18 es
MonitorTestd CABACS.IPihonit..  Standard 18 es

P A A A R S A R

1‘} 518 Monitar CABACS.IFS18T.. Standard 18 es
Licence Codes
Add | Edit Delete
= & v
Fejected Files _| Help Cancel Bave
|Ready |Cunnec:led |Servar. BACS.IP |Machine. 127.0.01 |Usemame.TestUser1

This section of the Administrator allows you to configure the locations that will
be monitored for new BACS payment files.

Please note that all directories to be monitored must be accessible from the
machine on which the BACS.IP server is installed. You must configure the File
Formats section of the Administrator before you configure the Back Office
section.

The Import Profile Configuration screen allows you to add, edit or delete import
profiles, which will be used by BACS.IP to monitor locations from which to
import payment files.

Adding an import profile
To add an import profile, click the Add button on this screen.
This will bring up the Import Profile dialog, shown below.

Import Profile

. Details

Name I

Path I

File pattern l*

Enabled v

Source file format IStandard 18 _'_I
Poll directory |

<4 [ Pa v
Help Cancel OK

Fields on this dialog are as follows.

Details — Name

Type the name you wish to give to this Import Profile. This name will allow you
to easily identify the Import Profile.

Details — Path
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Type in this field the full directory path to be monitored. If you are using a letter
to denote a root directory, please follow the letter with a colon.

Details — File pattern

You may use this field to specify the type of files to be imported from this
directory. For example, type *.txt to import all files with a file extension of txt.

If you leave the asterisk in this field, all files in the directory will be imported. In
this case, you will notice that, on return to the Back Office configuration dialog,
there is an asterisk in the Pattern column, indicating that all file types will be
imported.

Details — Enabled

Select this tickbox in order to enable the directory for monitoring. If this tickbox
is left unchecked, the directory will not be monitored for files. Obviously, under
normal circumstances you would want the directory to be monitored, but this
checkbox allows you to turn off monitoring temporarily for that directory.

This option is particularly useful when dealing with a complicated bureau file
structure setup.

Details — Poll directory
Select this tickbox in order to poll the specified directory every 30 seconds.

There is usually no need to select this tickbox unless you have specified a
network directory or a non-Windows drive, since BACS will carry out polling
automatically. However, if you are having any problems picking files up from the
specified directory, we recommend that you do select it.

Details — Source file format

This field allows you to specify the format of the file to be imported. Use the
dropdown list to select the appropriate file format for all files held in this
directory. If the file format you need is not in the list, you will have to add it in the
File Formats section. For full details of how to do this, please refer to the section
entitled “File Formats Configuration”.

Depending on which source file format you choose, you may see the dialog
change to show you an extra set of fields (Field Defaults) that you must fill in
before you can return to the Back Office configuration page. The only format
that will not ask you for this extra field information is Standard 18, whose file
details are already known to the system.

An example is given below, showing all the extra fields that might appear when
you select your source file format. If any of these fields are not present, it means
you have already supplied the required information in the File Formats section.
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Import Profile E3

. Details
MName I
Path I
File pattern '*
Enabled v
Source file format I1 L]
Poll directory r
~Field Defaults -
Serwvice User Number I L]
Originating &ccount l L‘
Transaction Code I LI
Reference I
Currency IF'OUﬂdS :_I
& [ X v
Help Cancel oK

Field Defaults — Service User Number

Use the dropdown arrow to select the service user number to associate with all
files of this format in this directory path.

Field Defaults — Originating Account

Once you have selected a service user number above, you will be able to select
an originating account to associate with all files of this format in this directory
path. If the dropdown list is empty, you must return to the Service Users section
and add Originating Bank Account details for this service user before you can
save the details in this dialog.

Field Defaults — Transaction Code

Use the dropdown arrow to select the appropriate transaction code for all files of
this format in this directory path.

Field Defaults — Reference

Type in this field the default reference number for any files of this format and in
this directory path.

Any records in these files that don’t have a reference specified will use this
default value.

You can enter as part of the reference a counter, so each record is given a
unique reference. The counter is in the form %CNTn% where n is the length of
the counter. For example, if you set the reference to be REF - %CNT5%, the
first record without a reference will be given the reference REF — 00001.
Following records will have REF — 00002, REF — 00003 etc.

Field Defaults — Currency

Use the dropdown arrow to select the appropriate currency to be used for all
files of this format in this directory path.

Once you have provided values for all the mandatory fields on this dialog, press
OK to return to the Back Office configuration dialog.

To return without saving your changes, press Cancel.
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8.6.2 Editing an import profile

To edit an existing import profile, select a profile to edit and click the Edit button
on this screen. This will bring up the Import Profile Configuration dialog,
containing the details of the profile you have selected. For details of how to use
the fields and buttons on this screen, please refer to the section entitled "Adding
an import profile”.

8.6.3 Deleting an import profile

To delete an import profile, select the profile you want to delete and click the
Delete button on this screen. You will see a message box asking if you are sure
you want to delete this monitor directory. Click Yes to delete it from the list or
No to keep it in the list.

If this import profile is being used in the back office profile filtering on a system
user when you try and delete the import profile, you will see the following
message,

BACS.IP For Free x|

This import prafile is currently being used in the Filker of the Fallowing syskem users, You must remove this back office Filkering before
wau can delete the import profile.

- Tesk User 1
- Tesk User 2
- Tesk User 4

The message displays a list of all the system users who currently have a back
office profile filter setup to use this monitor directory. You must remove this
filtering association before you can delete the import profile, please see the
section ‘Adding a system user’ for details on how to remove this filtering.

8.7 Licence Codes

Click on the Licence Codes icon to see the Licence Codes section of the
Administrator.

A valid and current licence code is required in order for you to use BACS.IP.
When you first take delivery of BACS.IP, you will be provided with a licence
code and a serial number for your copy of BACS.IP.

The serial number is a unique number allocated to your copy of BACS.IP. It
should be quoted in all correspondence with Data Interchange Plc relating to
BACS.IP.

When you start one of the BACS.IP applications for the first time, you will not be
able to do anything until you have entered your licence code and serial number
in the Administrator.

Some users may have been given an installation code instead of a licence
code. In this case you will not be able to use BACS.IP until you have upgraded
the installation code to a full licence code. These users should refer to the
section below entitled "Installation Codes".

The licence code belongs uniquely to the serial number, but has an expiry date.
This means that, usually once a year, you must update your licence code in
order to continue using BACS.IP. The place to do that is here, on the Licence
Codes page of the BACS.IP Administrator.
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8.7.1

BETE

File Tools Help

4 Maintenance |

a -
. 9 Licence Codes - Maintenance
Service Users
[ Licence code maintenance
S Serial number I
Systern Users Licence code I
Facilities code I
-
t'i," < Please enter your licence code and serial number. lf yau
Cammunications do nnthave a licence code and serial number you need
to abtain them from your software vendor.
File Formats Click on the button to the right to be connected to the licence codes Get from Web
website. After confirming your details you will automatically be sent
—— an e-mail containing your updated licence code
(AN

Back Office e x +
- Help LCancel Save

Rejected Files

=

|Ready |Connacted |SeNer BaCS. P ‘Machine:12?.0.0.1 |Username:TestUser1

When you first open the Administrator, the three fields will be empty. Type the
serial number, licence code and, if applicable, the facilities code you received
with the software into the appropriate fields.

If the green tick appears, click the Save button and continue with the software
configuration procedure.

During the validity of your licence code, if you open this page you will see a
message telling you that your licence code and serial number combination is
valid. This is further indicated by a green tick alongside the message. It also
tells you the expiry date of the licence code.

Licence Code Expiry

When the licence code nears its expiry date, a warning message will appear.
You should take steps to renew your licence code before the expiry date to
avoid any access problems.

Once you have renewed your product licence, you should receive your new
licence code via e-mail. If you should lose the new licence code, you can also
obtain it via the Get from Web button on the Licence Codes page.

Click on the Get From Web button to gain access to the Data Interchange Plc
Login page.

Please type in your BACS.IP serial number and original installation code and
press the Login button.

You will be taken to the next page, where your company name, your contact
name and contact e-mail address are displayed. Please ensure that the e-mail
address is correct, as we will use it to e-mail your new licence code.

When you have checked the details, press the Save Details button. You will
then have access to the secure area of the Data Interchange website.

Your new code will be e-mailed to you immediately. When you have the code,
return to the Licence Codes section of the Administrator and copy it into the
Licence code field.

If you choose to type the code in, please be very careful not to confuse the
letter | with the number 1 and the letter O with the number 0.
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When the green tick appears, click the Save button. You may now leave the
Licence Codes section.

Previous version detected

If you have just installed an upgrade of the product, when you click the Save
button your previous version of BACS.IP will be detected and you will be shown
the following message:

BACS.IP For Free
( E) Version 1.0.1.056 of BACS.IP has been detected at C:%\Program Files\DIPABACS.IP41.0.1.056. It is strongly recommended that you import data from this
\:I) version. If you do not import data, you will have to reconfigure all aspects of the product, and you will not be able to view any existing submissions or

reports.

Import data from version 1.0.1.0567

This message advises you to import data from the previous version that has
been detected. If you do not, you will have to reconfigure the product and will
not be able to view any existing data from the previous version.

Click Yes to import the data. When the import is complete, you will see a
message box to that effect.

Installation Codes

If you have been given an installation code (i.e. it is prefixed with the letter 1),
you will not be able to use BACS.IP until you have registered the software.

N.B. Always keep your installation code safe as you may need it in the
future.

The Licence Codes page will initially look like the one shown below:

% Administrator =] 3]
File Tools Help
P i ~ 7 Maintenance |
. 9 Licence Codes - Maintenance
Service Users
Licence code maintenance
S Serial number IEAX2DD4DDDD1
System Users Licence cods |laFusaazUzWE
Facilities code I
=)
}_"—;' 1 The code you have entered iz an installation-only
Communications licence code. You must enter a full licence code in order
to use the software
File Formats Click on the button to the right to be connected to the licence codes Get from ﬂeb|
webszite. After confirming your details you will autornatically be sent
= an e-mail containing your updated licence code.
[BE
Biack Office & < v
— Help LCancel Save

Rejected Files

-

|Ready |Conneded |Server:ElACS.IF' |Machine:12?.D.D.1 |Username:TestUser1

You will see a black exclamation mark, indicating that the code you have
entered is an installation-only licence code.

Click on the Get From Web button to gain access to the Data Interchange Plc
website, where you will be able to obtain your full licence code.

Please type in your BACS.IP serial number and installation licence code and
press the Login button.
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You will be taken to the next page, where you must provide your company
name, your contact name and a contact e-mail address. These details are
important, as we will use them to e-mail your new licence code.

When you have provided these details, press the Submit button. You will then
have access to the secure area of the Data Interchange website.

Your new code will be e-mailed to you immediately, using the e-mail address
you have just given. When you have the code, return to the Licence Codes
section of the Administrator and copy it into the Licence code field.

If you choose to type the code in, please be very careful not to confuse the
letter | with the number 1 and the letter O with the number 0.

When the black exclamation mark has changed to a green tick, click the Save
button. You may now leave the Licence Codes section.

Rejected Files Configuration

This section of the Administrator allows you to delete or import files into
BACS.IP, which have previously failed for some reason to be imported. If you
wish to import a rejected file you must first correct the fault that caused it to be
rejected.

Only structurally invalid files will be rejected e.g. files with missing records. If the
software can obtain the information it needs from a file, even if that file contains
certain errors, the file will be imported successfully.

To see the Rejected Files section, click on the Rejected Files icon in the
Administrator. This will bring up the Rejected files manager page, as shown
below.

T
File Tools Help
“‘\3 21 & Rejected Files Manager
Service Users _OV?N'eW X X X X
Thiz screen shows the paymentfiles that could not be imported. Wiew' a payment file to
examine the meszages returned. [fyou are able to rectify the problems, you can attempt
% to re-import the data, by clicking 'lmport'.
™
Systern Users - - - -
Filename Date imported I File source Back office profile
bl
TH
=
Comrunications
File Formats
(Bl
Back Office
3
Licence Codes
Wiew | Delete Impaort Befresh
Help |
El
|Ready |Connected |Server: BACS.IP |Machine:12?.0.0.1 |Username:TestUser1

The Rejected Files section only has one page. This consists of a data area with
columns labelled Filename, Date imported, File source and Back office
profile.

Most of the columns are narrow, so you may want to adjust the size to see the
full contents. To do this, use your mouse to hold the cursor over the line dividing
one column heading from the next. When the cursor changes to a cross shape,
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double-click the left mouse button. This will increase the size of the column so
that all the text can be seen. Then use the horizontal scroll bar at the bottom of
the data area to view all the columns.

There are also four buttons, labelled View, Delete, Import and Refresh. A
description of each column and button can be seen below.

Filename

This column shows you the filename of the file that has been rejected. You will
see that the file is now held in the Rejected directory below the BACS.IP
installation directory.

Date imported

The Date imported field shows the date and time at which the file was rejected.
File source

This column shows the import profile used to import the file.

Back office profile

This column shows the name of the back office profile that was used when
attempting to import the file.

View button

Select a file from the list of rejected files and click the View button to display all
the reasons why the selected file was rejected. The following dialog will come
up.

Etror mezzages

hMeszzage | Line Mumber I Field Marme |

Unknown service uger number 130337 2

Lnknowen service user number 130337, ;l
1304: There iz an error in the structure of vour submission. (The zerice user
number inthe HDR1 record was invalid.)

Fleasze contact vour solution supplier.

I

€ [ v
Help QK
p

If the rejection occurred because of an error within the file, the line number of
the line containing the error, and, if known, the field name containing the error,
will be given.

If the rejection occurred for some other reason, just the error message will be
displayed.

Delete button

If you click the Delete button, you will see a message box asking if you are sure
you want to delete the selected file. If you want to delete the file click Yes. If you
want to keep the file click No. If you choose to delete the file it will be removed
from disk as well as from the BACS.IP system and so cannot be retrieved
afterwards.

Import button
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If you click the Import button, BACS.IP will attempt to import the selected file.
You will see that the file disappears from the list. If the file is rejected again,
either because the original problem was not corrected or because another
problem has been identified, the file will reappear in the list when you click the
Refresh button.

Refresh button

If you click the Refresh button, the list of rejected files will be updated with any
files that have been rejected while you have had the Rejected files page open.

File Retention Configuration

This section of the Administrator allows you to specify the length of time for
which different categories of BACS.IP files or documents are to be kept in your
system before being deleted or archived.

BACS.IP stores a lot of information. Each time you receive report files or create
new payment files the amount of data that BACS.IP has to maintain is
increased. There will come a time when the data that BACS.IP is storing is no
longer needed by you. To allow you to decide how long you keep data for,
BACS.IP uses retention periods. These are periods of time associated with a
certain type of data that indicate how long you wish to keep that type of data.

To see the File Retention section, click on the File Retention icon in the
Administrator. This will bring up the single page of the Retention Periods
section, as shown below.

_oxi
File Tools Help
;I ™ Retention periods
I“ ~Retention Periods
File Farmats Usze thiz view to configure the number of days that data is retained on dizk before being
removed. Old data is purged from the systern whenever the BACS.IP server starts up,
I—-_'—J and at midnight every night if the server iz left running.
Back Office
File Type I Days
r_- Autornatically archive sent submizzions 30
‘] Delete archived subrmissions 365
- Delete BACS Advices 120
Licence Codes
-] _ . .
')’I Retention period value
Log Days before removal I
@ @ v
. — Help Cancel Save
Setver Settings x| _
|Ready |Conneded |Server: BACS.|P |Machine: 127.0.0.1 |Username:TestUser1

The Retention Periods section only has one page. This consists of a data area
with columns labelled File Type and Days, below which is a section labelled
Retention period value. A description of each column and field can be seen
below.

File Type

This column describes the action that will be taken on different categories of
BACS.IP files after the specified period of time. These cover:
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e Automatically archive sent submissions — The default period is 30 days.
"Sent submissions" refers to ffiles relating to submissions that have been
processed by BACS and for which a processing report (input/withdrawal) has
been received and read. The submission will be archived 30 days after the
earliest processing date of the submission, providing the processing report
has been read.

e Delete archived submissions — the default period is 365 days. Submission
and payment data will be kept in the system for 365 days after the earliest
processing date of the submission, before being deleted. After this time,
submission and payment data, along with associated files on disk and related
processing reports, will be deleted from the system permanently.

e Delete BACS Advices — The default period is 120 days. The BACS Advices
that will be deleted are any reports received from BACS that are not of the
type ReftArrival, ReftrArrival, InputReportOfDayHd, InputReportOfDayKm,
Rejection, Testlnput, WithdrawalReport or SubmissionResults. They will be
kept for 120 days after their creation date at BACS (not the date they were
downloaded to your system) before being deleted from the system
permanently.

Days

This column shows the number of days after which the action will be carried out
on each category of file. You may change this value by editing it in the
Retention period value section below.

Retention period value

This section contains a field whose label changes according to the file type that
has been selected. For files that are to be deleted, the label will be Days before
removal. For files that are to be archived, the label will be Days before
archiving. If you highlight any line in the list above, you will see the figure from
its Days column appear in this field. You may then edit it if you wish.

If you do change any values, the Cancel and Save buttons will become
enabled. Click Save to keep the changes you have made, or click Cancel to
discard the changes.

Log Configuration

This section of the Administrator allows you to view both the current log and
archived logs.

Please note that you do not need to archive any logs yourself as BACS.IP does
this for you automatically. In fact, when you view the current (live) log on the
Monitor page, the lines you see are also being written to an archive log.

To see the BACS.IP Log section, click on the Logs icon in the Administrator .
This will bring up the front page of the Logs section, as shown below. There are
two pages in the Log section, called Monitor and Archive.
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Licence Codes
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FRejected Files
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File Retention

271152006 13:52:34
271152006 13:52:34
271172006 13:52:36
271172006 13:52:36
271172006 13:52:36
27172006 13:52:36
27102006 13:52:36
2712006 13:52:36
271102006 13:52:36
271102006 13:52:36
271102006 13:52:36
271102006 13:52:38
271102006 13:52:38
271142006 13:52:38
270152006 13:52:38
271152006 13:52:38
271172006 13:52:38
271172006 13:52:38
271172006 13:52:38
27172006 13:52:38

Releasing all locks for 0

Responding to transaction 'BAXIMPOZ

Object of type [DIP . Transactions DiTransaction] received

Received transaction ohject - BAXCOROE from TestlUser!’

Transaction Dump 'BAXCOROE". Version - 1

Transaction Dump ‘BAXCOROE". Synchronous

Processing received transaction 'BAXCOROG

Executing transaction 'Gets service users matching filter criteria.’

Wethod DIP.BACS . DiBacsCoreXnHandler. DoGetSewvicellserCollection in a...
Releasing all lacks for 0

Respanding ta transaction BAXCORDE"

Ohject of type [DIP Transactions DiTransaction] received

Received transaction object- BAXCOROE from TestUser?”

Transaction Dump 'BAXCOROE' Version - 1

Transaction Dump 'BAXCOROE". Synchronous

Processing received transaction 'BAXCOROE'

Executing transaction 'Gets service users matching filter criteria.’

Method DIP.BACS. DiBacsCoreXnHandler DoGetServicellserCallection in a...
Releasing all locks far 0

Responding to transaction 'BAXCOROE"

Log Log level |'| Wiew IZI Clear Save as.. E-mail
el
U Help
Server Settings =
|Readv Connected  |Server: BACSIP  |Machine: 127.0.0.1  |Username: Testllzer]

8.10.1 Monitor page

The Monitor page allows you to view your current log. This log is updated in real
time, so you will see lines being added to the log while you are looking at it. The
first column shows the date and time at which an event occurred, while the
second column displays a message informing you of the event that occurred.

% Administrator (=] 3]
File Tools Help
;I kaonitar | Archivel
w 4" Systern Log - Monitor
File Formats DratelTime | Message ;I
N 212006 13:52:34  Releasing all locks for 0
U J 22006 13:52:34  Responding to transaction ‘BAXIMPOZ'
22006 13:52:36  Object of type [DIP Transactions DiTransaction] received
Back Office 271152006 13:52:36  Received transaction object - BAXKCOROE fram TestlUser?’

3

Licence Codes
5
Rejected Files

7

File Retention

®

Server Bettings

-

271102006 13:52:36
271102006 13:52:36
271152006 13:52:36
271152006 13:52:36
271152006 13:52:36
271172006 13:52:36
271172006 13:52:36
271172006 13:52:38
27172006 13:52:38
27172006 13:52:38
271102006 13:52:38
271102006 13:52:38
271102006 13:52:38
271102006 13:52:38
271102006 13:52:38
271142006 13:52:38

Log level |V|

Wiew

Transaction Dump 'BAXCORDE" Version - 1

Transaction Dump 'BAXCORDE". Synchronous

Processing received transaction 'BAXCOROE'

Executing transaction 'Gets service users matching filter criteria.’

Method DIP.BACS DiBacsCoreXnHandler DoGetServicellserCallection in a...
Releasing all locks for 0

Responding to transaction 'BAXKCOROE"

Ohbject of type [DIP . Transactions DiTransaction] received

Received transaction ohject- BA<COROE from TestlUser!’

Transaction Dump ‘BAXCOROE" Version - 1

Transaction Dump 'BAXCORDE". Synchronous

Pracessing received transaction BAXCORDE

Executing transaction 'Gets service users matching filter criteria.’

Wethod DIP.BACS . DiBacsCoreXnHandler. DoGetSewvicellserCollection in a...
Releasing all locks for 0

Respaonding to transaction 'BAXCOROE"

IZI Clear Save as E-mail

|Ready

|Connected |Server:ElACS.IF' Machine: 127.0.0.1  |Username: Testllser]

The buttons on this page are described below.

8.10.1.1

Log level

The Log level button allows you to choose which types of log information you
want to see in your system log. We suggest that you keep the default setting
(i.e. General) just to keep the log uncluttered by too much information. Just click
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on the button or the dropdown arrow to see the available options. Click on an
option to select or deselect it.

View

The View button allows you to choose which columns are visible to you in the
log. We suggest that you keep the default settings (i.e. just Date/Time and
Message) to keep the log uncluttered by too much information. Just click on the
button or the dropdown arrow to see the available options. Click on an option to
select or deselect it.

Date/Time — the date and time at which the logged event occurred
Type — indicates what type of log information is shown in each line of the log.

Level — related to the setting of the Log level button. This indicates, for each
line of the log, what level of logging is represented (General, Trace, Debug,
Buffer or SQL).

Source — indicates the origin of the log message i.e. which source code
program has produced the message.

Message — the information about the logged event. This may be an error
message, a warning message, a trace message or an informational message.
The type of message is indicated by the last letter of the code in the Source field
(E, W, Torl).

Unique ID and ID Meaning are not currently used.

Clear

If you click the Clear button, the log lines on this page will be cleared, leaving
an empty area on the page. The log file itself will not be affected by the use of
this button.

Save as...

The BACS.IP system logs are automatically saved, when they get to a certain
size, in the BACS.IP Log directory.

However, you may use this button if you also want to save the log file
somewhere of your own choosing. If you click on this button you will see the
following dialog:

Save the log 2] X]
Savein: |y 1.1.0.075 x| = ®ckE-
- 1 BacsCalendar
:e’ 1Doc

History :l FileFormats

- _11SCD

g _ILog
Desktop ) Monitor

3 |1 Payment Files
ﬁ 23 Reports

My Documents ] Submissions

: :] Temp
i)l STARTUP20050304111921.log
My Computer
== File name: I LI | Save I
My Network P...
Save as lype: ILog Files EI Cancel I
2

Configuring the software




Use it in the same way as you would the Windows File Save dialog i.e. select a
directory path and a file name and click the Save button.

8.10.1.5 E-mail

Use this button if you want to e-mail the log to somebody (usually this will be our
Support department). If you click on this button, it will bring up a new mail
message in your default e-mail software, with the e-mail address of our support
department and "BACS.IP LOG" in the subject field. All you have to do is Send
it!

The exact behaviour of this function depends on the e-mail system you have
installed.

8.10.2 Archive page

The Archive page allows you to look at previous logs. To do this, you first have
to click the Load button, as suggested in the message column of this page.

“,‘ﬂr Administrator — |EI | il

File Tools Help

;I tanitor Archive |

“ 4" Systern Log - Archive

File Formats
D

Eack Office

F}

DateTime | Message
22006 12:2419  Use the 'Load' button below to display the archive log

Licence Codes

b5

Rejected Files

KEd

File Retention

& d | ol

Log Load | Wiew "‘ Clear Save az.. I E-rnail |

Server Settings
|Ready |Connec:ted |Server: BaCS.IP  |Machine: 127.0.0.1  |Username: TestlUser]

4

The buttons on this page are explained below.

8.10.2.1 Load
If you click the Load button, you will see the following dialog.
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Log archive filter settings

~ Filter settings
% Today's log messages { Last If:: E: hours

" Custom " Last I 3: days

From I 29 September 2004

bz
bz

TO I!:\ B October 2004
" Single startup log file

Filename I -v_I

~ Message levels

V General ™ Trace
[ Buffer " Debug
[T SOL queries

& | < v
Help Cancel QK

This filter dialog allows you to select logs from today, or from any range of hours
or days.

Alternatively, you can select a particular startup log file. To do this, select the
Single startup log file radio button, then use the dropdown arrow alongside the
Filename field to select the required startup log file.

The Message Levels section at the bottom of this dialog allows you to choose
the level of log information to be included in the loaded log.
View

The View button allows you to choose which columns are visible to you in the
log. We suggest that you keep the default settings just to keep the log
uncluttered by too much information. Just click on the button or the dropdown
arrow to see the available options. Click on an option to select or deselect it.

Type will indicate what type of log information is shown in each line of the log.

Source will indicate the origin of the log message i.e. which source code
program has produced the message.

Clear

If you click the Clear button, the log lines on this page will be cleared, leaving
an empty area on the page. The log file itself will not be affected by the use of
this button.

Save as...

The BACS.IP system logs are automatically saved, when they get to a certain
size, in the BACS.IP Log directory.

However, you may use this button if you also want to save the log file
somewhere of your own choosing. If you click on this button you will see the
following dialog:
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1Doc
Histary | FileFarmats
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8.10.2.4
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Use it in the same way as you would the Windows File Save dialog i.e. select a
directory path and a file name and click the Save button.

E-mail

Use this button if you want to e-mail the log to somebody (usually this will be our
Support department). If you click on this button, it will bring up a new mail
message in your default e-mail software, with the e-mail address of our support
department and "BACS.IP LOG" in the subject field. All you have to do is Send
it!

The exact behaviour of this function depends on the e-mail system you have
installed.

Server Settings

This section of the Administrator allows you to configure the connection settings
used by the server. Note that these are the server connection details. You must
also setup your client applications to use the same details if you make changes
to these connection settings.
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File Formats server will accept connections fram your clients.
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- Cannections Allow TCP connections onl =
Back Ofice o 2 B
TCP port number 1548
f_‘] S5L port humber |-| 545
— SEL certificate I » |
Licence Codes
Bequire client authentication r

= o !
Rejected Files Help Cancel Save

File Retention

-

|Readv |Conneded Server: BACS.IP  |Machine: 127.001  |Username: Testlzerl

Connection details — Connections

The connections list allows you to specify whether clients must authenticate with
SSL when they connect to the server. You can select ‘Allow TCP connections
only’, which will not allow SSL connections, ‘Allow SSL connections only’, which
will only allow clients authenticated with SSL to connect, or ‘Allow both types of
connection’ which will allow both TCP and SSL connections.

Connection details — Port Number

The port number is the port on which the server listens for clients. The default
port number should be usable by most servers, but, if necessary, type in a
different port number to be used by the BACS.IP Server.

Where both TCP and SSL connections are in use, separate port numbers are
required for each connection.

Connection details — SSL certificate

Select the button next to this field to select a certificate that will be used for
authentication. For more details on certificates see the section entitled ‘Select
certificate dialog’.

Connection details — Client authentication

Select this check box if you additionally require the server to authenticate with
the client.

Client Options

An Options dialog is accessible from each of the BACS.IP client applications.
The settings shown in the Options dialog are only applicable to the application
in which you are viewing them. Likewise, any changes you make will only affect
the particular application in which you make those changes.

When you click on the Tools >> Options menu item, you will be presented with
the options dialog.
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There are two tab pages to this dialog, Logging and Advanced. The Logging
page allows you to turn on client-side logging, while the Advanced page allows
you to specify client side connection details.

Logging page
The Logging page is shown below.

) | Advanced I

rLoagaing

¥ Enable client side lagging

Logto directony IC:IF'rngram Files\DIFIBACS. PV .2.0.2281L .. |

Selectthe meszage types to write to the client log

¥ General Bazicuzer level log

¥ Trace More detailed user level log
- Debug Low level log meszages

34 | by v
Help Cancel (0]:8

You can choose whether to use client side logging or not by selecting the
‘Enable client side logging’ tickbox. With this option checked, you will be able to
specify a directory to which the log messages for this application will be written.
You may type in a directory of your choice, but the default directory is as
follows:

e C:\Program Files\DIP\BACS.IP\Installation Directory\Log

Where Installation Directory indicates the current build you have installed e.g.
1.2.0.228

The files in each of these log directories will be named according to the
following naming convention:

The first 3 characters will determine the log for the application where
e LOG represents the server logging

e ADM represents the administrator client logging

e BAX represents the submissions client logging

The next 8 digits will be the date of the log in DDMMYYYY format (in the
example below, the date is 06102003 i.e. October 6" 2003)

The next 6 digits will be the time of the log in HHMMSS format (in the example
below, the time is 101741 i.e. 10:17a.m. and 41 seconds.

Each file ends with .log
Example — LOG06102003101741.log

Using the Logging page you can also choose how much information, and of
what kind, is written to the client log. This is done in the section headed "Select
the message types to write to the client log"”. There are three message types to
choose from, General, Trace and Debug.

Configuring the software 81



8.13

82

By default, only General and Trace messages are selected. If our Support
department requires more detailed information, they may suggest that you
select Trace logging as well.

Advanced Page
The advanced tab page will display the following dialog,

—Server details

Server machine I'I 27.001

TCF port number |1 ]

85l details
Use S5L 3
S5L port number |3548
S5L certificate Ia’-‘-.-CE AT ADWARCED 2 |

& | > v
Help Cancel (0]:8

This allows you to specify the connection settings used on the client. In order to
connect successfully to the BACS.IP server, these settings must match the
connection settings on the server.

Server details — Server machine

This must be set to the IP address of the machine on which the BACS.IP Server
is installed. The default value in this field will be the IP address of your local
machine. You may change it to the address of another machine if necessary

Server details — TCP Port Number

This must be set to the port number that the BACS.IP Server is currently
listening on.

Connection details — SSL certificate

Select the button next to this field to select a certificate that will be used for
authentication. For more details on certificates see the section entitled ‘Select
certificate dialog’.

Connection details — Client authentication

Select this check box if you additionally require the client to authenticate with
the server.

Select Certificate Dialog

The Select Certificate dialog allows you to choose the certificate to encrypt and
or sign data.
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Select private key certificate

— Cerificates (with private key)

Certificate store IMy j
Certificate |< Mo private key cettificates. Select another store > _'_I
EloHE/Es Field Value !

Create

Import

<

Cancel

¥4

Help

v
Select

Use the dropdown arrow alongside this field to select the appropriate certificate
store i.e. the store where the certificate you want to use is kept.

Certificate store

Certificate

If the certificate store you have selected contains no key certificates of the type
you require (i.e. private or public, depending on the function for which you are
selecting the certificate), the Certificate field will display a message to that
effect, telling you to select another store.

Once you have selected a certificate store containing certificates of the type you
require, use the dropdown arrow to select the certificate you want from that
store. Any properties of that certificate will be displayed in the Properties
section.

Properties include:

¢ Whether or not the certificate encapsulates a private key
e The signature algorithm

e Issuer details

e Validity dates

Import button

If the certificate you want is not held in any of the certificate stores in the
dropdown list, you can import another certificate by clicking on the Import
button. This will bring up the “Import certificate” dialog.

Create button

If you are unable to select or import a certificate, you can create your own
certificate by clicking on the Create button. This will bring up the “Create
certificate” dialog.
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Import certificate

Import certificate

[~ Certificates

Certificate file I Browse... I
Certificate I LI
Properties Field Yalue J_

& < v
Help Cancel Import

Certificate file

Find the certificate file you want by using the Browse button.
Certificate

Once you have selected a certificate file, the certificate dropdown list will be
populated with a list of certificates that the file contains (in most cases a
certificate file contains a single certificate, but sometimes it contains more). Use
the dropdown arrow to select the certificate you want from that file. Any
properties of that certificate will be displayed in the Properties section.

Click the Import button to complete the import process and return to the Select
Certificate dialog.

Help

If you need more information about the fields on this page and how to fill them
in, click on the Help button.

Cancel

If you want to discard all the changes you have made, click the Cancel button.
Import

To import the certificate you have selected, click the Import button.

Create certificate

This dialog allows you to create a self-signed certificate with a private key and
install it in the root certificate store. Self-signing allows you to create a trusted
certificate without needing to obtain one from a third-party issuer.
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—Notes

Create a self-signed certificate with a private key and install it in the root
certificate store. Self-signing allows you to create a trusted certificate

=&
,lg_T? without heeding to obtain one from a trusted third party issuer

~lssuer details

Common name (CN)

Qrganisation (O)

|
|
Qrganisational unit {OU) I
Country (C) |

~ Export

" Export certificate public key to this file

& | x v
Help Cancel Create

The issuer details allow you to provide information that can be viewed in the
Properties section when choosing a certificate.

Issuer details — Common name

Type in the common name that you wish to give to this certificate.

Issuer details — Organisation

Type in the name of the organisation with which this certificate is associated
Issuer details — Organisational unit

Type in the name of the organisational unit with which this certificate is
associated

Issuer details — Country
Type in the name of the country in which this certificate was issued.
Export — tickbox

If you wish to export the public key for this certificate to another file, select the
tickbox and use the Browse button to choose the name and location of the file
to which you want to export it.

Once you have provided the required details, click the Create button to create
the certificate. You will be returned to the Select certificate dialog, where you will
now see that your self-signed certificate has been added to the root certificate
store and can be selected. The Issuer details you provided on the Create
certificate dialog can be viewed in the Properties section against the ‘Issuer’
caption.
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Using the software

Introduction to the Submissions application

Once you have configured the BACS.IP system, using the Administrator, you
can use the software to connect to BACSTEL-IP. The Submissions application
handles everything relating to the BACS financial services system and is divided
into four sections: Payment Files, Active Submissions, Archived Submissions
and Reports.

Payment files will be imported into the Submissions application, either as
payment files or as active submissions (depending on the configuration set up
for individual service users).

Even if payment files are imported as active submissions, they will still be
accessible from the Payment Files page of the Submissions application.

Certain details of payment files can be amended, if necessary, from the
Payment Files page.

If they are not already part of a submission, they can be used to create an active
submission.

An active submission is created in one of two ways, determined by the
configuration setting:

Automatically, on import from a monitored directory

Manually, by selecting one or more imported payment files to create a
submission

Validation of the payment file account details occurs when you attempt to sign a
payment file or an active submission. This is called pre-submission validation.
For more details, please refer to the section entitled "Pre-submission validation”.

Every submission, containing one or more payment files, has to be signed
before it is sent to BACS.

The electronic signature uses valid PKI credentials belonging to a contact that
has a valid link to the service user number used in the submission.

Your bank will have decided whether payment files from your service user also
have to be signed or not. If they have decided that payment files must be
signed, then the signature on the payment file will be validated when BACS
receive the file.

If you are not required by the bank to sign payment files, you may still sign them
if you wish to do so, for added security. The signature will be validated by
BACS.

Payment files may be signed by someone other than the contact who signs the
submission, providing both signers have a valid link to the service user and the
appropriate privileges given to them.

Submissions and payment files should be signed on the same day as they are
sent to BACS, preferably immediately before sending. This will minimise the risk
of digital certificates expiring between the signing and the sending. It will also
help to avoid the possibility of the processing date of the submission becoming
invalid.

Once the submission has been successfully signed by an authorised user it can
be sent to BACS. Before it arrives at BACS the transmission may fail for some

Using the software



Figure 4 -

911

9111

technical reason or it may be aborted by the user. If this happens, the
submission will have to be signed again before it can be re-sent.

Once a submission has arrived successfully at BACS and passed their
validation process, BACS will create reports to notify the service user of each
payment file's progress through the BACS system. These reports can be
downloaded and looked at in detail on the Reports page of the Submissions
application.

If you submit a payment file by mistake, you can contact your bank or building
society to request the withdrawal of the payment file, as long as you do so on or
before input day. Removing a payment file will result in the creation of a
withdrawal report.

For each payment file that has not been rejected or withdrawn, an input report
will be created. Once you have downloaded and read the Input report for a
specific submission, the submission can be archived. Archiving may be done
automatically, using the File Retention section of the Administrator, or manually,
depending on your preference.

The process is shown in diagrammatic form below. Green areas show the
normal processing stages, while the purple areas show the different points at
which the normal processing can be diverted. The Arrival report, in yellow, will
only be created if certain errors are detected within the submission or file. For
more information, please refer to the section entitled "BACS responses".

Bacs.NET
Enterprise

Withdrawal repon

Wlthdrawn

Submission processing

BACS responses

Rejection Arrival report

As mentioned above, BACS will create reports at different stages of a file's
progress through its system. The first report you may receive in response to a
submission is the Rejection Arrival report. Certain validation will be done on the
file on the day the submission arrives at BACS. If the validation is successful,
the file will then be held in suspense until the input day arrives. (The arrival day
may be the same as the input day, but files can be submitted in advance of
input day). However, if errors are detected within the submission or file, a
Rejection Arrival report will be produced.

Using the software 87



9.1.1.2

9.1.2

9.1.21

9.1.2.2

9.1.2.3

88

The most common reason for rejection on arrival is BACS' detection that a
duplicate payment file has been submitted (i.e. the same payment file has been
submitted more than once for the same processing day).

Input report

When input day arrives, full validation will be carried out on the submission,
using the full set of reference data held by BACS. This stage of the process will
result in the creation of an Input report. If any errors are detected at this stage,
an Input Report indicating the reason for rejection will be produced.

The BACS Processing Cycle

The steps involved in BACS receiving and processing a submission and the
payment instructions being applied to the destination bank/building society
accounts is called the processing cycle. For full details please refer to Section
2.6 of the BACS Service User Guide.

The processing cycle has three stages:

¢ Input date — the date on which BACS performs full validation of the payment
files in a submission

e Processing date — the date on which processing of the data occurs at the
destination banks/building societies

e Entry date — the date on which payment instructions are applied to the
destination accounts

The processing cycle currently takes a minimum of three days. In this cycle,
each of the three stages takes place on consecutive "BACS processing days".

BACS Processing Days

Input to BACS full validation and processing of payment instructions can only
happen on "BACS processing days". Days on which BACS will not validate or
process data include Saturdays, Sundays and English bank and public holidays.
Some other bank holidays may also be included in the non-processing days. All
other days are BACS processing days.

Processing date

When you create a payment file, you have to specify a processing date on
which the payment file should be processed by BACS.

N.B. If the date you specify is not a BACS processing day, the BACS.IP
software will replace that date with the next available BACS processing
date following the one you specified.

The processing date you specify may be up to 31 days after the current date
when the payment file is submitted.

Submissions window

There are specific times when you are able to send your submissions to BACS,
called the submissions window. The window runs from 07.00 on Monday
morning until 22.30 on Friday evening, with the exception of any non-processing
days.

BACS input for the processing day rolls over at 22.30 each evening. All
submissions received by BACS by 22.30 will be input for the current day and
processed on the next valid processing day (unless their processing date is in
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the future). Any submissions not received by that time will not be input until the
next valid input day.

When will the processing cycle take longer than three days?

There are several situations in which the processing cycle will take longer than
three days.

e You specify a processing date in the payment file that is up to 31 days after
the current date.

e The processing date in the payment file is not a BACS processing date and
has to be replaced by the next available processing date.

e You submit the payment file too late to have it processed on the day of
submission.

Security in BACSTEL-IP

PKI technology is used by BACSTEL-IP to authenticate the data originator and
to ensure the integrity of the data that is sent to them. Using PKI technology
they can be sure that the data has not been intercepted or changed by a third

party.
When a contact connects to BACSTEL-IP or transmits a submission, his digital
signature is used to carry out security checks. This is done by your signing

software. The contact simply has to initialise the signing and enter his PIN
number.

Before establishing a secure encrypted communications session between
BACS.IP and BACSTEL-IP, the PKI technology is used to authenticate the
system user who is trying to make the connection. If the system user cannot be
authenticated, the communications session will not be initialised.

Once the communications session has been established i.e. authentication was
successful, the system user can transmit one or more submissions. Each
submission will have been digitally signed, either by this or another system user,
and this signature will be used by BACSTEL-IP to check that the data within the
submission has not been intercepted or changed by a third party.

Digital certificates

Digital certificates are held on the smart card issued to your company by BACS
or by your bank or building society. Anybody who wants to connect to BACS
needs a certificate, even if only to retrieve reports. The certificate is used to
create a digital signature.

For further information, please refer to section 3.4 of the BACS Service User
Guide.

Security in the Submissions application

There are three distinct layers of security in the Submissions application. These
are:

e Logon security - Username and password required to logon
e Permissions security - Restrictions on what individual users can do

e BACS security - Application of BACSTEL-IP security requirements when
creating submissions and when connecting to BACSTEL-IP
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Nobody can gain access to the BACS.IP system unless they logon using their
username and password.

Once logged on, each user is restricted in the actions he can perform,
depending on the configuration of his user details in the Administrator.

Users with permission to access BACSTEL-IP must comply with the security
requirements of BACSTEL-IP. This means that they must use their smart card
certificate to provide a digital signature on submissions they create and to
identify themselves when logging onto BACSTEL-IP or downloading reports.

All these security aspects together make the Submissions application as secure
as possible using current technology. All you have to take care of is the human
error element. Each system user has the responsibility to ensure that he logs off
whenever he leaves his desk unattended, never allows his username and
password to be made known to unauthorised personnel, and never allows his
smart card to be used by unauthorised personnel.

Logging on to BACS.IP

Whenever you want to use the BACS.IP system, you have to logon using the
username and password assigned to you in the Administrator. If you forget your
password you must ask your BACS.IP system administrator to reset it for you.
Permissions security

This area of BACS.IP security is as restrictive or as loose as you have made it,
depending on the way you have set up the permissions for each system user in
the Administrator.

Ideally you will have thought about which users should be given smart cards
and which functions they should be allowed to perform, and allocated them to
the appropriate security groups.

BACS security

PKI credentials (i.e. a smart card containing a valid certificate) are required in
order to carry out the following actions:

e Logon to BACSTEL-IP

e Sign payment files and submissions
e Submit payment files

e Access BACS reports

Signing

Every submission, containing one or more payment files, has to be signed
before it is sent to BACS.

The electronic signature uses valid PKI credentials belonging to a contact that
has a valid link to the service user number used in the submission.

Your bank will have decided whether payment files from your service user also
have to be signed or not. If they have decided that payment files must be
signed, then the signature on the payment file will be validated when BACS
receive the file.

If you are not required by the bank to sign payment files, you may still sign them
if you wish to do so, for added security. The signature will be validated by
BACS.
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Payment files may be signed by someone other than the contact who signs the
submission, providing both signers have a valid link to the service user and the
appropriate privileges given to them.

Submissions and payment files should be signed on the same day as they are
sent to BACS, preferably immediately before sending. This will minimise the risk
of digital certificates expiring between the signing and the sending. It will also
help to avoid the possibility of the processing date of the submission becoming
invalid.

Pre-submission validation

Whenever you attempt to sign a submission or a payment file, some checks will
be performed prior to the successful signing.

Checks are made in the following areas:

e The basic file structure

e Processing dates (are they valid BACS processing dates)
e Originating account details

e Transaction codes (a code representing the type of transaction the payment
instruction is)

Destination account numbers

e Destination sort codes

The account number and sort code must be found on the list, updated
frequently from BACS records, against which BACS.IP makes its checks.

If pre-submission validation is unsuccessful, you will see a dialog listing any
errors that were found. You should try to correct these before attempting to sign
the file again.

Pre-submission validation may also generate warning messages. These do not
prevent you sending the submission to BACS, but you should read the warning
messages carefully to find out what the result will be of not amending the
submission.

Application features
Page tab banner

The page tab banner is the pale yellow banner you can see just below the level
of the page tabs. It indicates which page you are currently looking at, and the
filter settings for that page.

Default pages

The Submissions application consists of a number of pages. The pages you will
be able to see, as an individual system user, will depend on the privileges you
have been given by the administrator. For example, if you have been given
permission to sign submissions and read reports received from BACS, you will
be able to see the Active Submissions page and the Reports page.

However many pages you have access to, you will see that at the right-hand
side of the yellow page tab banner is a tickbox labelled "Default". This allows
you to choose which of the available pages you wish to be presented to you by
default when you open the Submissions client.
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Logon status bar

From every page of the Submissions application you will be able to see the
current status of your connection to your network and your connection to BACS,
shown to the right of the toolbar. This can be seen in the dialog shown below.

_lo/x
Fle Wiew Actions Tools Help
LT 3, -— =3 ik |

@ ,\( @ D Q[ ‘ ‘j’/‘ E@i T‘_'.;. LOGON | @ 00:00 Status: Connected

1 hctive Submissionsl 3 Archived Submissions | 2 Reportsl
P Payment Files - <All Service Userss - <All Back Office Profiles> =

| Imported Date Status I Sub.Serial NnI Filename I Proceszzing Date | Service Uszer I Impo_ %

O 0211/2006 09:16:15 | Imported bultiple Error...  02/05/2008 Servicellzer] Stanc
O 02/11/2006 08:16:15  Part of Subrmission 000002  Standard 18-... 281 1/2008 Servicellser] Stanc
[0 021152005 09:16:16  Part of Submiszion 000002  Standard 18-...  10/04/2008 Sericellser] Stane
O 021152006 09:16:16 Irmported Standard18wi... 031172008 Servicellzer] Stanc
O 021142006 10:05:26  Part of Submizssian 000001  ManualEntry- ... 03M11/2008 ServicelJzer] kdant
O 031142006 10:58:34  Part of Submission 000002 hanualEntre- ... 06M 172008 Servicellzerd kdant
[0 08/11/2006 15:31:22  Part of Subrmission 000002 DDI Testhet 091172008 Sericellserl DDls
[ 081152006 15:31-25  Part of Submiszion 000003 DDl Testbd 1311152008 Servicellzer DDls
[0 0811/2006 15:31:35  Part of Subrnission 000004 Standard18wi...  0911/2008 Servicellserl Stant
[0 0211/2006 15:31:35  Part of Submission 000002 Standard18wi.. 13M1/2008 Sericellser] Stant
[0 0811/2006 17:11:30  Part of Subrnission 000002 DDI Testbxt 091172008 Servicellser] DDl
[ 0211/2006 17:11:33  Part of Submission 000002 Bmallbac 201152008 Serdicellser] Btant
O 081152006 17:13:10  Part of Submiszion 000003 Large bac 19/07/2008 Servicellzer] Stan
O 101142006 092941 Sent A16291  Copy of Small....  20/11/2008 Sericellser] Stanc
O] 101142005 09:20.53  Part of Submiszion 000005 Bmallbac 2011112008 Sericellser] Stant
[0 10/11/2006 08:29:55  Part of Subrnission 000006  Smallbac 201172006 Servicellser] Stant
O 10111/2006 08:29.57  Sent 000007 Bmallbac 201152008 Serdcellser] Stant
[ 1011142006 08:29:59  Part of Subrnission 000008  Smallbac 2001152008 Servicellser Stane
[ 1011/2006 08:30:01  Part of Subrmission 000008 Smallbac 201112008 Sericellserl Stant
O 101152006 083005 Part of Submiszion 000004  Smallbac 201112008 Sericellser] Stanc
[ 1011/2006 08:30:06  Part of Subrnission 000008 Smallbac 2011152008 Servicellserl Stant
I:, 101 I200R N0-2N-08 | Par af Cobesicsinn NAANACE | Sonall hae 2N 112N0R | Canical lrarl cuz'LI

‘Heady |Conneded |Server: BACS.IP |Machine: 127.0.01 |Username:TestUser1

The logon status bar consists of a green LOGON button, a timer and a status
indicator.

Status Indicator

The Status indicator tells you what is happening during your connection to
BACS. If you are using a LAN connection, the status should be "Connected"
whenever you start using the Submissions application, unless you are having
network problems. If you are using a modem to connect, the status will be
"Disconnected" until you dial up. When you begin to send submissions to BACS
or download reports from BACS, the status will change to tell you exactly what
is happening e.g. Downloading Input report.

Logon button

The LOGON button toggles between LOGON and LOGOFF. If you are currently
logged onto BACS, it will read "LOGOFF". If you are currently logged off, it will
read "LOGON". You may use the LOGON button to logon to BACS but this is
not necessary, as any action you perform from the menu or toolbar which
requires a connection to BACS will automatically attempt to log you on. For
details of the Logon to BACS dialog, please refer to the section entitled "Logon
to BACS".

Timer

The timer on the Logon status bar shows you how long you have been
connected to the BACS network. This is of most interest to those people using a
modem, who can use it to see how long they have been connected, as they
may want to avoid being connected for long periods. You can force the
connection to be disconnected after a certain duration of inactivity, by setting a
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suitable Timeout value in the Communication Settings section of the
Administrator.

Logon to BACS

The Logon to BACS dialog is shown below. It displays the current status of your
attempt to logon to BACS.

Logon To BALCS

—PFrogress
B v

Logging on to BACS extranet

v

Help Details Cancel ]

& >>|><

Full details of the logon process can be seen by clicking the Details button, as
shown below.

Logon To BACS

Progress

Y

) = v

Failed to zign challenge

& <« > v
Help Detailz Cancel 54
Meszages
Logging on to BACS extranet ;I
Signing challenge
Failed to zign challenge
=

Press the Details button again to hide the Messages section.
Unable to sign challenge from BACS

When you attempt to logon to BACS, your smart card has to be in the card
reader so that the challenge from BACS can be signed. If the signing fails, it
may be for one of the following reasons:

e The smart card reader is not correctly installed. Check the documentation of
your bank's chosen signing solution to ensure it is properly installed.

e The smart card is not ready to be used for signing. Some cards are shipped
with a "Transportation” or "Initialisation” PIN number. This PIN must be
entered, and a user PIN number set up before the card can be used for any
purpose.

e The smart card is not correctly inserted. Try removing the card and re-
inserting it slowly.

Try and rectify the situation and then attempt the logon again.
Print Report

This option is available from the File options menu of all the Submissions
application views. However, the dialog described below is only available from
the Payment Files, Active Submissions and Archived Submissions views. If you
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select this option from the Reports view, the report will be sent to your default
printer immediately, without the option to preview. This is because BACS
reports are of a different type from BACS.IP reports.

This option allows you to preview and/or print a report available from the current
view. Select one or more files from which to create a report and choose File >>
Print from the main menu. This will bring up the Print/Preview report dialog,
shown below:

Print;/Preview report

 Report Settings

By default, the printer below will be uzed to printthe selected report. Click
'Properies' to configure thiz, ar another printer.

Feport FPayment File Summary

Printer  |[WSaturniLJ0T03HP =] _Propeties |

@ | 4 | 2
Help Exit Print

Use the dropdown arrow to select the report you want to create. The report
types in the list will differ according to which view you currently have open:

&

Preview

Report

Payment Files view — Payment File Summary report and Validation Report

Active Submissions view — Submission Summary report, Audit Trail report and
Validation Report

Archived Submissions view — Submission Summary report, Audit Trail report
and Validation Report

Reports view — not applicable.
Printer

By default, the printer shown in this field will be used to print the selected report.
Use the dropdown arrow if you want to select a different printer for this report.
All printers currently installed on your machine will be included in the list.

Properties

You may use the Properties button to bring up the Windows Print dialog. This
dialog enables you to change the settings of the default printer or to choose a
different printer and configure its settings.

Print HE
r Printer
Mame: Properties... |
Status Ready
Type: HF Lagzerlet 457 ki
‘where:  Development
Cammegt: Dievelopment I Prirtt bz file
— Print range Copie
(Ol Hurnber of copies: I'I 3:
) Pages [rom:l ;o:l
rd [Callate
) Selection
0K I Cancel |
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Click OK from this dialog to return to the Print/Preview report dialog.
Exit

Click the Exit button to close the Print/Preview report dialog.

Print

Click the Print button to print the report on the selected printer.
Preview

Click the Preview button to preview the report on the screen. You may then
print it if you wish, either using the Print icon in the top left-hand corner of the
Print Preview screen, or by closing the Print Preview screen and clicking the
Print button on the Print/Preview report dialog.

Sample report
The diagram below shows a sample Submission Summary report.

(8 Print preview [_[51x]
&0 - 00EE 8 | o Page =

Submission Summary

Senvice User. DIP
File Created: 04/03/2005
Serial number: 000001
Status: Prepared
Processing Date 07/03/2005

BACS No. [Account Name [account Sort Code | Processing Direct Debits Direct Credits Direct Debit
[Number Date i

o [ 100337 [maN [60627224  [2067-37 [07/032005 | 1741

£186,035.84] o] £0.00] o]
| 1741

£186,035.84] o £0.00] o

| 1741] £186,03584 | of £0.00] o]

This report, which is especially useful for bureau users, shows summary
information for each payment file in the selected submission.

Import File

This option is available from the File options menu of every Submissions
application view. It allows you to import payment files manually into BACS.IP. If
you select this option, you will see the following dialog:

Import Files E3
File Details
Files to import I |
Import profile I LI
Help I Exit | Import

Files to import
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Type in the full path and filename, or use the browse button, to select the
location of the file to be imported.

Import profile

Use the dropdown arrow to select the appropriate import profile for the file to be
imported. The list will display all the import profiles you have configured in the
Back Office section of the Administrator.

Filters

Each page of the Submissions application has a filter option, available from the
View menu option or by using the Filter icon in the tool bar. The filter allows you
to select various criteria in order to determine which files or reports will be
displayed to you on the current page.

Common to all the filters is the Date section, either Processing Date, Date
Processed or Report Date. This area allows you to select a specific date or time
period for which you want to view files or reports. By default, the All dates option
is selected. If you want to change this setting, please read the following
sections.

Changing the time period

If you want to see something other than today's messages, you need to select a
different radio button in the Processing Date section.

To do this using the mouse, simply point the cursor at the required radio button
and click the left mouse button. The black spot will now appear in that radio
button, to indicate your selection.

Alternatively, using the keyboard, use the Tab key to move the focus around the
dialog until the focus is on one of the five radio buttons, then press the up,
down, left and right arrows until the required button contains the black spot to
indicate your selection.

Focus is the term we use to indicate the active field on the dialog. To
recognise it, you will either see a dotted border around the relevant button
name or a blue highlighted entry in a listbox. It is sometimes difficult to see
when the focus is on a tickbox. In this case, you can only find it by a
process of elimination (i.e. when the focus is not on any other
button/listbox).

Warning — when the focus is on the From Date or To Date, using the up
and down arrows will increase and decrease the date respectively. Use
the tab key to move the focus off the From Date and To Date.

Your five choices are as follows:
e See all dates

e See only today's files

e See only tomorrow's files

e See only yesterday's files

e Select a time period for which you want to see messages, using the From
and To fields (this is the Custom option)

Custom
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If you select the Custom option, you will see that the From Date and To Date
data boxes become available to you (i.e. they are no longer greyed out). To
change the dates shown, you have two options:

Highlight the part of the date you want to change, either using your mouse or by
using the left and right arrows on your keyboard. Then change that part of the
date by using the up and down arrow keys on your keyboard.

Alternatively, with the mouse use the dropdown arrow to the right of the date
you want to change. This will bring up a calendar dialog like the one shown
below:

Filter settings

—Processing Date

Al dates
" Today only
™ Tarmaorrow anhly

" Yesterday anly

% Custom

L

Frarm |1D Movember 2006

:

kdon Tue ‘Wed Thu Fri  Sat Sun

o2 2 i 4 &

Service User [ 5 7 &8 o g 12 3
13 14 15 16 17 18 18

BockOffice Profile || 20 21 22 23 24 25 28 7]
27 28 28 30 1 208

FStatus | 4§ 6 7 a8 89 10—

T 3Today: 10/1142006

v Frepared ¥ Signed

Iv Sending ¥ Sent

¥ Processed v RejectediFailed

v shorted/Failed

& [ ~ ¥
Help Cancel Ok

The red ring indicates today's date, and the blue mark indicates the date
currently shown on the filter dialog. Use your mouse or your keyboard up and
down arrows to select the date you want. The left and right arrows at the top of
the calendar dialog enable you to change the month (left goes back in time,
right goes forward in time).

Clicking a date with the left mouse button will return you to the filter dialog with
the new date. If you are using the keyboard, press the Enter or Return button
on your keyboard to return to the filter dialog with the new date.

Payment Files filter

The Payment Files filter has three sections: Processing Date, Service
User/Back Office Profile, and Status, as shown below.
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~Processing Date

& &) dates
i Today only
" Tamarrow arly

" Yesterday only

" Custom

Frorm |1D Movember 2008 ﬂ

To [10 Novernber 2006 =

Service Uzer I <All Service Uszers> j

Back Office Prafile | <All Back Office Profiles> |
[ Status

I Imported [” Part Of Bubmissian

V¥ Sent ™ Archived

s | < v
Help Cancel k.

To begin with, the filter is set to certain default settings which you will see when
you open the filter. The default settings for the Payment Files filter are as
follows:

e Show files for all dates
e Show files for all service users
¢ Show payment files with the status of Imported and Sent

You will see that the From and To date fields are "greyed out". You will not be
able to change the data in those fields unless you select the Custom option,
which allows you to select a range of dates.

You can restrict the payment files that are shown in the submissions client to a
particular service user by selecting one from the drop down list. Selecting a
particular back office profile will also limit what you see in the submissions
client. This is useful if you have multiple payment files imported from different
back office profiles and only wish to view ones from a particular import type.

Payment Files Filter — Status

It is also possible to specify the status of the payment file. You can restrict the
view to only show payment files that have been Imported, Sent, Archived or Part
of a Submission by ticking the appropriate check box.

9.2.7.3 Active Submissions Filter

98

The Active Submissions filter has three sections: Processing Date, Service
User/Back Office Profile and Status, as shown below.
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Filter settings

—Processzing Date
& All dates
e Today only
" Tomorrow anly

e Yesterday only

" Custom
Fram

To

|10 November 2008

|10 Movember 2008

Ll

Service User

<&l Service Users>

Lellel

Back Office Profile <&l Back Office Profiles>

[ Statuz

l Frepared |_ Signed

I Sending [ Sent

I Proceszed |_ RejectediFailed
I Abored/Failed

& | Pas ¥
Help Cancel Ok

To begin with, the filter is set to certain default settings which you will see when
you open the filter. The default settings for the Active Submissions filter are as
follows:

e Show files for all dates
e Show files for all service users
e Show all file statuses

You will see that the From and To date fields are "greyed out". You will not be
able to change the data in those fields unless you select the Custom option,
which allows you to select a range of dates.

You can restrict the active submissions that are shown in the submissions client
to a particular service user by selecting one from the drop down list. Selecting a
particular back office profile will also limit what you see in the submissions
client. This is useful if you have multiple submissions imported from different
back office profiles and only wish to view ones from a particular import type.

Active Submissions Filter — Status

It is also possible to specify the status of the submission. You can restrict the
view to only show submissions that are Prepared, Signed, Sending, Sent,
Processed, Rejected or Aborted by ticking the appropriate check box.

Archived Submissions filter

The Archived Submissions filter has two sections: Date Processed and Service
User/Back Office Profile, as shown below.
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—Date Processed
&l dates
 Customn
From |1EI Movember 2008 j
Ta [10 Movember 2006 =l
Setrvice Ulzar I <4/l Service Userss j
Back Office Profile I <Al Back Office Profiles> j
<4 x v
Help Cancel o] 4

To begin with, the filter is set to certain default settings which you will see when
you open the filter. The default settings for the Archived Submissions filter are
as follows:

e Show files for all dates
e Show files for all service users

You will see that the From and To date fields are "greyed out". You will not be
able to change the data in those fields unless you select the Custom option,
which allows you to select a range of dates.

You can restrict the archived submissions that are shown in the submissions
client to a particular service user by selecting one from the drop down list.
Selecting a particular back office profile will also limit what you see in the
submissions client. This is useful if you have multiple submissions imported
from different back office profiles and only wish to view ones from a particular
import type.

Reports filter

The Reports filter has three sections: Report Date, Service User/Report
Type/Back Office Profile and Include Test Reports, as shown below.

 Report Date
Al dates " Last I? 5: davs
" Custam
From |1D Movermber 2006 j
To [10 Movember 2006 =l
Service User I <&l Service Users> j
Repaont Tvpe I <pll Report Tvpes> j
Back Office Profile I <all Back Office Profiles> j
¥ Include Test Repaorts
& > v
Help Cancel QK
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To begin with, the filter is set to certain default settings which you will see when
you open the filter. The default settings for the Reports filter are as follows:

e Show files for the last 26 days
e Show all service users
e Show all report types

You will see that the From and To date fields are "greyed out". You will not be
able to change the data in those fields unless you select the Custom option,
which allows you to select a range of dates.

You can restrict the reports that are shown in the submissions client to a
particular service user by selecting one from the drop down list. Selecting a
specific report type will restrict the view to only show details for that type of
report.

Selecting a particular back office profile will also limit what you see in the
submissions client. This is useful if you have submission results reports
imported from different back office profiles and only wish to view ones from a
particular import type.

The use of (T) following some reports in the Report Type list is an indication that
these are test reports. If you want to include test reports in the list returned to
you, please ensure that this checkbox is selected.

Payment files

This page displays a list of all payment files currently in the BACS.IP system.

If you are a service user configured to create submissions on import, all newly-
arrived payment files will have the status "Part of Submission”. This means that
each payment file on this page is contained in a submission listed on the Active
Submissions page.

If you are a bureau, or a service user not configured to create submissions on
import, all newly-arrived payment files will have the status "Imported". This
means that these payment files are not yet included in a submission.

The Payment Files page allows you to perform a variety of actions, such as
signing a payment file, importing, editing or deleting a payment file, viewing a
summary or creating a submission from one or more payment files.
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=lolx|
File Wiew Actions Tools Help
= ) = 5
@ ‘,\( D @ (1 q}:‘ ‘ ‘___)j l:gi F 1 LOGOFF|[ @ 00:07 Status: Logged n m]
# Payment Files | 1 Active Submissionsl T Archived Submissionsl = Reportsl
- Payment Files - <all Service Uszers> - <all Back Office Profiles> =
I Imported Date I Status I Sub. Serial Mo I Filename I Frocezzsing Date | Service Uszer I Impo.*
O 02r11/2006 08:16:15 Impored Multiple Errar...  02/05/2006 Servicellserl Stant
O 0211/2006 09:16:15  Part of Submizsion 000002  Standard 18-.. 281152006 Servicelserl Stant
O 0211/2006 09:16:16  Part of Submizsion 000003  Standard 18-..  10/0452006 Servicelserl Stant
O 02/11/2006 09:16:16 Impored Standard18wi.. 03711/2006 Servicellserl Stant
O 02/11/2006 10:05:26 | Part of Submission 000001 ManualEntry- ... 037152006 Servicellserl kdant
O 03/11/2006 10:58:34 | Part of Submission 000002 ManualEntry- ... 067152006 Servicellserd kdant
[ 0811/2006 15:31:22  Part of Submizsion 000002 DOl Testixt 0911172008 Servicelserl DDls
[ 0811/2006 15:31:25  Part of Submizsion 000003 DOl Testixt 131172008 Servicelserl DDls__|
[ 0811/2006 15:31:35  Part of Submizsion 000004  Standard18wi.. 0971152006 Servicelserl Stant
[ 0811/2006 15:31:35  Part of Submizsion 000003  Standard18wi.. 1311172006 Servicelserl Stant
[ 0811/2006 17:11:30  Part of Submizsion 000003 DOl Testixt 0911172008 Servicelserl DDls
[ 0811/2006 17:11:33  Part of Submizsion 000003 Smallbac 201172008 Servicelserl Stant
O 0211/200617:13:10 | Part of Submission 000003 Large.bac 190712006 Servicellserl Stant
O 10/11/2006 09:28:41 | Sent A16281  Copyof Small.... 200172006 Servicellserl Stant
O 10011/2006 09:28:53  Part of Submizsion 000005 Smallbac 201172008 Servicelserl Stant
O 10011/2006 09:28:55  Part of Submizsion 000006 Smallbac 201172008 Servicelserl Stant
O 10011/2006 09:28:57  Sent 000007 Smallbac 201172008 Servicelserl Stant
O 10011/2006 09:28:53  Part of Submizsion 000008 Smallbac 201172008 Servicelserl Stant
O 10011/2006 09:30:01  Part of Submizsion 000009 Smallbac 201172008 Servicelserl Stant
O 10011/2006 09:30:05  Part of Submizsion 000004  Smallbac 201172008 Servicelserl Stant
O 10011/2006 09:30:06  Part of Submizsion 00000B  Srnall.bac 201172008 Servicelserl Stant
I:, 1NMA1IPNNE NO-2M-N9 | Dar af Qihemiseinn NS Qeasll hae 2NM11i2NNK | Cansical loarl mz'LI
|Ready Connected |Server. BACS P |Machine: 127.001  |Username: TestUserl
Menu bar

The menu bar of the Payment Files page contains four options:

e File

e View

e Actions
e Help

Selecting any of these options will present you with another list of options.

File option

The File option allows you to do the following:

e Import a payment file manually to BACS.IP. For full details of this option,
please refer to the section entitled "Import File".

e Print a Payment File Summary report. For full details of this option, please
refer to the section entitled "Print Report".

e Exit from the BACS.IP Submissions application
View option
The View option allows you to do the following:

¢ Refresh the view (show the results of any updating or editing you have done
in this view)

e Filter the view. This means you can select a specific time period or a specific
start and end date for which you want to see payment files. You can also
select a specific service user or serial number, and specific file statuses, such
as Imported or Sent. For full details of this option, please refer to the section
entitled "Payment Files filter".

e Select all the entries in the view
e Deselect all the entries in the view
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Actions option

The Actions option allows you to do the following:

e Edit the processing date of a payment file

e Create a submission containing one or more payment files
e Delete a payment file

Help option

The Help option gives you access to the following:

e Contents — the page(s) of the BACS.IP on-line Help manual that describe
and explain the page you are currently looking at

e About — a dialog giving technical details about the BACS.IP Submissions
application

e Online Support — provides direct access to the Data Interchange Plc website

e Payment Services website — provides direct access to the BACS Payment
Services website

Tool bar

The Payment Files tool bar duplicates many of the menu bar options, but
generally you will find only the most commonly used options in the main tool
bar.

This tool bar contains 9 options. Although all options will always be present,
they will only work if you have been given sufficient privileges by the BACS.IP
Administrator.

|_’%I
L& This is the Refresh option. The Refresh option updates the contents of

the page to show the results of any updating or editing you have done in this
view.

o

‘~( This is the Filter option. The Filter option allows you to select a specific
time period or a specific start and end date for which you want to see entries in
the data area.

|

v . . .
' This is the Select All option. The Select All option allows you to select all
the entries on the current page, in order to perform an action on them.

p——

— This is the Deselect option. The Deselect option allows you to deselect all
the currently selected entries on the current page.

=,

~% This is the View Summary Report option. This option creates a preview of
a Payment File Summary report created from one or more selected payment
files. The report can be printed from the preview screen.

| ._-.__"'l
Z.5F This is the Create Submission option. This option allows you to create a
submission containing the selected payment file(s).
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I

—/J This is the Help option. The Help option takes you to the page(s) of the
BACS.IP on-line Help manual that describe and explain the page you are
currently looking at.

E“i
L This is the Exit option. The Exit option closes the BACS.IP Submissions
application.

]

'f.-

L' This is the Logon to BACS option. The software will immediately attempt
to logon to BACS, and will bring up a Logon to BACS dialog, showing the
progress of the current communications activity. You will need your smart card
and PIN to use this option.

Data area

The Payment Files data area is where details of payment files will be displayed.
Data displayed will be as follows:

Imported Date — the date on which the payment file was imported into BACS.IP
Status — the current status of the payment file e.g. Processed.

Valid statuses are:

Imported — the file has been imported

Part of Submission — the file has been included in a submission

Signed — the file has been signed
e Sent — the file is part of a submission that has been sent to BACS

Sub. Serial No — the serial number of the submission to which this payment file
belongs. This column will be blank until the file has been included in a
submission.

Filename — the name of the payment file, as it can be found in the directory
from which it was imported.

Processing Date — the date on which this payment file is to be processed by
BACS. If no processing date is provided in the file, the processing date shown
here will be the following day's date. The processing date may be up to 31 days
after the date on which the file is to be received by BACS.

Service User — the name of the service user that created this payment file.

Import Profile — the type of file from which the payment file was created e.g.
Standard 18.

Back Office Profile — the name of the back office profile that was used to
import the file. If the file was not imported through a back office profile, this field
will be blank.

Payment Files — Actions
Let's take a closer look at the actions you can perform on the payment files.

Edit processing date

Select this option to edit the processing date of a selected payment file. If this is
a valid action to perform on the selected file, the dialog below will be displayed.
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Edit Processing Date |

—Proceszzing Date

The proceszing date will control when pavmentz are
dizgtributed to Banks. and hence which day funds will enter ar
leave accounts.

| 2150112004 =

4 | < v
Help Cancel gk

The software will automatically display the next valid processing date. You may
choose to use this date by pressing the OK button, or you may choose a
different date by using the dropdown arrow to select from the calendar
presented to you.

Since BACS processing rules state that the processing date cannot be any
earlier than the day following the current day, the software will not allow you to
choose a date that contravenes this rule.

Similarly, if the date you choose is not a valid BACS processing date (e.g. a
Saturday), when you click OK to return to the Payment Files page you will see a
message box telling you that this is not valid and advising you of the next valid
date you may use.

However, if the file is a multi-processing date file, you will not be allowed to edit
the processing date at all. Instead you will see the message box below.

i You cannot changs the processing data of this payment file, The procesing date of & Muki Procassing Date fie is
- mphed by the sariast date of ks payment instructions,

This is because the processing date of a multi-processing date file is implicit in
the processing dates specified against each instruction.

Manually Create or Edit a Payment File

Select this option if you wish to create or edit a payment file manually. This
feature requires the system user to have the necessary security privileges
selected in the BACS.IP Administrator.

If the current user has these privileges, the dialog below will be displayed when
either of the menu options are clicked. If you are creating a new payment file,
then the Payment Instructions table will be blank. Whereas if you are editing an
existing payment file, the payment instructions section will be populated with all
the transactions relating to that payment file. It is possible to edit payment files
that have been created manually using this dialog, or edit payment files that
have been imported so long as they meet the necessary criteria.

It is possible to create or edit Direct Debits, Direct Credits and Direct Debit
Instructions. There are two possible layouts for this dialog depending on the
type of transaction you have selected.

Layout 1: For Direct Debits and Direct Credits
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Manual Submission i

.~ Payment File Details

Senvice User Name |DIF (100337) | Transaction Type |<Please Select> =l
Bank Account IDIF LI Currency * GBP € Euros
Account Details I5052?224 IE -E -E Processing Date ID? June 2007 LI
. Payment Instructions
Account Number | Sort Code | Account Name Users Reference Amount =

Row Status IOk Total I £0.00
Delete Ftowl

@ * x v
Help Address Book Cancel OK

Layout 2: For Direct Debit Instructions

Manual Submission

.~ Payment File Details

Senvice User Name |DIP (100337) | Transaction Type |Direct Debit Instruction v |
Bank Account IDI_F' LI

Account Details IBDE2?224 IE -I5_7 -IS_? Processing Date IU? June 2007 Ll

. Direct Debit Instructions

Account Number | Sort Code | Account Name Users Reference DDl Type =

) KT T R T S

Row Status IOk

Delete Bow |

€ @ X v
Help Address Book Cancel 0K

There are two sections to this dialog, the Payment File Details section defines
the type of transaction that will take place and the originating bank account
details, while the Instructions section defines each payment transaction that is to
be processed, use one row per payment instruction or direct debit instruction.
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The values in the Instructions table can be edited by mouse click, pressing F2 or
typing the value in directly. You can move from cell to cell by using the arrow
keys, tab or return.

The details of each section are as follows,
Payment File Details — Service User Name

This is a list of all the service users that are linked to the currently logged in
system user. You can choose which service user you wish the transactions to
take place for. When creating a new payment file, this list will default to the first
Service User available. If you are editing an existing payment file, it will default
to the Service User that it relates to.

Payment File Details — Originating Bank Account

This list is populated with all the bank accounts relating to the currently selected
service user, allowing you to specify which bank account the transactions are to
originate from. By default, this will select the main bank account for the service
user, unless you are editing an existing payment file, in which case the
associated bank account will be selected.

Payment File Details — Account Details

The details of the selected originating bank account are displayed here. The
account number is displayed in the first box and the sort code is displayed in the
three corresponding boxes that follow. You cannot change these values from
the Submissions client, they are only displayed to confirm the bank account for
the payment instructions.

Payment File Details — Transaction Type

Use this drop down list to select between Direct Debit, Direct Credit or Direct
Debit Instructions. You can only have one type of transaction for each payment
file created manually and all transactions in the instructions section will be of
this type.

Payment File Details — Currency

If the service user supports Euro transactions, then this option will be enabled.
All payment instructions will be of this particular currency. However, for direct
debit instructions there is no monetary value hence the currency is not required.

Payment File Details — Processing Date

Use this calendar to select the earliest processing date for the transactions.
Instructions Section — Account Number

This is the destination account number for the particular payment instruction.
Instructions Section — Sort Code

This is the destination sort code for the particular payment instruction.
Instructions Section — Account Name

This is the account name of the destination payment instruction.
Instructions Section — Users Reference

Depending on the Bank, the reference will appear on the bank statement of the
destination account. For payments to Building Societies accounts, the Users
Reference should be the Roll Number for the account.

Instructions Section — Amount
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The monetary amount to be transferred. Use a decimal point to indicate pence.
This column will not be available for direct debit instructions because they do
not contain a monetary amount.

Instructions Section — DDI Type

There are three options which can be selected here, New DDI, Cancellation and
Conversion.

Use New DDI to set up new direct debit instructions and Cancellation to cancel
a direct debit. Conversion DDI's are used whenever an existing Direct Debit
Originator is converting from a paper based system to the Automated Direct
Debit Instruction Service (AUDDIS).

In order to convert the DDI’s to the AUDDIS system, the Originator is required to
submit a list of all current instructions being collected with the DDI type set to
‘Conversion’. This list must be sent to BACS while in Test status and the file
should mirror the ‘live’ file that will be submitted once testing has been
completed.

Once the Originator is satisfied that all paper instructions have been converted
successfully, they will request that the status is set to 'Live’. Once in this live
state, only New and Cancellation DDI’'s may be submitted.

This option is not available when creating or editing Direct Debits or Direct
Credits.

Instructions Section — Row Status

This displays the current status of the row. Any errors relating to the payment
instructions sort code and account number will be displayed here.

Instructions Section — Total

This simply displays the total amount that will be transferred for all payment
instructions. This is not displayed for Direct Debit Instructions since there is no
value associated with DDIs.

Instructions Section — Delete Row

Use this button to remove a payment instruction completely. As an alternative,
the delete key can be used to clear the contents of the currently selected cell.

Help
If you require any assistance using this dialog, press the help button.
Address Book

The address book can be used to store account details that are used frequently
in manual submissions. To show or hide the address book press the ‘Address
Book’ button. The following dialog should then be shown.

Cancel

Clicking this button will lose all changes you have made and return you to the
Payment Files section of BACS.IP Submissions.

OK

Clicking this button will validate all fields you have entered and save the
payment file. It will appear in the Payment Files section where you will be able
to edit or submit it.
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9.34.4

View Summary

This option allows you to view a summary report of one or more selected
payment files. You can then print the report from the preview screen. The
summary report is produced by the BACS.IP software, not by BACS.

Select one or more payment file lines in the data area, then select this option in
order to view a summary report containing the details of the selected payment
files. A sample summary report is shown below.

2l [E=
El BEB Page =

Payment File Summary

It shows, at the top, a summary of the file details, including:
e the service user associated with the payment file

e the date the file was created

e the processing date

e the work code i.e. whether the file covers a single processing day or a multi-
processing day

e the current status of the file e.g. Processed
e the total number of credits

¢ the total number of debits

e the number of direct debit instructions

This is followed by a list of all the credits and debits in the payment file, broken
down by service user account.

Create Submission

Select one or more payment files in the data area, then select this option in
order to create a submission containing the selected payment files. If you have
more than one service user defined in the Administrator, you will now see the
Select Service User dialog, shown below.
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Select Service User B

Flzaze select the submitting service user.

Service Users

Data Interchange plc BOO337
Dl Individual 100337

@ e ¥

Help Cancel (0]}

You must select a service user with which to associate the submission you are
creating. Highlight the service user to select it, then click the OK button.

If there is only one service user in your system, the submission will
automatically be associated with that user.

The payment file status will change to "Part of Submission” and the payment
file(s) will be given a value in the Sub. Serial No column. If you look on the
Active Submissions page, you will see that a new entry has been added, with
the status of "Prepared” and linked to the payment file(s) by the submission
number.

A bureau may create a submission containing one or more payment files, but a
non-bureau may only create a submission containing a single payment file.

Delete

Select one or more payment file lines in the data area, then select this option to
delete the selected files. You will see a message box asking if you are sure you
want to delete the selected payment files. Click Yes to delete them, or No to
cancel the delete action.

View Validation Report

This option allows you to view a validation report of one or more selected
payment files. The validation report contains all errors relating to the payment
files and payment instructions. You can then print the report from the preview
screen. The validation report is produced by the BACS.IP software, not by
BACS.

Select one or more payment file lines in the data area, then select this option in
order to view the validation report containing the errors of the selected payment
files. A sample validation report is shown below.
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IS
@PL-DEHBES| o page| 1]

Payment File Validation Report

Payment File Summary (Multiple Errors.bac)
File mnpeded by Senice User 1, 3t 030472005 14:51:21
Onginating Bank Accourt: 627224, 20-67-37 (MPORT)
Worek Code : Multiple Processing Days
Eariast Processing Date : (2052006
Stalus : Part of Subenission 00001 C

PaymentFile Errons

The payment data reprosented by thiz file, for this processing date, appears to be dupicatedin the following submission(s)y - 002018 (Mutiple Errors bac)

Unkown onginating bank account 206733, BO517 224 for semice user Samce User |

The payment file contains Direct Dabit matructions and must be processed onthe current BACS processing date 040472005, 1506: The processing day in yoursubmissionhas
sready passed The subeission wil be processed on the current processing day.

The originating sort code 206738 wa< not Saund inthe Industry sort coda directory. Usa1ha BACS IP Adrerestrstor o setup and change the onginating account detsils

Credit items ongnating from tha sccount WPORT excesd the configured fle credit linet of £15000

Debit items originating from the accourt IMPORT exceed the configured file debit limit of £153.00

Name Sort Code [T ion Type Amuumlium
[DO0003 15000001190 CIRTEQLTD [RO02 16 2045 =3 Ccact Desitregularcotedes BT WG Tha pracateng oy ol 2 paymertintivion hacabieaty p aced The
e he o

g (he LIALS 9at) Mipny hug 1o 0
HO00LE 000001192 ELRNO ILINGER OB oz |ve2em Crract Deditreguia coladten s 1o catesta Tha payeract
il be precese 4 praceamng €ale afler e dite
55100 Jate 13008 the 2 apmertinauton
ate wihin he tange. 1y haw

i i £X000,
0002570000011 CTP OILLE CABLES Ciract Deditieguia cotactes 242 the art v ata" 1OWAI0Y 123 wtare Ba pawract e
cale. 101 ot apapmertirativetion is invaid. The

o0 3 dite
[pasment ins1aactin il be precessed o8 the e walid paocessing 4ate i te

por
lateat Calewanin e unge 1
¥ou Nae 2 €oNceINg. 31ease ontact your 5p0raes. Tha destnason acuwnt
M 0127531 iinvealld BACtan exoa e ts masinuUR debd ham bt deiead
¥ .

e i,
LAGLE PICHER FLAD Crrect Desitieguiar coladtes. £11030| The ¢amtinatica # YIIOATOR i3 izvalid. Inatroc
[debit Burm imd dedned for b bass L (Lert £900008

Wiaion Repoct v10 45 © 15362006 Cota beercharge Pio
R e B coak

This report shows a summary of each payment file, followed by the errors
associated with it and finally a table highlighting all payment instruction errors.

The payment file summary section includes the following fields,
e the payment file’s filename

e the service user associated with the payment file and the time it was
imported

e the originating bank account details

e the work code (i.e. whether the file covers a single processing day or a multi-
processing day)

e the earliest processing date of the payment file

e the current status of the file e.g. imported

The payment file errors section displays all errors relating to the file itself, such
as an invalid processing date or an unknown originating bank account.

Finally the payment instructions table displays all the errors associated with
the payment instructions. This can include errors such as an invalid destination
account or an amount that exceed the defined limits.

If multiple payment files have been selected, the validation report will display
each payment file on a new page.

Payment Files — context menu

The context menu is available by clicking with your right-hand mouse button
anywhere within the data area. However, all the context menu options require
you to select a payment file, by highlighting it with a right-hand mouse-click, in
order to perform an action.

The available context menu actions are:

e Edit processing date — edit the processing date of the selected payment file.
Please refer to the section entitled "Edit processing date".
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Manually Create or Edit a Payment File — allows the user to create a new
payment file manually or edit an existing payment file that has been imported
or created previously. Please refer to the section entitled "Manually Create or
Edit a Payment File".

View Summary — view the summary report for the selected payment file.
Please refer to the section entitled "View Summary".

Create Submission — create a submission containing the selected payment
file. Please refer to the section entitled "Create Submission”.

Delete — delete the selected payment file. Please refer to the section entitled
"Delete".

Jump to Submission — jump directly to the active submission related to the
selected payment file. This option can only be used for a payment file that is
part of a submission (its status may be Part of Submission, Signed or Sent).

View Validation Report — displays a report showing all errors contained
within a payment file. Please refer to the section entitled “View Validation
Report”.

Address Book

The address book can be used to store bank account details that are used in
manual created submissions.

_laix]
Type friendly name or select from list:
Friendly Name IAccoum Name lAccc
K o
New I Edit I Delete |
Insert Close
4

To add a new entry to the address book press the ‘New’ button.

To edit an entry in the address book select one entry and press the ‘Edit’ button.

To delete one or multiple entries select the rows you wish to remove and press
the ‘Delete’ button.
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Entries from the address book can be inserted into the manual submission
dialog in different ways. Firstly by selecting the address book entries you wish
to add and clicking the ‘Insert’ button. Secondly by typing the friendly name in
the text box at the top of the dialog, and when an entry is highlighted pressing
the enter button. This is shown in the following screenshot:

_iofx|

Type friendly name or select from list:

Ipayee 2

Friendly Name ] Account Name I Acce

Payee 2 MBJOHNS.. 112

The address book can be resized so that you can view all of the columns
available:

_lalx]

Type friendly name or select from list:

I Friendly Name I Account Name I Account NumberJ Sort Code I Users Heferen...l
Payee 1 MR JOE BLO... 123456789 12

New | Edit ' Deletel

Insert ' Close I

4

The address book can be closed by clicking the ‘Close’ button on the address
book. Alternatively by clicking the ‘Address Book’ button on the manual
submissions dialog.

9.3.6.1 Creating and Editing Address Book Entries

The following dialog is used when creating new address book entries and
editing existing address book entries.

Address Book Entry

Friendly Name ||

Account Name |

Account Number I
Sort Code I_ l_ l_

Users Reference I

2 ] :
Help Cancel

Friendly Name

Each entry in the address book has a friendly name, this provides a mechanism
for easily recognising and searching entries in the address book. The user

OK
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should decide on how to use the friendly name to aid searching the address
book. The friendly name must be a unique value within the address book.

Account Name

The name held on the bank account for this address book entry.
Account Number

The bank account number of this address book entry.

Sort Code

The bank sort code of this address book entry.

Users Reference

Depending on the Bank, the reference will appear on the bank statement of any
transactions made using this address book entry. For payments to Building
Societies accounts, the Users Reference should be the Roll Number for the
account.

Validation

The bank account number and sort code is verified by this dialog against and if
invalid a red cross will be shown next to the account number and sort code. A
validation message will appear in the grey text box at the base of the dialog. For
example:

Address Book Entry

Friendly Name

Account Name IMF\' JOHN SMITH
Account Number W

Sort Code I—‘IZ_ I? EB— 2

Users Reference IDATA INTERCHANGE

IThe sort code 123456 is notin the Industry Sort Code Directory data file.

& [ x v |
Help Cancel

OK
The cancel button can be used to cancel any changes made when editing an
address book entry. When creating new address book entries the cancel button
will cancel the new entry to the address book.

Cancel

Save

The save button saves a new address book entry or saves changes to an edited
address book entry.

Creating Address Book Entries from Submissions

Address book entries can be created from manually created submissions using
the following dialog.
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Add Accounts to Address Book

The following accounts are not listed in your address book. If you wish them to be added then check the
check box against the account you wish to add and type a friendly name for the address book entry.

Add ‘ Account Name | Account Mumber | Sort Code | Users Reference | Friendly Name =
hMR JOHN SML... | 12345678 123456 DATA INTERCHA...
[T |MRJOE BLOG... | 11234567 123456 DATA INTERCHA..
[T |MISS RACHEA... [11123456 123456 DATA INTERCHA... =
@ e cl X | v
Help Select all Select none Cancel OK

4

To add an entry to the address book check the check box in the ‘Add’ column,
then enter a friendly name for the entry. For example:

Add Accounts to Address Book

The following accounts are not listed in your address book. If you wish them to be added then check the
check box against the account you wish to add and type a friendly name for the address book entry.

Add | Account Name | Account Mumber | SortCode | Users Reference | Friendly Name =
V' |MR JOHN SMI... | 12345678 123456 DATA INTERCHA... | Payee 1
V' |MR JOE BLOG... | 11234567 123456 DATA INTERCHA... |Payee 2
V' |MISS RACHEA... [11123456 123456 DATA INTERCHA... 5 .
€@ E l =< v
Help Select all Select none Cancel oK
4

Select all

This button will check all of the check boxes in the ‘Add’ column.
Select none

This button will uncheck all of the check boxes in the ‘Add’ column.
Cancel

This button will cancel the addition of any entries to the address book and
cancel the save of any manually entered submissions.

Save

This button will save the checked entries to the address book, if no entries are
checked then we will not save any entries in the address book.
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Active Submissions

The Active Submissions page is where your imported payment files will appear,
as submissions, if your service user is configured to create submissions on
import.

You will also see here any submissions that were created manually from the
Payment Files page (if applicable).

Active submissions may be validated and signed and sent to BACS.

Whether or not individual payment files within a submission must also be signed
will be determined by the Service User configuration.

_lnix]
File Wiew Actions Tools Help
<> =N e - e
@ ,{ D Q jJ \_:J ﬁ ‘é)/’ Elgi T'_I-,-_-I LOGON | @ 0013 Status: Gonnected
# PaymentFiles ) Active Submissions | 3 Archived Submissionsl =4 Reportsl
P Active Submissions - <All Serice Users> - <all Back Office Profiles> Default I
I Serial Number | Service Uzer I Status ITest Status I Tranzmitted | Processing Date I Payrment Fil, 2]
O oooooz Sericelser] Frepared Full Test 281152006 Standard 18
O oooooz Sericellzer] Frepared Full Test 1000452006 Standard 18
O ooooot Servicellzerd Signed Full Test 031152006 kdanualEntr
O oooooz Servicellzerd Prepared Full Test 061152006 kdanualEntr
O oooooz Sericellzer2 Frepared Live 081152006 DDl Test.t=t
O oooooz Servicellzerd Failed Full Test 131152006 DDl Test.ba
O oonoo4 Sericellserd Failed Full Test 3110i2008 Standard18
O oonoo3 Sericellser? Aborted Live 1311172008 Standard18
O oooooz Bureaullzerl Frepared Live 1940752006 DDl Testtdt
| 2001142006 Small.bac
| 19/07/2006 Large bac
O at6za1 Servicellzer] Report(s) received Full Test 10172008 3AA02006 Copy of Sme
O ooooos Sericelser] Frepared Full Test 2001152006 Srnall.bac
O ooooos Sericellzer] Frepared Full Test 2001152006 Srall.bac
O ooooo? Servicellzer] Sent, awaiting processing  Full Test 101172006 2001172006 Smallbac
O ooooog Servicellzer] Prepared Full Test 201152006 Smallbac
O ooooog Sericelser] Frepared Full Test 2001152006 Srnall.bac
O ooooos Sericellzer] Frepared Full Test 2001152006 Srall.bac
O oooooe Servicellzer] Prepared Full Test 201152006 Smallbac
O oooooc Servicellzer] Prepared Full Test 201152006 Smallbac
O oooooo Sericelser] Frepared Full Test 2001152006 Srall.bac
I:, nnairze Caniral learl Fanar=t racaiad Full Tact 1011 2NNR Q1r1|nr7nnr:. m:.-..-l:mzlj
|Ready Connected  |Server: BACS.IP  |Machine: 127.0.0.1 |Username:TestUser1
Menu bar

The menu bar of the Active Submissions page contains four options:

e File

e View

e Actions
e Help

Selecting any of these options will present you with another list of options.
File option
The File option allows you to do the following:

e Import a payment file manually to BACS.IP. For full details of this option,
please refer to the section entitled "Import File".

e Print a Submission Summary report or an Audit Trail report. For full details of
this option, please refer to the section entitled "Print Report".

e Exit from the BACS.IP Submissions application
View option
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The View option allows you to do the following:

¢ Refresh the view (show the results of any updating or editing you have done
in this view)

e Filter the view. This means you can select a specific time period or a specific
start and end date for which you want to see payment files. You can also
select a specific service user or serial number, and specific file statuses, such
as Imported or Sent. For full details of this option, please refer to the section
entitled "Active Submissions Filter".

e Select all the entries in the view

e Deselect all the entries in the view

Actions option

The Actions option allows you to do the following:
e Send a submission to BACS

e Validate and sign a submission

e Remove a submission

e Archive a submission

e Reset the status of a submission

e Refresh the status of a submission

e View a summary report of the data in a submission
e View the Audit Trail

e View a BACS report for a submission

Help option

The Help option gives you access to the following:

e Contents — the page(s) of the BACS.IP on-line Help manual that describe
and explain the page you are currently looking at

e About — a dialog giving technical details about the BACS.IP Submissions
application

e Online Support — provides direct access to the Data Interchange Plc website

e Payment Services website — provides direct access to the BACS Payment
Services website

Tool bar

The Active Submissions tool bar duplicates many of the menu bar options, but
generally you will find only the most commonly used options in the main tool
bar.

This tool bar contains 11 options. Although all options will always be present,
they will only work if you have been given sufficient privileges by the BACS.IP
Administrator.

A\ This is the Refresh option. The Refresh option updates the contents of
the page to show the results of any updating or editing you have done in this
view.
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‘J/ This is the Filter option. The Filter option allows you to select a specific
time period or a specific start and end date for which you want to see entries in
the data area.
£
— This is the Select All option. The Select All option allows you to select all
the entries on the current page, in order to perform an action on them.

——

——' This is the Deselect option. The Deselect option allows you to deselect all
the currently selected entries on the current page.

=,

~% This is the View Summary Report option. This option creates a preview of
a Payment File Summary report created from one or more selected
submissions. The report can be printed from the preview screen.

l..—'—'.'-

u"J This is the Sign Submission option. This option allows you to sign one or
more selected submissions with your digital signature. You will need to have the
appropriate security permission and a smart card and reader to perform this
function.

% This is the Send Submission option. Use this option to send one or more
selected submissions to BACS. If the submission(s) have not been signed, you
will be prompted to sign them.

.‘:-. Ok

\ﬁ This is the Archive Submission option. Use this option to archive one or
more submissions manually. You do not have to archive submissions manually,
since each successfully processed submission will be archived automatically
once the associated Input report (from BACS) has been read. Only processed
or withdrawn submissions may be archived using the Archive Submission
option. The result will be that the submission is removed from the Active
Submissions view and inserted in the Archived Submissions view.

“E’?’J This is the Help option. The Help option takes you to the page(s) of the
BACS.IP on-line Help manual that describe and explain the page you are
currently looking at.

E"\i
ﬂ This is the Exit option. The Exit option closes the BACS.IP Submissions
application.

]

'f.r

LS This is the Logon to BACS option. The software will immediately attempt
to logon to BACS, and will bring up a Logon to BACS dialog, showing the
progress of the current communications activity. You will need your smart card
and PIN to use this option.

Data area

The Active Submissions data area is where details of active submissions will be
displayed.
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Data displayed will be as follows:

Serial Number — the serial number of this submission. The serial number can
be used to link an active submission to one or more payment files on the
Payment Files page.

Service User — the name of the service user that created this submission.

Status — the current status of the active submission. Once a submission has
been sent to BACS, its status will change according to the contents of the BACS
reports sent to you to indicate its progress through the BACS system.

Possible statuses are:

e Prepared - the submission has been created in the BACS.IP system and no
further processing has yet occurred.

Signed — the submission has been signed but not yet sent

Sending to BACS - the submission is in the process of being sent to BACS

Aborting — the user has prematurely terminated the process of sending the
submission to BACS, and the termination is in progress

e Aborted — the user has prematurely terminated the process of sending the
submission to BACS

e Failed — the submission failed to arrive at BACS

e Sent, awaiting confirmation — the submission has been sent to BACS and is
awaiting preliminary validation

e Sent, awaiting processing — the submission has been sent to BACS, has
been validated and is waiting to be processed

e Processed — all the payment files within the submission have been
processed and an Input Report has been sent to you.

e Processed (Archived) — all the payment files within the submission have
been processed and an Input Report has been sent to you. The Input report
has been read and the submission has been archived, either manually or
automatically, after the number of days specified in the Retention Periods
section of the Administrator.

e Withdrawn — the submission was sent to BACS but a system user requested
the destination bank to withdraw the submission. A Withdrawal Report has
been received from BACS.

¢ Rejected — the submission was sent to BACS but was rejected by them. A
Rejection Arrival Report has been received from BACS.

Test Status — this indicates the submission status currently allocated to the
service user. This status is configured in the Administrator. For more information
about the Test Status, please refer to the section entitled "Service user details
— Submission status".

Transmitted — the date on which the submission was transmitted to BACS, if
applicable. If the submission has not yet been sent, this column will be blank.

Processing Date — the date on which this submission is to be processed by
BACS. If the submission contains several payment files with different processing
dates, the processing date will be the earliest processing date of the payment
files. If no processing date is provided in the file, the processing date shown
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here will be the following day's date. The processing date may be up to 31 days
after the date on which the file is to be received by BACS.

Payment File — the name of the payment file contained in this submission

Payment Service User — the service user that created the payment file
contained in this submission

Active Submissions — Actions

Let's take a closer look at the actions you can perform on the Active
Submissions page.

Send

Select this option to send a selected submission to BACS. The submission must
be validated and signed before you can send it, so you will be prompted to do
this if you have not already done so. Please refer to the section entitled
"Validate and Sign " for details of how to sign a submission.

Once the submission has been signed and you click the Send option, you will
see the following dialog.

ﬂgSending Submission [_ (O] %]
Frogress
=» 1 |nitiating submizsion
2. Bending data to BACS
3. Waiting for confirmation
T
Messages |Results|
Initiating subrmiszion. ;I
& & < v
Help Erint Cancel 164

This shows you the progress of the connection to BACSTEL-IP. If you are not
logged onto BACS, or your previous session has timed out, you will be
prompted to logon to BACS, using your smart card and PIN.

As the Send operation progresses, you will see the black arrow in the Progress
section move down to the next step, and a green tick will appear alongside the
previous step if it completed successfully.

When you have connected to BACS and the file has been sent, you will see the
results of the transmission, on the Results page tab of this dialog, as shown in
the example below.
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¥ Sending Submission =] B

Frogress

\/ 1. Initiating subrmission
"( 2. Sending data to BACS
‘/ 3. %Waiting for confirmation

heszages Results |

Submission Summary =l
ubmission Identifer: 1063777931 23511DCtiig1p
ubmission Status: complete
ubmission Type: fullTest
ubmission Serial Humber: aaao
art Dateftime: Tue Maov 23 16:32:16 GMWT 2003
arliest processing date: 2003-11-26
ser ! Bureau Humber and Hame: 100337 ! servicellzer3ay —
ubmitting contact nameD: Dip 92 F 926530516
ubmission signing contact nameAd: Dipp 95 f 92650516
File Data
[ ]
Help [ Print Eancel QK

The important thing to be checked here is the Submission Status. In the
example above, the Status is "complete”, which means that the submission was
received by BACS.

The Results page contains a summary of the submission and each payment file
within it. You can print the contents of the Results page, as a report, buy clicking
the Print button.

If you look at the Messages page tab, you will see a running commentary of
what went on during the transmission, as shown in the example below.

¥ sending Submission (O] x|

Frogress

'/ 1. Initiating submizzion
‘/ 2. Sending data to BACS
‘/ 3. Waiting for confirmation

| Reszults I

Initiating submizzion. o
‘fou can star vour submizsion,

‘Tour request to start a new submizsion has been successful.

Receiving rezpose to slice 1

Fayment File 001, in progress

Receiving rezposze to zlice 2
Payment File 001, in progress

Receving rezpose to zlice 3
Fayrment File 0071, complete

Confitming submission ;I
@ @& v
Help Erint Cancel [0]:8

To return to the Active Submissions page, click the OK button. You will see that
the submission you just sent now has the status "Sent, awaiting processing".
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Select this option in order to validate and sign a submission. You will need to
have the appropriate security permission, a smart card and reader, and a PIN
number to perform this function. BACS.IP will validate the data content of the
submission before you sign it.

N.B. This option can be used by someone without a smart card, simply to
validate and correct a submission if necessary. In this case, the Sign
buttons will not be enabled. Once validation and correction has been
completed, click the OK button to return to the Active Submissions page.

The Validate and Sign option also allows you to sign the payment file(s) within
the submission if required. Whether or not individual payment files must be
signed will be determined by the Service User configuration.

For a submission whose individual payment files do not need to be signed, the
Sign button appears only with the Submission Summary details. For a
submission whose individual payment files may be signed, the Sign button
appears with the Submission Summary details and with each set of Payment
File Summary details.

Successful validation
An example of a successful validation is shown in the dialog below.

Results

=+ Subrnission 00000M Subrnission Summary

\/ The zubmizsion iz valid.
& The submission has notbeen signed.

- Serial Mumber: QO0000K

- Service User: uzer

- Payment Files: 1

- Earliest Processing Date: 7718720045,

Signing user  |bernard j
=
Wigw Sign
< ||
" Remember invalid sort codes & account numbers and sUppress warnings
& 7 ¥

Help Yalidate o] %

The tree view on the left shows the submission and all the payment files within it
(in the example there is only one payment file).

The Submission Summary on the right shows details of the submission.

By using the Forward and Back buttons you can make your way through the
submission and payment files in the tree view and view their details on the right.
You should read all the Summary details for the submission and payment files
to check that they are correct.

N.B. For payment files that may be signed, you will notice that each set of
Payment File Summary details warns you that the payment file has not
been signed. They should be signed before you sign the submission itself
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(remember to select the appropriate signing user from the dropdown list
first). A Sign button appears with each set of Payment File Summary
details to allow you to sign each payment file. If you accidentally sign the
submission before signing the payment file(s), you can return to the Active
Submissions page, reset the status of the submission, and then go
through the Validate and Sign process again.

After checking the summary information, the most important thing to note is the
green tick against the submission and the file in the tree view, the "submission
is valid" message in the Submission Summary, and the warning triangle telling
you that the submission has not been signed.

Since the submission is valid, you may ignore the Validate button and continue
with the signing of the submission. Before you do so, you may, using the
dropdown arrow, choose from any of the listed Signing users to sign the
submission.

Please note that, if you click the OK button at this point, you will simply be
returned to the Active Submissions page without having signed the submission.

You can now click the Sign button to move on to the next part of the Validate
and Sign option, first making sure that your smart card is inserted in the card
reader.

View Submission Data dialog

If you want to see the data within the submission, select the "View data" tickbox
before clicking the Sign button. This will bring up the View Submission Data
dialog, shown below.

If you do not select the "View data" tickbox, you will be taken straight to the
Enter PIN dialog when you click the Sign button.

=lolx|
VOL10000OF BO0337 -~
3210987109929179200555827 0000000018SACCOUNT TWO XAMPLREF
7 0000000018SACCOUNT TWO XAMPLREF 783t
TWO XAMPLREF 783837636635450992917920055!
78383763663545099291 79200555827 00000002692ACCOUN"
8376366354509929179200555827 00000002692ACCOUNT TWO XAMPLREF
5827 00000002692ACCOUNT TWO XAMPLREF X
NT TWO XAMPLREF 112233445566770992917920(
1122334455667709929179200555827 00000096000ACC(
1122334455667709929179200555827 00000096000ACCOUNT TWO DF3
0555827 00000096000ACCOUNT TWO DF3 SOMEONE
COUNT TWO DF3 SO0MEONE 889988997766550992917¢
SOMEONE 88998689977665509929179200555827 00000012327
8899869977665509929179200555827 00000012327ACCOUNT TWO DFs
200555827 00000012327ACCOUNT TWO DFS SOMETWO
v
[ | >
& 7
Help OK
7

This dialog allows you to see the raw data that you are about to send to BACS.
It is in Standard 18 format, so you may need to consult the BACS Standard 18
specification if you want to know exactly what the data means.

When you have viewed the data, click the OK button to proceed to the Enter
PIN dialog.

Enter PIN dialog

From the Validate and Sign dialog or from the View Submission Data dialog, the
next step in the Validate and Sign process is the Enter PIN dialog:
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GemSAFE - Enter PIN I

“our user PIM is required to access your smart card.

: Pleaze erter your PIN:

{03 I Cancel |

On this dialog, type in your PIN number. When the PIN number is correct, the
OK button will become enabled. Click OK to complete the signing process, or
click Cancel to leave the payment file unsigned.

If the smart card in your reader is not associated with the signing user you have
selected, instead of the Enter PIN dialog you will see the following message
box.

BALCS

Unable to zign data. Ensure thatyou have the correct srmart card properly
ingerted into yvour reader. Refer to the kelp far more information.

v

Ok

This tells you that the data could not be signed. Please check that your smart
card is inserted correctly and ensure that you have selected, on the Validate
and Sign dialog, a signing user that is associated with this card.

Unable to sign challenge from BACS
Signing can also fail for one of the following reasons:

e The smart card reader is not correctly installed. Check the documentation of
your bank's chosen signing solution to ensure it is properly installed.

e The smart card is not ready to be used for signing. Some cards are shipped
with a "Transportation” or "Initialisation” PIN number. This PIN must be
entered, and a user PIN number set up before the card can be used for any
purpose.

e The smart card is not correctly inserted. Try removing the card and re-
inserting it slowly.

Completion of validate and sign

If you completed the signing process, you will be returned to the Validate and
Sign dialog, on which the Sign button is now disabled, and where the
Submission Summary states who has signed the submission, as shown in the
example below.
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Validate and Sign

T Rezults

S~ Submission 00000 —Subrmizzion Sumrmary

y/ The submizzion iz valid.

5\5 The zubmizzion has been signed by bernard.

- Serial Mumber, 00000M

- Service Uzer uzer

- Payment Files: 1

- Earliest Pracessing Date: 77182005,

Signing user |bermard j

™ Rermemberinvalid zort codes & account numbers and SUPPress warnings

(4 | 7z v
Help Walidate [8]:8

If you came to the Validate and Sign dialog from the Validate and Sign option,
click OK to return to the Active Submissions page, where you will see that the
Status of the Submission has been changed to "Signed".

If you came to the Validate and Sign dialog from the Send option, click OK to
initiate the Sending procedure. For details of the Send procedure, please refer
to the section entitled "Send".

Unsuccessful validation

If the validation is unsuccessful, the Validate Submission dialog will show you
details of the validation errors that should be corrected before you send the
submission to BACS.

An example of an unsuccessful validation is shown in the dialog below.
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Yalidate and Sign

T Rezultz

=-€3 Submission D0000M —SBubmission Summary
= File 1
- /% Data Meszage 1 (x| The zubrmizsion iz notvalid.

& The zubmizzion has not been signed.

- Serial Mumber, 00000

- Service Uzer uzer

- Payment Files: 1

- Earliest Pracessing Date: 7182005,

Signing uzer bernard j

[ Remember invalid sort codes & account numbers and TUpPPress warnings

< 7

Help Walidate

ak

The Submission Summary again shows details of the submission, but this time it
also tells you that the submission is not valid. You should try to correct each
error before you sign and send the submission. However, the BACS.IP software
will not force you to correct the errors. You will be able to sign and send the
submission even though it contains errors, but errors may be returned by BACS
if BACS is unable to process the files in which they are found.

In the tree view section of the Validate and Sign dialog, you can see the
structure of the submission. The example above shows that the submission
contains one payment file. This file contains errors at payment file level (File
Message 1 etc). Other files may have errors at payment instruction level (Data
Message 1 etc).

You can use the tree or the Forward and Back buttons to move between the
submission, payment files and payment instructions shown in the tree view. As
you highlight each Data Message or File Message, the right-hand side of the
dialog will highlight the field in error and give a description of what has caused
the validation to fail.

The example below shows the details of an unknown destination sort code.
It is the user's responsibility to decide whether and how to correct any errors.

You may send the submission containing errors, but BACS may inform you that
they are unable to process the payment instruction containing those errors.

At payment instruction level, any of the six fields shown in the example below
may be invalid for one reason or another. However, the only errors you will be
able to correct are those relating to an invalid Destination Sort Code, invalid
Destination Account Number, Processing Date or Amount.

If the Processing Date at this level is invalid, you will be able to amend it by
using the dropdown arrow at the right-hand side of the Processing Date field
and selecting a new date from the calendar that is presented to you. When you
click on another field or button, the new date will be validated before you can
continue.
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—Rezults

=-€3 Subrission 000008 Payment Instruction
=& File 1

/% File Message 1 The destination zort code 403373 was not found in the ;I

. Y Industry sort code directory.
Destination ace. name DIF
Destination sort code I 40 S I 73
Destination acc. o I 31346022
Tranzaction type IDiredDebitregularcollec’cion j
Arnournt I 2347
Frocessing date |23 February 2006 j
Originating account IDATA INTERCHAMGE 2

« | » |

[ Remember invalid zart cades & account numbers and SUPPress warnings

%4 [ 7 v
Help Validate [0]:%

BACS.IP can be set to suppress account number and sort code validation errors
if required. In a small number of cases, account numbers and sort codes do not
conform to the banks’ validity rules. If you are processing payment files that
contain accounts you know to be valid, but which fail the validation tests, you
can tick the check box near the bottom of the dialog, labeled Remember invalid
sort codes & account numbers and suppress warnings. Ticking this box has
two effects:

e |If the validation process finds account errors, a dialog box will be displayed
that lists the sort code and account number pairs that are in error. You will
then have the option to suppress further warnings about these accounts in
the future. If you choose to suppress warnings, the accounts will be added to
an internal list of exclusions.

e After validation, errors detected in accounts that are on the exclusions list
are not displayed. So once an account has been added to the list, no further
warnings about it will appear.

If the check box is not ticked, then you will not be offered the option to add
accounts to the exclusions list, and all validation errors will be shown,
regardless of whether accounts have been added to the list already.

The exclusions dialog is shown below.
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Invalid Accounts 3

These sort codes § accounts have failed validation. If you click "Yes', future
warnings about the validity of the ticked accounts will be suppressed. If you

click 'No’, these accounts will continue to be validated as normal.

‘ Account number

Suppress ‘ Sort code

16-45-45

12-34-56

28-17-92
Help

31025218
12345678
00555827

No

v

Yes

When this dialog is shown, click Yes to suppress future warnings about the
listed accounts with ticks next to them, or No to continue to receive warnings.

At payment file level, the currency or the payment file processing date may be
invalid. If the processing date is invalid, you will be offered an alternative, valid,
date. This will be the next available valid processing date after the current date.
It will be shown on the right-hand side of the Validate Submission dialog, as

shown in the example below.

Validate and Sign

Results

i Payment File

‘Accept’

18 July 2008

pazged.

LIHLT record.)

Fleaze zelect a new pavment file pracessing date and click

j Accept |

The pavment file processing date '6/13/2005" has already
1506: The processing day in your submission haz already
passed. The submizzion will be procezzed on the current
procezzing day. (The procezzing day was supplied in the

If wou have any concerns, please contact wour sponszar.

< h 4
" Remember invalid sort codes & account numbers and sUppress warnings
& 7 ¥
Help Yalidate o] %

You may choose a different date if you wish, by using the dropdown arrow at the
right of the date field and choosing a date from the calendar presented to you.
More simply, you can choose to use the date suggested to you, by clicking the

Accept button.

When you have been through all the errors in all the files, you can click the

Validate button to re-validate the submission.
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If you want to ignore the errors and continue to the signing process, you must
return to the Submission Summary of the Validate and Sign dialog, by

highlighting the Submission node at the top of the tree view.

N.B. For payment files that may be signed, you will notice that each set of
Payment File Summary details warns you that the payment file has not
been signed. They should be signed before you sign the submission itself
(remember to select the appropriate signing user from the dropdown list
first). A Sign button appears with each set of Payment File Summary
details to allow you to sign each payment file. If you accidentally sign the
submission before signing the payment file(s), you can return to the Active
Submissions page, reset the status of the submission, and then go

through the Validate and Sign process again.

Please note that, if you click the OK button at this point, you will simply be
returned to the Active Submissions page without having signed the submission.

Ensure that you have selected the required Signing User from the dropdown list,
then click on the Sign button below the Signing User field, first making sure that
your smart card is inserted in the card reader. This will bring up the following
message, asking if you are sure you want to sign the data even though it

contains errors.

BACS.IP | %]

Are you surs you want to sign the data? It cockains validation arrors which may cause BACS Lo retuen ecrors when &

is sent,

Click Yes to continue, or No to remain on the Validate and Sign dialog.

View Submission Data dialog

If you want to see the data within the submission, select the "View data" tickbox
before clicking the Sign button. This will bring up the View Submission Data

dialog, shown below.

If you do not select the "View data" tickbox, you will be taken straight to the

Enter PIN dialog when you click the Sign button.

=lolx]

VOL10000D0OF BOD337 £
3210987109929179200555827 0000000018SACCOUNT TWO XAMPLREF
7 0000000018SACCOUNT TWO XAMPLREF 783t
TWO XAMPLREF 783837636635450992917920055!
7838376366354509929179200555827 00000002692ACCOUNT
8§376366354509929179200555827 00000002692ACCOUNT TWO XAMPLREF
5827 00000002692ACCOUNT TWO XAMPLREF 2
NT TWO XAMPLREF 112233445566770992917920(
1122334455667709929179200555827 00000096000ACC(
1122334455667709929179200555827 00000096000ACCOUNT TWO DF3
0555827 00000096000ACCOUNT TUWO DF3 SO0MEONE
COUNT TWO DF3 S0MEONE 859988997766550992917¢
SO0MEONE 8899889977665509929179200555827 00000012327
§899889977665509929179200555827 00000012327ACCOUNT TWO DFS
200555827 00000012327ACCOUNT TWO DF3 SOMETWO

4 | I »
o

Help

Igl\

4

This dialog allows you to see the raw data that you are about to send to BACS.
It is in Standard 18 format, so you may need to consult the BACS Standard 18

specification if you want to know exactly what the data means.
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When you have viewed the data, click the OK button to proceed to the Enter
PIN dialog.

Enter PIN dialog

From the Validate and Sign dialog or from the View Submission Data dialog, the
next step in the Validate and Sign process is the Enter PIN dialog:

GemSAFE - Enter PIN I

Your user PIM is required to access your smart card.

: Fleaze enter your PIR:

L3S I Cancel |

On this dialog, type in your PIN number. When the PIN number is correct, the
OK button will become enabled. Click OK to complete the signing process, or
click Cancel to leave the submission unsigned. However, if you click Cancel,
you will have to validate the submission again before you can sign and send it.

If the smart card in your reader is not associated with the signing user you have
selected, instead of the Enter PIN dialog you will see the following message
box.

BACS.IP E3

i 4 The Flels) could not be sgred. Please ensaure your smart card is correctly reerted and that you have selected the
N appropriate signng usar on the Sign Submissons dalog.

This tells you that the files could not be signed. Please check that your smart
card is inserted correctly and ensure that you have selected, on the Submission
Summary section of the Validate and Sign dialog, a signing user that is
associated with this card.

Unable to sign challenge from BACS
Signing can also fail for one of the following reasons:

e The smart card reader is not correctly installed. Check the documentation of
your bank's chosen signing solution to ensure it is properly installed.

e The smart card is not ready to be used for signing. Some cards are shipped
with a "Transportation” or "Initialisation” PIN number. This PIN must be
entered, and a user PIN number set up before the card can be used for any
purpose.

e The smart card is not correctly inserted. Try removing the card and re-
inserting it slowly.

Completion of validate and sign

If you completed the signing process, you will be returned to the Validate and
Sign dialog, on which the Sign button is now disabled, and where the
Submission Summary states who has signed the submission, as shown in the
example below.
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Validate and Sign

 Results

S+ Subrission 0000ON T Submiszion Summary

\/ The zubmission iz valid.

-'*:; The zubmizsion has been zigned by bernard.

- Serial Mumber: 00000~

- Bervice User: user

- Payment Files: 1

- Earliest Pracezzing Date: 71872005,

Signing uger bernard j

Ergn

Wiew

« | o» |

™ Remember invalid sort codes & account numbers and TUPPress warnings

o 7
Help Walidate

If you came to the Validate and Sign dialog from the Validate and Sign option,
click OK to return to the Active Submissions page, where you will see that the
Status of the Submission has been changed to "Signed".

v

0K

If you came to the Validate and Sign dialog from the Send option, click OK to
initiate the Sending procedure. For details of the Send procedure, please refer
to the section entitled "Send".

If you were to click Cancel after signing the submission, and then confirm the
cancellation, you would be returned to the Active Submissions page and all
changes to the submission, including the signature, would be lost.

Remove

This option allows you to remove a submission from the list. The payment file(s)
contained in the removed submission will still be present on the Payment Files
page, unless you choose to delete them. The following message box gives you
the opportunity to delete or keep the payment files related to the submission.

@ Wauld vou like ko delete the payment: files related to the selected submission(s)?

Cancel |

Click Yes to delete the associated payment files, No to keep them, or Cancel to
keep both the submission and the related payment files.

Archive

This option allows you to archive one or more submissions manually. You do
not need to archive submissions manually, since each successfully processed
submission will be archived automatically, after the number of days specified in
the Retention Periods section of the Administrator, once the associated Input
report (from BACS) has been read. Only processed or withdrawn submissions
may be archived using the Archive option. The result will be that the submission
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is removed from the Active Submissions view and inserted in the Archived
Submissions view.

Please note that BACS.IP will not prevent you from manually archiving
submissions before reading the associated Input report, but it is your
responsibility to check the Input report in order to check for any failures.

Reset Status

This option allows you to reset the status of a submission once it has been
signed and before it has been sent to BACS. You may therefore use the Reset
Status option on the statuses listed below, which will have the effect of resetting
the status to Prepared. You must then go through the process of validating and
signing the submission again before you send it to BACS.

Resetting the status of a submission also has the effect of changing its serial
number, as BACS require that each submission should have a unique serial
number.

¢ Signed — the submission has been signed but not yet sent

Sending to BACS - the submission is in the process of being sent to BACS

Aborting — the user has prematurely terminated the process of sending the
submission to BACS, and the termination is still in progress

Aborted — the user has prematurely terminated the process of sending the
submission to BACS

Failed — the submission failed to arrive at BACS

Withdrawn — the submission was sent to BACS but a system user requested
the destination bank to withdraw the submission

If you try to reset any other status, you will see a message box telling you that
the software is unable to reset the status of the submission because of its
current status.

Refresh Status

Once a submission has been sent to BACS, its status will change according to
the contents of the BACS reports sent to you to indicate its progress through the
BACS system.

This option allows you to refresh the status of one or more submissions by
downloading the latest reports from BACS.

If you do not have the necessary privileges to download BACS reports, you will
not be allowed to use this option.

Export to CSV

Select this option if you wish to export a summary of your submissions data to a
CSV file. The CSV file will output the following details (in this order),

e Submission Serial Number

e Payment File Service User

e Payment File Service User BACS Number
e Payment File Service User Group

e Submission Status
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e Transmitted Date

e Earliest Processing Date

e Submission filename

e Original Payment File filename
e DDI Count

e Credit Count

e Credit Value (Pence)

e Debit Count

e Debit Value (Pence)

You will be presented with the following dialog which allows you to enter search
criteria and specify the output filename.

Export To CSY

—Search Criteria
Tranzmiszion Start Date ISIII September 2006 j
Transmizzion End Date |31 October 2006 j
Service Llzer |<.-'1‘-.II Service Uszers> j
— Output File
CSY File Mame
[ i

& | X
Help Cancel

Search Criteria — Transmission Start Date

IIE 4,

Use the calendar to select the transmission start date. Any submissions that
have been transmitted after this date, but before the transmission end date will
be retrieved.

Search Criteria — Transmission End Date

Use the calendar to select the transmission end date. Any submissions that
have been transmitted before this date, but after the transmission start date will
be retrieved.

Search Criteria — Service User

This drop down list is populated with all the available service users for the
current system user. If you wish to filter your submission results to a single
service user, you should select them from the list. Leaving <All Service Users>
selected will return submissions from all service users.

Output File — CSV File Name

You should enter the full path and filename into this area to specify the save
location of your CSV file. If you would prefer to browse for a folder rather than
typing the full directory path, you can click the button to the right which will open
up the following dialog,
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Browse For Folder

" My Documents
E My Compuber
" My Metwork Places

------ ""3 Recycle Bin

ik Zancel Mew Folder
g

Once you have found the directory where you wish to put your file, click OK and
enter the filename.

Alternatively, if you omit the path name and just provide a file name, then the
CSV file will be saved to the same directory as the Submissions client
executable.

Help
If you require any assistance using this dialog, press the help button.
Cancel

Clicking this button will lose all changes you have made and return you to the
Submission section of BACS.IP.

OK

Clicking this button will validate all fields you have entered, retrieve the
collection of Submissions based on your search criteria and create the CSV file
to the location specified.

View Summary Report

This option allows you to view a summary report of one or more selected
submissions. You can then print the report from the preview screen. The
summary report is produced by the BACS.IP software, not by BACS.

Select one or more submissions in the data area, then select this option in order
to view a summary report containing the details of the selected submissions. A
sample summary report is shown below.
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For each payment file in each selected submission, it shows a summary of the
submission details, including:

e the service user associated with the submission

¢ the date the payment file was created

e the current status of the submission e.g. Processed

e the processing date

The summary section is followed by a table showing, the following details:
e the service user associated with the payment file

e the number of Direct Debits and their value

e the number of direct credits and their value

e the number of Direct Debit instructions

e the earliest processing date in the payment file

e the work code i.e. whether the file covers a single processing day or a multi-
processing day

View Audit Trail

This option allows you to view a report of the audit trail for one or more selected
submissions. You can then print the report from the preview screen.

The audit report shows you who did what, and when they did it.

View Validation Report

This option allows you to view a validation report of one or more selected
submissions. The validation report contains all errors relating to the payment
files and payment instructions within the submissions. You can then print the
report from the preview screen. The validation report is produced by the
BACS.IP software, not by BACS.

Select one or more submission lines in the data area, then select this option in
order to view the validation report containing the errors of the selected
submissions. A sample validation report is shown below.
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Submissions Validation Report

Submitting Senice User: Burasy User 1
Senal Numberof Submission: 000017
Numbes of Payment Files: 2

Payment File Summary {(ManualEniry)
File inpected by . Semice User 1, 3t 27032006 11.01.25
Onginating Bank Accoure : 00555318, 20-17-92 (MAN ACCOUNT)
\Week Code  Single Processing Day
Earliest Processing Date : 28032006
Status : Part of Subenission 000017

PaymenmFile Erons
Tha payment file processing date 2803/2006'has siready passad. 1506 Tha processng day in yoursubmission has slready passed. The submessionwillbeprocessedonthe
current processing day.

}g [Account Name :Ar. unt_|Sort Code [Transactian Type_ W‘Kﬁu[u;‘if}}"
1 B 2.

|1 23365 |OeectDed e £1.00[The is the Wduaty ot code dineckey |
1 B I 350780 [DrectDesitieguiar cotadies £1.00{The st the y diveckn |

Payment File Summary (ManualEniry)
Fila snported by : Senice User 1, 3t 27032006 11:01:48
Originating Bank Accourt : 00555319, 20-17-92 (MAN ACCOUNT)
Work Code : Single Processing Day
Earliest Processing Date . 28032006
Status : Part of Subsission 000017

PaymentFile Erors
The payment file processing date 230372005 has dready passad. 1506 The processng day in yoursubmession kas slready passed. The submessionwillbeprocessedonthe
cument processing day

Ref |a Name IB&E&ILM_F_ULCQ@. nmmmnjmngi_&mmkbm
g Iz 3 123460 |Dwedt Dedil ieguial cotedien £3.00]The cestinati
la la la [a507:89 [oved Devitieguiar coredin | £400{The castinati

Vaigation Repod v10.45 ® 12662006 0ot dercharge Pio 020472005 160747
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This report shows a summary of each submission broken down into its
individual payment files. The payment files display a summary followed by the
errors associated with it and finally a table highlighting all payment instruction
errors.

The submission summary section contains a summary of the selected
submission and contains the following fields,

e the name of the user who created the submission

e the serial number of the submission

e a count of the total number of payment files associated with this submission
The payment file summary section includes the following fields,

e the payment file’s filename

e the service user associated with the payment file and the time it was
imported

e the originating bank account details

e the work code (i.e. whether the file covers a single processing day or a multi-
processing day)

e the earliest processing date of the payment file

e the current status of the file e.g. imported

The payment file errors section displays all errors relating to the file itself, such
as an invalid processing date or an unknown originating bank account.

Finally the payment instructions table displays all the errors associated with
the payment instructions. This can include errors such as an invalid destination
account or an amount that exceed the defined limits.

If multiple submissions have been selected, the validation report will display
each submission on a new page. If there are multiple payment files for a single
submission, the validation report will display each payment file sequentially.
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This option allows you to view the available BACS reports for a selected
submission. BACS reports are available for each stage of the BACS processing
cycle. As you obtain each report, the status of the associated submission will be
updated on the Active Submissions page to reflect the particular stage it is at in
the processing cycle.

Active Submissions — context menu

The context menu is available by clicking with your right-hand mouse button
anywhere within the data area. However, most of the context menu options
require you to select a submission, by highlighting it with a right-hand mouse-
click, in order to perform an action.

The available context menu actions are:

e Send — send the selected submission to BACS. Please refer to the section
entitled "Send".

Validate and Sign — validate and sign the selected submission. Please refer
to the section entitled "Validate and Sign ".

¢ Remove — remove the selected submission. Please refer to the section
entitled "Remove".

e Archive — archive the selected submission. Please refer to the section
entitled "Archive".

e Reset status — reset the status of the selected submission. Please refer to
the section entitled "Reset Status".

e Refresh status — refresh the status of all submissions. This option does not
require you to select a submission. Please refer to the section entitled
"Refresh Status".

e View Summary Report — view the summary report for the selected
submission. Please refer to the section entitled "View Summary Report".

e View Audit Trail — view the audit trail for the selected submission. Please
refer to the section entitled "View Audit Trail".

e View Validation Report — displays a report showing all errors contained
within a submission. Please refer to the section entitled “View Validation
Report”.

e BACS Reports — View a BACS report for the selected submission. This
option can only be used for a submission for which one or more BACS
reports has been received. Please refer to the section entitled "BACS
Reports".

Archived Submissions

The Archived Submissions page is where submissions will be stored after being
sent to BACS, until they are no longer needed. The actual length of time they
will be kept can be configured in the Administrator. The default is 365 days.

The purpose of the Archived Submissions page is to allow you to keep a record
of the submissions you have made.
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Submissions may be archived automatically according to the File Retention
settings of the Administrator. Or you may archive submissions manually, using
the Archive option from the Active Submissions view.

l:')Sul:lmissiuns |0 5‘
File Yiew Actions Tools Help
2 <y n 3| @) Selll| B Locon | @ 0013 Stetus: Connected
(& 1‘( v ks J -Li" £ atus: Connecte
# Payment Files | 0 hctive Submissions 9 Archived Submissions |‘-..r) Reparts |
¥ Archived Submissions - <Al Service Userss - <4l Back Office Profiles> Diefault [
| Serial Number I Service Lser I Status | Test Status I Transmitted | Processing Date | Payment File
O oooom Servicellser] Sentto BACS Full Test 0211172008 201152006 Smallbac
O oonnaz Bureaullserl Sentto BACS Live 0371172006 061152006 Standard18 wit
il | |
‘ Connected  |Server: BACEIP  |Machine: 127.0.0.1 |Usamame:TastUsar1

9.5.1 Menu bar
The menu bar of the Archived Submissions page contains four options:
e File
e View
e Actions
e Help
Selecting any of these options will present you with another list of options.
File option
The File option allows you to do the following:

e Import a payment file manually to BACS.IP. For full details of this option,
please refer to the section entitled "Import File".

e Print a Submission Summary report or an Audit Trail report. For full details of
this option, please refer to the section entitled "Print Report".

e Exit from the BACS.IP Submissions application
View option
The View option allows you to do the following:

e Refresh the view (show the results of any updating or editing you have done
in this view)

o Filter the view. This means you can select a specific time period or a specific
start and end date for which you want to see payment files. You can also
select a specific service user or serial number, and specific file statuses, such
as Imported or Sent. For full details of this option, please refer to the section
entitled "Archived Submissions filter".

e Select all the entries in the view
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e Deselect all the entries in the view

Actions option

The Actions option allows you to do the following:

¢ View a summary report of data within an archived submission
e View the Audit Trail for an archived submission

e View a BACS report for an archived submission

Help option

The Help option gives you access to the following:

e Contents — the page(s) of the BACS.IP on-line Help manual that describe
and explain the page you are currently looking at

e About — a dialog giving technical details about the BACS.IP Submissions
application

e Online Support — provides direct access to the Data Interchange Plc website

e Payment Services website — provides direct access to the BACS Payment
Services website

Tool bar

The Archived Submissions tool bar duplicates many of the menu bar options,
but generally you will find only the most commonly used options in the main tool
bar.

This tool bar contains 8 options. Although all options will always be present,
they will only work if you have been given sufficient privileges by the BACS.IP
Administrator.

L& This is the Refresh option. The Refresh option updates the contents of
the page to show the results of any updating or editing you have done in this

view.

a4

'~( This is the Filter option. The Filter option allows you to select a specific
time period or a specific start and end date for which you want to see entries in
the data area.

|

v . : :
—' This is the Select All option. The Select All option allows you to select all
the entries on the current page, in order to perform an action on them.

pr——

= This is the Deselect option. The Deselect option allows you to deselect all
the currently selected entries on the current page.

=,

% This is the View Summary Report option. It allows you to view and print a
summary report for one or more selected files. The Summary report is produced
by the BACS.IP software, not by BACS.
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I

—/J This is the Help option. The Help option takes you to the page(s) of the
BACS.IP on-line Help manual that describe and explain the page you are
currently looking at.

E“i
L This is the Exit option. The Exit option closes the BACS.IP Submissions
application.

]

'f.-

L' This is the Logon to BACS option. The software will immediately attempt
to logon to BACS, and will bring up a Logon to BACS dialog, showing the
progress of the current communications activity. You will need your smart card
and PIN to use this option.

Data area

The Archived Submissions data area is where details of archived submissions
will be displayed.

Data displayed will be as follows:

Serial Number — the serial number of this submission. The serial number can
be used to link an archived submission to one or more payment files on the
Payment Files page.

Service User — the name of the service user that created this submission.
Status — the current status of the archived submission.
Possible statuses are:

e Archived Processed — all the payment files within the submission have been
processed and an Input Report has been sent to you. The Input report has
been read and the submission has been automatically archived, or you have
manually archived the submission.

¢ Archived Withdrawn — the submission was sent to BACS but a system user
requested the destination bank to withdraw the submission

Test Status — this indicates the submission status currently allocated to the
service user. This status is configured in the Administrator. For more information
about the Test Status, please refer to the section entitled "Service user details
— Submission status”.

Transmitted — the date on which the submission was transmitted.
Processing Date — the date on which the submission was to be processed
Payment File — the name of the payment file contained in this submission

Payment Service User — the service user that created the payment file
contained in this submission.

Archived Submissions — Actions

Let's take a closer look at the actions you can perform on the archived
submissions page.

View Summary Report

This option allows you to view a summary report of one or more selected
archived submissions. You can then print the report from the preview screen.
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This option allows you to view a summary report of one or more selected
archived submissions. You can then print the report from the preview screen.
The summary report is produced by the BACS.IP software, not by BACS.

Select one or more archived submissions in the data area, then select this
option in order to view a summary report containing the details of the selected
submissions. A sample summary report is shown below.

[Bentorevien . =lglx|
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Submission Summary

Submission Summary v1.012 1905-2005 Data Interchange Plc 20102005 16:52:09
[———" Page 1001

For each payment file in each selected submission, it shows a summary of the
submission details, including:

e the service user associated with the submission

¢ the date the payment file was created

e the current status of the submission e.g. Processed

e the processing date

The summary section is followed by a table showing, the following details:
e the service user associated with the payment file

e the number of Direct Debits and their value

e the number of direct credits and their value

e the number of Direct Debit instructions

e the earliest processing date in the payment file

e the work code i.e. whether the file covers a single processing day or a multi-
processing day

View Audit Trail

This option allows you to view a report of the audit trail for one or more selected
submissions. You can then print the report from the preview screen.

The audit report shows you who did what, and when they did it.

View Validation Report

This option allows you to view a validation report of one or more selected
archived submissions. The validation report contains all errors relating to the
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payment files and payment instructions within the archived submissions. You
can then print the report from the preview screen. The validation report is
produced by the BACS.IP software, not by BACS.

Select one or more submission lines in the data area, then select this option in
order to view the validation report containing the errors of the selected
submissions. A sample validation report is shown below.

_1sx]
@O - DmS 68| oo page [ 1]

Submissions Validation Report

Submitting Senice User: Burasu Usar 1
Senal Numberof Submission: 000017
Numbes of Payment Files: 2

Payment File Summary {(ManualEniry)
File inperted by - Semice User 1, at 27082006 11.01.25
Onginating Bank Accoure : 00555318, 20-17-92 (MAN ACCOUNT)
Wecek Code : Single ProcessingDay
Earliest Processing Date : 28032006
Status : Part of Subenission 00017

PaymenmFile Erors
Tha payment file processing date 2803/2006'has slready passad. 1506 Tha processng day in yoursubmission has slready passed The submessonwilibeprocessedonthe
current processing day.

|1 123365 [Deed Dedilieguiar colades £1.00[The
1 1 I [8507.80  [oredbeditieguiar cotades | £1.00[The easts
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Payment File Summary (ManualEniry)
Fila snported by : Senice User 1, 3t 27032006 11:01:48
Originating Bank Accourt : 00555319, 20-17-92 (MAN ACCOUNT)
Work Code : Single Processing Day
Earliest Processing Date . 28032006
Status : Part of Subsission 000017

PaymentFile Erors:
The payment file processing date 230372005 has dready passad. 1506 The processng day in yoursubmession has slready passed. The submessonwillbeprocessedonthe
curent processing day.
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This report shows a summary of each submission broken down into its
individual payment files. The payment files display a summary followed by the
errors associated with it and finally a table highlighting all payment instruction
errors.

The submission summary section contains a summary of the selected
submission and contains the following fields,

e the name of the user who created the submission

e the serial number of the submission

e a count of the total number of payment files associated with this submission
The payment file summary section includes the following fields,

e the payment file’s filename

e the service user associated with the payment file and the time it was
imported

e the originating bank account details

e the work code (i.e. whether the file covers a single processing day or a multi-
processing day)

e the earliest processing date of the payment file

e the current status of the file e.g. imported

The payment file errors section displays all errors relating to the file itself, such
as an invalid processing date or an unknown originating bank account.
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Finally the payment instructions table displays all the errors associated with
the payment instructions. This can include errors such as an invalid destination
account or an amount that exceed the defined limits.

If multiple submissions have been selected, the validation report will display
each submission on a new page. If there are multiple payment files for a single
submission, the validation report will display each payment file sequentially.

BACS Reports

This option allows you to view the available BACS reports for a selected
submission.

Archived Submissions — context menu

The context menu is available by clicking with your right-hand mouse button
anywhere within the data area. However, all the context menu options require
you to select an archived submission, by highlighting it with a right-hand mouse-
click, in order to perform an action.

The available context menu actions are:

e View Summary Report — view the summary report for the selected
submission. Please refer to the section entitled "View Summary Report".

e View Audit Trail — view the audit trail for the selected submission. Please
refer to the section entitled "View Audit Trail".

e View Validation Report — displays a report showing all errors contained
within a submission. Please refer to the section entitled “View Validation
Report”.

e BACS Reports — View a BACS report for the selected submission. This
option can only be used for a submission for which one or more BACS
reports has been received. Please refer to the section entitled "BACS
Reports".

Reports

The Reports view displays all the BACS reports that are currently available for
any of your submissions. Each BACS report is linked to a specific submission,
easily identifiable by the value in the Submission Serial column.

If a submission contained several payment files with different processing dates,
or if it contained multiple payment day payment files, a BACS report will be
produced for each processing date referred to in the submission.

As you obtain each processing report, the status of the associated submission
will be updated on the Active Submissions page to reflect the particular stage it
is at in the processing cycle.

The list of reports will be sorted based on the date and time the reports were
generated (most recent first). If reports have the same generation date and time,
their order is not determined.

Reports can be retrieved within the same application session that was used to
transmit a Submission, providing the application session has not timed out and
providing you have the appropriate security permission.

It is the responsibility of users to check reports frequently to ensure they stay
abreast of all information handed down by BACS.
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'4-, 2101 NENNE ALINNIS Fila Accantancs | Camical loarl 2101 FNNE _'ILI
‘ Connected  |Server: BACS IP |Machm5 1270071 |Username: TestUserl

Menu bar
The menu bar of the Reports page contains four options:

e File
o View
e Actions

e Help

Selecting any of these options will present you with another list of options.
File option

The File option allows you to do the following:

e Import a payment file manually to BACS.IP. For full details of this option,
please refer to the section entitled "Import File".

e Print a BACS report. This option sends the report straight to the printer
without the option to preview.

e EXxit from the BACS.IP Submissions application
View option
The View option allows you to do the following:

¢ Refresh the view (show the results of any updating or editing you have done
in this view)

e Filter the view. This means you can select a specific time period or a specific
start and end date for which you want to see payment files. You can also
select a specific service user or serial number, and specific file statuses, such
as Imported or Sent. For full details of this option, please refer to the section
entitled "Reports filter".

e Select all the entries in the view
e Deselect all the entries in the view
Actions option

The Actions option allows you to do the following:
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e View a report

e Print a report

e Download a report

e Export XML

e Synchronise reports with BACS

e Search for reports

Help option

The Help option gives you access to the following:

e Contents — the page(s) of the BACS.IP on-line Help manual that describe
and explain the page you are currently looking at

e About — a dialog giving technical details about the BACS.IP Submissions
application

e Online Support — provides direct access to the Data Interchange Plc website

e Payment Services website — provides direct access to the BACS Payment
Services website

Tool bar

The Reports tool bar duplicates many of the menu bar options, but generally
you will find only the most commonly used options in the main tool bar.

This tool bar contains 10 options. Although all options will always be present,
they will only work if you have been given sufficient privileges by the BACS.IP
Administrator.

L& This is the Refresh option. The Refresh option updates the contents of

the page to show the results of any updating or editing you have done in this
view.

a4

'~( This is the Filter option. The Filter option allows you to select a specific
time period or a specific start and end date for which you want to see entries in
the data area.

|

v . . .
— This is the Select All option. The Select All option allows you to select all
the entries on the current page, in order to perform an action on them.

pr——

— This is the Deselect option. The Deselect option allows you to deselect all
the currently selected entries on the current page.

wg" This is the Print Report option. Use this option to print one or more
selected BACS reports.

=,

~% This is the View Report option. Use this option to view the contents of a
single selected BACS report.

Using the software 145



9.6.3

9.6.4

9.64.1

146

é‘};' This is the Download Reports option. Use this option to synchronise your
reports with BACS i.e. obtain the most recent reports from BACS.

7‘:_«”} This is the Help option. The Help option takes you to the page(s) of the
BACS.IP on-line Help manual that describe and explain the page you are
currently looking at.

E“i
L This is the Exit option. The Exit option closes the BACS.IP Submissions
application.

]

'f.r

L= This is the Logon to BACS option. The software will immediately attempt
to logon to BACS, and will bring up a Logon to BACS dialog, showing the
progress of the current communications activity. You will need your smart card
and PIN to use this option.

Data area

The Reports data area is where details relating to BACS reports will be
displayed.

Data displayed will be as follows:
Report Date — the date on which the report was created.

Report Type — the type of the report. Currently the following types of report are
available: ARUCS, ARUDD, Input, Withdrawal, and Arrival. The use of (T)
following some reports is an indication that these are test reports.

Read (Date) — the date on which the report was first read by one of your system
users.

Read by — the username of the system user who was the first person to read
the report.

Service User — the service user associated with the system user whose name
is in the Read by column.

Processing Date — the processing date of the submission.

Submission Serial — the serial number of the submission. This equates to the
volume serial number that can be found on the BACS report.

XML Filename - this is the filename containing the XML version of the report.
This file can be found in the ..Reports\XML path of the BACS.IP installation
directory.

Reports — Actions
Let's take a closer look at the actions you can perform on the reports page.

View Report

This option allows you to view the selected report. You can then print the report
from the preview screen.
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ing ARUCS report for Data Interchange plc

LIST OF AUTOMATED UNAPPLIED CREDITS RECEIVED FOR 999999 USER LTD Page 1
4 m BACS USER NUMBER : 999999 BANK : A BANK LTD
BRANCH NAME : DOWN TOWN
SORT CODE : 99-99-99  ACCOUNT NUMBER : 99999999

RETURNED FROM TRANS.

REFERENCE AMOUNT _NAME SORT _CODE___ACCOUNT _UAC A/C NAME _CODE _REASON FOR RETURK
FATH 4 H I31.25 5B050G0018-08.1377  €4-00-01 00000000 USER 88888 RA 0 - INVALID DETAILS
PATH 4 £ 231.25 SBOSDG0018-09.1374  64-00-01 00000000 USER 988888 RA 0 - INVALID DETAILS
FATH 4 £ 231.25 S5B0S0E0018-03.1373  ¢4-00-01 00000000 USER g8888 RA 0 - INVALID DETAILS
PATH 4 £ 231.25 SBOSDG0018-03.1376  64-00-01 00000000 USER 988888 RA 0 - INVALID DETAILS
FATH 4 £ 231.25 S5B0S0E001E-03.1375  ¢4-00-01 00000000 USER 5g8888 RA 0 - INVALID DETAILS
PATH 4 £ 231.25 SBOSDG0018-03.1378  64-00-01 00000000 USER 988888 RA 0 - INVALID DETAILS
PATH 4 £ 231.25 SBOSDE0018-09.1371  64-00-01 00000000 USER 9ggEEs RA 0 - INVALID DETAILS
PATH 4 £ 231.25 SBOSDG0018-03.1380  64-00-01 00000000 USER 988888 RA 0 - INVALID DETAILS
PATH 4 £ 231.25 SBOSDE0018-09.1372  64-00-01 00000000 USER 988888 RA 0 - INVALID DETAILS
PATH 4 € 231.25 SBOSD60018-03.1379  £4-00-01 00000000 USER 988888 RA 0 - INVALID DETAILS

TOTAL : 1 ITEWS FOR & 231.25

=
<] @ ¥
Help Print Close

Above is an example of an ARUCS report. The Print and Close buttons are in
the bottom right-hand corner of the page.

Click the Print button to print the report. Click the Close button to close the
preview page.

Print Report

This option allows you to print the selected report directly, without seeing a
preview first.

Download Report

This option requires the use of a smartcard and PIN. Once activated, you will
see the "Logon to BACS" dialog and the Enter PIN dialog. The Logon to BACS
dialog will show you information about the progress of the connection. Once the
OK button is enabled, click it to return to the Reports page.

This option allows you to select one or more specific BACS reports to download.
Select one or more of the listed reports in the Reports view and use this option
to download them from BACS.

Export XML

This option allows you to copy the XML format of a BACS report to another
location in your system. This is useful if you have a back-office system which
can read the XML format of the BACS report. Select a single report from the list
and select this option to see the following dialog:

Using the software 147



9.6.45

148

Select location for XML file [ 2| X}

Save in: I&] test LI 4= &k E3-
_1BAsS: [ RESULTS_070404174017.xml
_DataRecordErrors 9] TestInput_040407_015307 xml
) Encoding @ ‘WithdrawalReport_040401_021440.xml
[ IForScreenShots @ WithdrawalReport_040401_021441.xml
) HeaderFieldErrors
3 ] 518_structural_errors
) valid
é"l Awacs_040401_021431.xml
:;—5] boo.xml
27| ReftInput_040407 _114259.xml
= Zﬂ Reftrarrival_040401_021436.xml
My Computer

b= File name: IAddacs_040408_0222284xml LI Save I
My Network P...
Saveastype:  [XML Files (*.xml) 4| Cancel |

Z

This is the "Select location for XML file" dialog. Simply use it as a normal
Windows Save As dialog.

Synchronise reports with BACS

This option requires the use of a smartcard and PIN. Once activated, you will
see the "Logon to BACS" dialog and the Enter PIN dialog. The Logon to BACS
dialog will show you information about the progress of the connection. Once the
OK button is enabled, click it to return to the Reports page.

Synchronising reports with BACS means that the software will check for reports
at BACS and download any that are more recent than the ones you already
have. As you obtain each processing report using this option, the status of the
associated submission will be updated on the Active Submissions page to
reflect the particular stage it is at in the processing cycle.

You will see that each report type is displayed in grey until it has finished being
downloaded. Then it will be shown in black, indicating that the report can now
be read.

% Submissions —|ol x|
File Yiew Actions Tools Help
ﬁn <
f . D QN @ ‘\:;) E:gi 1: i LocoN @ 0013 Status: Connected
=4 Payment Fllesl P Active Subm\ssmnsl T Archived Submissions <% REDDHS
&8 Reports - <All Service Users> - <all Report Types®> - <All Back Office Profiles> Default [
| Report Date | Report Type | Read (Date) Read b | Setvice Lser | Pracessing Date *
O =z1noizoos REFT Arrival 201172006 16:24:20 TestUser 1 Servicellser] 311 02006
O z110iz008 REFT Input 2411172006 09:26:30 TestUser 1 Servicellser] 311072006
O a1nnizons REFT Input Servicellser] 311 002006
O z110iz006 REFT Input Servicellser] 311052006
O 311102008 ‘withdraweal Servicellserl 1N 02006
O 311102008 REFT Input 241102006 09:26:50 TestUser1 Servicellserl N 02006
O 1on1izo06 Submission Results 101172006 13:49:22 TestUser 3 Servicellser] 131172006
O 10n1iz008 Submission Results 101172006 13:43:.49 TestUser 3 Servicellser] 131172006
O 100 1iz006 Submission Results 101172006 13:41:17 TestUser 3 Servicellser] 131112006
O 100 1iz006 Submission Results 101172006 13:42:27 Test User 3 Servicelser] 2011112006
O 1011/2008 Subrission Results 10A1/200613:40:08  TestUser3 Servicellserl 201142006
O o2i11/2008 Subrission Results 021102006 09:19:48  TestUser! Servicellserl 201142006
O 31102006 AUDDIS File Acceptance Servicel)serl 3102006
D 3101052006 ALUDODIS File Acceptance Servicellser] 311 052006
O z110iz008 AUDDIS File Acceptance | 2001772006 16:23:44 TestUser 1 Servicellser] 311072006
O a1nnizong AUDDIS File Acceptance Servicellser] 311 02006
O a1 0izo06 AUDDIS File Acceptance Servicellser] 311 02006
O 211002006 AUDDIS File Acceptance Setvicellserl M 02006
O 211002006 AUDDIS File Acceptance Setvicelserl A 02006
O 102006 AUDDIS File Acceptance ServicelJserl 311042006
D 311052006 ALUDDIS File Acceptance Serviceldserl 311052006
':r AT NMNNE ALINNIE Fila Arcantanes I Caniral lzarl AN NPNNE _}'ﬂ
‘ |Connected |Sarver: BACE.IF |Machme 127.0.01 |Usemame:TastUsEr1

The diagram above shows synchronisation in progress, with some reports in
grey and some in black. Use the Refresh option to see them all in black once
synchronisation is complete.
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9.6.4.6 Search for reports

This option allows you to search the BACS system (not BACS.IP) for one or
more reports, by specifying a variety of search criteria. Select this option to bring
up the Report Criteria dialog, shown below.

If the search results in no new reports, you will see a message in the main tool
bar telling you that the reports list is up to date.

If the search is successful, the report(s) will be displayed in the reports view but
will not be downloaded. To download them, use the Actions >> Download
Report option.

Report Criteria

~Proceszzing Date
€ Recenibates] [ 3

© Specific date fos  April 2004 4|

[ Acceszed

% All reports, accessed and unaccessed

" Mot previouszly accezzed

Report Selection

Service Uszer |<.-’-\II Service Users> j
Report Twpe |<C.-’-‘«|| Report Tvpes> j
Test r

4 ey #
Help Cancel Search

The dialog is divided into three sections: Processing Date, Accessed and Report
Selection.

Processing Date — Recent Dates

Select this option if you want to search for reports with processing dates from
the last x days. Use the up and down arrows to select the number of days to be
searched. The lower limit is 1 and the upper limit is 31.

Processing Date — Specific Date

Select this option if you want to search for reports with a specific processing
date.

Accessed

In this section you can choose to search for reports that you have not previously
accessed, or for all reports, both accessed and unaccessed.

Report Selection

In this section you can select a specific service user and/or a specific report type
to search for.

Test tickbox
Select the Test tickbox if the report(s) you wish to find are test reports.
9.6.5 Reports — context menu

The context menu is available by clicking with your right-hand mouse button
anywhere within the data area.
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The available context menu actions are:

e View Report — view the selected BACS report. Please refer to the section
entitled "View Report".

e Print Report — print the selected BACS report. Please refer to the section
entitled "Print Report".

e Synchronise with BACS — check for reports at BACS and download any that
are more recent than the ones you already have. Please refer to the section
entitled "Synchronise reports with BACS".

Report types

There are several report types available from BACS. These are divided into two
categories: Processing reports and Advices for returns

You will only be able to download reports from BACS during the time of the
BACSTEL-IP Service Availability Window, which runs from Monday 07:00 hours
to Friday 23:00 hours.

For a full description of all report types that may be downloaded from BACS,
please refer to Appendix G of the BACS Service User Guide.

Processing reports

Processing reports contain details relating to data that you have submitted to
BACS, such as whether the data arrived, whether the data has been processed
etc. These files provide you with a detailed account of what is happening to the
data you submitted, at each stage of its progress through the BACS system.

The types of the processing reports you may download are as follows:

e Input — produced following the successful validation of a day section of a
payment file. It is therefore available on input day of the processing cycle. A
separate input report is produced for any Direct Debit instructions contained
in a payment file. Any payment instructions that have been amended,
rejected or returned by BACS will be highlighted on the report. You must
therefore check each Input report as soon as it is available, and contact your
bank if you have any concerns. Once you have read an Input report, the
associated submission will be archived automatically after the number of
days specified in the File Retention section of the Administrator. A more
detailed explanation of Input reports is given below.

e Withdrawal — If you submit a payment file in error, you can contact your bank
on or before input day to ask for the payment file to be withdrawn. This will
result in the creation of a withdrawal report. When you receive the withdrawal
report you should check that the appropriate data was extracted.

e Rejection Arrival — A rejection arrival report is generated when BACS initial
validation rejects a future-dated payment file.

Input reports

Input reports are sent out for each processing day referred to in the payment
instructions. For a submission containing one payment file for a single
processing day, one input report would be produced. For a submission
containing multiple payment files each having a single processing day, an input
report would be created for each processing day.

Using the software



9.6.6.2

9.6.7

9.7

For example, for a submission containing multiple payment files sent on the 11"
of the month, where the payment files have processing dates of the 12™, 13"
and 14™, an input report will be produced for each of the three processing dates.
Advices for returns

Advices for returns contains details of the actual payments that have been
made.

The names of the Advices for returns reports you may download are as follows:
e ARUCS - Automated return of unapplied credits service
e ARUDD - Automated return of unpaid Direct Debits

Both these report types are concerned with payment instructions that cannot be
applied by the destination bank/building society. The payment instructions will
be returned to the originating account. These reports list the payment
instructions that could not be applied and have therefore been returned. These
payment instructions should appear in the service user's account on the next
valid input/processing day after the date of the report.

Input report timing

Turnaround of reports with BACSTEL-IP is done within a few hours, as opposed
to overnight with the old system. Takin% the example of a submission containing
multiple payment files sent on the 11" of the month, where the payment files
have processing dates of the 12™, 13™ and 14", this means that the Input report
for the processing date of the 12™ can usually be collected on the 11", the
report for the 13" can be collected on the 12", and the report for the 14™ can be
collected on the 13™.

Similarly, a submission containing a multi-payment day payment file would also
result in multiple input reports being produced for each date in the file.

Error handling

BACS.IP is required to handle any errors that occur during the creation and
transmission of submission files to BACS.

If BACS themselves find any errors, you will be informed of the errors in BACS
reports, available on the Reports page of the Submissions application.

If the BACS.IP software finds any errors, these will be reported to you by the
software itself, so that you can make the necessary corrections. Errors found
during the Validate and Sign process will be reported on the Validate and Sign
dialog.

Errors reported will include:

Invalid account details

Unauthorised user

Failure to sign payment file (if required)
Failure to sign submission

Failure of any kind when reaching BACS
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Database Backup and Restore

Introduction

We recommend that you backup the BACS.IP database regularly. This can be
achieved quickly and easily from the Start menu. The frequency with which you
should perform the backup will depend on your usage of the BACS.IP software.
A bureau, for example, should probably perform a daily backup at the very least.

Perform a backup or restore

Select Start >> Programs >> Data Interchange Plc >> BACS.IP >> BACS.IP
Database Backup to bring up the following dialog.

& Backup/Restore SQL Server Database E3

— Backup/Restore BACS.IP Database

Click OK to backup or restore your BACS.IP database.

Click the 'Override Settings' checkbox to specify a particular
serveridatabase.

" Backup " Restore

Filename

" Overide Settings

[~ Backup/Restore Confiauration

GEnET IF AULPCIDIPO0T

I
Database IE;.&.{. SIFP_056 LI

¥4 v
Help Cancel QK

This dialog is used for both backup and restore operations.

First select the appropriate operation (Backup or Restore).

In the Filename field, type in the full path and filename of the Backup file (i.e.
for a Backup, this should be the name of the resultant backed up file. For a
Restore, this should be the name of the file that the database is to be restored
from).

N.B. If your database is held on a server that is not on your local machine, the
file path you type in will be deemed to be on the remote server, unless you
provide the UNC (Universal Naming Convention) path to the local machine.

Please note that you must specify an existing directory in which the backup file
is to be saved. You may give the filename any extension or none at all.

The default database name and server location (shown in the Server and
Database fields at the bottom of the dialog) will be used for the operation,
unless you select the Override Settings tickbox. This will enable these fields and
allow you to change the details using the dropdown arrows.

The Refresh button, only available if you have selected the Override Settings
tickbox, can be used to reset the Database field to the value it held when you
opened the dialog.
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Using a non-default server

If you select a Server for which a login and password details are required, you
will see a dialog similar to the example below.

& S0L Server Login

Fleaze enteryour SOL Server login and passward for
the server 'LUNARZ'. Press cancel if vou wish to try
and login uzing your windows account.

Lagin I

Paszword I

& | = 7 L
Help Cancel QR ¥

Type your login and password in the appropriate fields and click OK to continue.
Otherwise click Cancel if you wish to try and login using your Windows account.

Performing the operation

Please note that the BACS.IP server may be left running while you perform a
backup, but you must close the server before running a restore.

Whenever you attempt to run a restore, you will see the following message box,
whether the server is running or not.

Database Backup/Restore

‘:\l‘) Ensure that the BACS.IP server is not running before attempting to restore this database.

Cancel l

Check in the system tray (usually in the bottom right-hand corner of your
screen) for the BACS.IP server icon. To check for the relevant icon, hold your
cursor over the icon and its name will appear. To close the server, right-click on
the icon and select Shut Down from the context menu that appears. You can
now proceed with the restore.

N.B. Users running BACS.IP as a system service will need to stop the service in
order to run a restore. Please see the section entitled "Stopping" for details of
how to do this.

Once the restore is complete, you can start the server again.

Whether you perform a backup or a restore, the success of the operation will be
indicated to you via a message box, as shown below.

For a backup
Database Backup/Restore [ X]

‘\iﬂ) The BACS.IP database backup was successfully created.

or for a restore
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':é) The BACS.IP database on PAULPCADIPODT was successfully restored.

Clicking OK will close both the message box and the Backup/Restore dialog.
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Frequently asked questions

How do | import payment file data to BACS.IP?

BACS.IP supports Standard18, CCM LPAY, Profund A0210A1 and Selven file
formats by default. If you are using a different file format you must first configure
the details of the files using the File Formats section of the Administrator
application.

If you are using a message format already supported by BACS.IP or you have
configured your file formats you can then configure the back office details using
the Back Office section of the Administrator application. Once your back office
system has placed files into the specified directory, BACS.IP will detect and
import them automatically into the Submissions application.

For full details of how to configure the file format details, please refer to the
section entitled “File Formats Configuration”.

For full details of how to configure the back office details, please refer to the
section entitled “Back Office Configuration”.

How do | submit a payment file to BACS?

You cannot submit a payment file as a payment file. It must first be used to
create a submission. A submission may contain one or more payment files.

Before you send the submission to BACS, you must first validate and sign it,
using the Validate and Sign option from the Active Submissions page of the
Submissions application.

In the case of service users who may sign payment files, you will notice during
the Validate and Sign process that each set of Payment File Summary details
warns you that the payment file has not been signed. They should be signed
before you sign the submission itself (remember to select the appropriate
signing user from the dropdown list first). A Sign button appears with each set
of Payment File Summary details to allow you to sign each payment file. If you
accidentally sign the submission before signing the payment file(s), you can
return to the Active Submissions page, reset the status of the submission, and
then go through the Validate and Sign process again.

How do | send a submission to BACS?

Open the Active Submissions page of the Submissions application. Select a
submission from the list presented to you and use the Send option (either the
Send icon or Actions >> Send). If the submission has not yet been signed you
will be asked to sign it before it will be sent.

How do | retrieve a BACS report about a submission?

Open the Reports page of the Submissions application. Select the Synchronise
with BACS option to download all the currently available reports from BACS.
This action requires you to logon to BACSTEL-IP, so you will need a valid smart
card and your PIN.

You will see the dialog shown below, which shows you the progress of your
attempted connection to BACS.:
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Logon To BACS

—Progress
H— v

Logging on to BACS extranet

<

Cancel

& >>

Help Details

v

Ok

If you have any difficulty logging onto BACS, click on the Details button to see a
full description of the problem. You will then have to click the Cancel button to
return to the Reports page.

If you made a successful connection, you will see that the list of available
reports has been, or is being, updated. Once the update has completed, click
the OK button to close the Logon to BACS dialog. Now you can select any of
the reports to view its contents.

Once the reports are available from the Reports page, you will also be able to
access the same reports from the Active Submissions and the Archived
Submissions page.

How do | view a BACS report about a submission?

Reports are available from the Active Submissions page, the Archived
Submissions page and the Reports page. Depending on your configuration as a
system user, you may not be able to see all three of these pages. However, the
reports available on each page are identical; it is simply how you access them
that differs.

From the Active Submissions page and the Archived Submissions page, select
the checkbox of the submission you are interested in, then select Actions >>
BACS Reports and choose a report from the list offered to you.

From the Reports page, use a combination of the values in the Report Type and
Submission Serial columns to select the checkbox of the report and submission
you are interested in, then select the View option (either Actions >> View
Report or the View icon from the tool bar).

How do | update my Industry sort code list?

You may download updated industry sort code lists from the Data Interchange
Plc website. You must then copy the file(s) to the correct location. A set of
instructions will be provided for this purpose, together with the updated list.

How do | know if BACS received my submission?

BACS.IP will display a message to confirm that your submission has been
received for processing by BACS. If it has not been received you will see a
message giving a reason why the submission could not be sent.

Why doesn’t my password work?

Check that you have not got your Caps Lock key on, as your password is case
sensitive. If it still doesn't work, you will have to have your password reset by a
User Administrator.
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Why doesn’t my PIN work?

Check that you have not got your Caps Lock key on, as your PIN is case
sensitive. If it still doesn't work, contact your bank.

The processing date has passed since | signed a submission

The signature of a submission or payment file is only valid as long as the data is
not changed after applying the signature. Similarly, if you sign a submission or
payment file and do not send the submission to BACS on the same day as it
was signed, the processing date may pass, making the signature invalid.

If you wish to change the data, you can use the Validate and sign dialog to
make changes to invalid data, and re-sign. A signature can also be removed
from a submission and its payment files by selecting 'Reset Status' from the
Active Submissions view.

How do | backup my database?

For full details of how to backup your BACS.IP database, please refer to the
section entitled "Perform a backup or restore”.

This section also contains details of how to restore your database from the
backup.

Certificate Validation Failed

Certificate validation is the process of ensuring that the certificates you are
trying to use (and all certificates in the certificate chain) are valid. Certificates
can be invalid if they pass their expiry date, are revoked by the issuer or if the
certificate is not installed correctly.

The ‘Certificate Validation Failed’ dialog (shown below) can be shown for a
number of different reasons at different points in the BACS.IP software.

Certificate validation Fadled

The srmart card certificats spacified haz failed validation and cannot
b used.

Flease anzure thatyvour BACS izzued smant card is ingerad into
your smart card reader and all of the cerfificates held on the card
are ingtalled comectly.

For help on common smart card problems please dick on the 'Help'
buthon balow.

<, \ v
Help OK

Please ensure that your smart card reader is properly connected to your PC and
that your BACS issued smart card is properly inserted into the smart card
reader.

Please ensure that the smart card you are using is still valid, the expiry date of
the card should be printed on the front of the card. If your smart card is out of
date please contact your issuing bank for a new one.

If you are using the Microsoft Vista operating system there is a known issue that
may be preventing your smart card from validating. This issue occurs because
of the new ‘User Account Control’ mechanism used by Vista. Please follow the
steps below to ensure this issue does not affect your machine.
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1. Insert your smart card into the smart card reader.

2. From your Windows Start menu right click on the ‘GemSafe Toolbox’
application, select ‘Run as administrator’. You should see the window below:

GemSafe gemalto’

oCcO

Cov Aorwvwreor
Dvgree. Ve

3. Select the certificates icon which should show the following screen:

=33 Gemplus GemPC430 0

------ b Y Identrus Root CA Cert

- §& Utility CA Cert
-y Utlity Cert
. -Sgi RSA Public Key 1024 bits
. LS RSA Private Key 1024 bits
- §& Tdentity CA Cert
=& Identity Cert
5§ RSA Public Key 1024 bits

- Sgja RSA Private Key 1024 bits

[ Show details... ] Eraze Set as default

[ Export... ] Eraze All Reaqister All
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4. Select the certificate at the top of the certificate tree - this certificate should
include ‘Root CA Cert’ in the title. Press the show details button. You should
then see the following screen:

Certificate

General | Detais | Certification Path |

l § Certificate Information

This certificate is intended for the following purpose(s):

*1,2.840.114021.1
* All application polices

* Refer to the certification authority's statement for detals,

Issued to: Identrus Root Preproduction Certificate Authority

Issued by: Identrus Root Preproduction Certificate Authority

Vald from 14/12/1999 to 11/12/2014

Gnstal Certificate...] | Issuer Statement |

Learn more about certificates

——
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5. Press the f‘Install Certificate...” button. This should load the Windows
‘Certificate Import Wizard’. Press next on the first screen of the wizard to
reveal the following:

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Vindows can automatically select a certificate store, or you can specify a location for
the certificate,

") Place all certificates in the folowing store

Learn more about certificate stores

| <@ack [ Next> | [ concel |

. Select ‘Place all certificates in the following store’ and then press the
‘Browse...” button.
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7. From the ‘Select Certificate Store’ window check the ‘Show physical stores’
check box. Expand ‘Trusted Root Certification Authorities’ and then select

‘Local Computer’.

i

Select Certificate Store

(S |

Select the certificate store you want to use.

[#-{ | Personal

= —

..... _. Registry

B
. L[| Smart Card

[+... | Frnternries Tret

4 | m

EI | Trusted Root Certification Authorities

[ P

n

s
| —

Show physical stores

| oK

] | Cancel

-

If ‘Local Computer’ is not listed you must go back to step 2 and be sure to start

the Gem Safe application as an administrator.

8. Complete the ‘Certificate Import Wizard’. Your smart card should now be

validated correctly when used in BACS.IP.
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12.1

BACS.IP Glossary

Glossary
Additional contact

A service user can have as many additional contacts as needed. However,
there is no requirement to have any at all. Additional contacts are set up by
Primary Security Contacts. An additional contact is granted privileges to carry
out certain functions on behalf of a service user. Some privileges are only
available to primary security contacts.

Arrival

In relation to the processing cycle, arrival is the first stage where a submission is
transmitted to (arrives at) BACS for processing (arrival, input, processing, entry).

ARUCS

Stands for Automated Return of Unapplied Credits Service. The service allowing
banks/building societies to return to the originator any credit payment
instructions they could not apply. The credit is returned to the originating
account. BACS generates a report for the originator detailing the credit being
returned and the reason for the return.

ARUDD

Stands for Automated Return of Unapplied Direct Debits. The service allowing
banks/building societies to return to the originator any Direct Debit payment
instructions they could not apply. The debit is returned to the originator's
account. BACS generates a report for the originator detailing the Direct Debit
that is being returned unpaid and the reason for the return.

BACSTEL-IP

A service providing a highly secure access channel into BACS. It uses internet
technology and public key infrastructure (PKI) security to allow access to BACS
payment services including payment file processing, report accessing etc.
BACSTEL-IP carries out some online validation of submissions.

Bureau

A type of service user. Submits payment files to BACS on behalf of a number of
other service users. A bureau is a type of direct submitter but a bureau cannot
originate payment instructions. There are different types of bureau:

Commercial — submits payment files on behalf of third parties and must be
certified as a BACS approved bureau.

In house — submits payment files on behalf of other service users that are all
part of the same company or group of companies as the bureau

Other — any bureaux that do not fit into the other two categories e.g. a sponsor
service operated by another organisation on the sponsor's behalf.

Bureau service user number

A number allocated to a bureau to uniquely identify it to BACS. A bureau service
user number starts with a B followed by 5 digits.

CSVv
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Comma Separated Value. This is a file which contains data values separated by
a comma and can be imported into common applications such as Microsoft
Excel.

Contact

Contacts are the people who act on behalf of service users. Contacts are
registered on BACSTEL-IP and are given privileges allowing them to carry out
functions for service users. There are two types of service user contacts:
Primary Security Contacts and Additional Contacts.

Digital certificate

Assigned by a trusted certificate authority, a digital certificate is the form in
which PKI credentials (public and private keys) are issued. Certificates are held
on your smart card.

Digital signature

The result of a calculation performed on a file/message using the signer's
private key. The signature is attached to the file or message before it is sent. If
the receiver can decrypt the message with the signer's public key, they can be
sure of the identity of the sender and they can determine if the contents of the
file or message have been altered after it was signed.

Earliest processing date

When a submission contains payment files with different processing dates, the
processing date of the submission is deemed to be the earliest processing date
of all the payment files within the submission.

Entry

In relation to the processing cycle, this is the last stage where the payment
instruction is applied to (enters) the destination account (arrival, input,
processing, entry).

Input

In relation to the processing cycle, this is the last stage where payment
instructions are input into the BACS validation system (arrival, input, processing,
entry).

Input report

A BACS generated report produced following the successful validation of a day
section of a payment file. Any payment instructions that have been amended,
rejected or returned by BACS are highlighted on the report.

Multi-file submission

A submission that contains more than one payment file. Multi-file submissions
can only be submitted by a bureau.

Multi-processing day file

Also known as an mpd file. A payment file that contains payment instructions
that are to be processed on different days. All payment instructions with the
same processing date are grouped into day sections.

Originator

A service user who originates payment instructions, whose bank/building society
account details make up the originating account information in a payment
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instruction, and who is responsible for those payment instructions. An originator
can be either a direct or an indirect submitter.

Payment file

A set of payment instructions in the correct format to be submitted for
processing by BACS. A payment file can contain several day sections and
account sections.

Payment instruction

A data record that effects the movement of money from one account to another
or that sets up a Direct Debit at a destination bank/building society. A payment
instruction can be either a debit, a credit or a Direct Debit Instruction (not
including any signed authority).

PKI credentials

PKI stands for public key infrastructure. PKI credentials is the collective term for
the public and private keys issued to an individual in the form of a digital
certificate. PKI credentials are used for authentication and encryption.

Primary security contacts

Also known as PSCs. Each service user must have at least two primary security
contacts, which have been set up by your bank. These can be given the
privilege to set up and maintain additional contacts to act on behalf of that
service user. (PSCs can only be set up by the service user's bank). PSCs can
also be allowed to maintain certain service user reference data. Other privileges
available to PSCs are the same as those granted to additional contacts. A PSC
must have a smart card, enabling him to access the BACS website.

Private key

A cryptographic key used in public key infrastructure systems, used for signing
and decrypting messages. A private key is associated with a specific public key.

Processing

In relation to the processing cycle, this is the stage where the payment
instruction is processed by the bank/building society (arrival, input, processing,
entry).

Processing cycle

The minimum time taken for a payment instruction to be submitted to BACS for
processing and the time it reaches the destination account. The processing
cycle has four stages: arrival, input, processing and entry.

Public key

A cryptographic key used in public key infrastructure systems, used for
encrypting messages and verifying signatures. A public key is associated with a
specific private key.

Public key infrastructure

Also known as PKI. A system to verify the validity of parties involved in
electronic communications and to secure electronic data transmissions. PKI
involves digital certificates, certificate authorities and other registration
authorities. PKI security is used by BACSTEL-IP. PKI uses two "keys": a public

and a private key. A message encrypted with a private key can only be
decrypted with the associated public key (and vice versa).

Service user
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A company, group of companies, charity etc that is sponsored to use one or
more BACS services.

Service user number

A number allocated to a service user to uniquely identify it to BACS. A service
user number is 6 digits long.

Signing Solution

This consists of a smart card reader and signing software. This may be supplied
to you by Data Interchange Plc or by your bank. You will have to install the
signing software on a client machine before you can associate any system
users with smart cards in the Administrator.

Single file submission

A submission that contains only one payment file. Single file submissions can
be submitted by all direct submitters.

Single processing day file

Also known as an spd file. A payment file that contains payment instructions that
are all to be processed on the same date (the date specified in the submission).

Smart card

A plastic card with an embedded microchip that is used to store a contact's
digital certificate (public and private keys). The digital certificate is used to
authenticate the holder and digitally sign data.

Sponsor

Any financial institution that can authorise service users to use BACS. Also
referred to as sponsoring bank.

SSL

SSL (Secure Socket Layer) is the most common form of Internet security and is
used in particular for HTTPS transactions over the Internet.

Standard 18

The standard that defines the required format for files and records input to
BACS and the format of files and records output by BACS to the banks/building
societies.

Submission
A payment file or files transmitted to BACS for processing.
Three-day cycle

The service offered by BACS where the minimum time taken for the processing
cycle is three processing days. Input, processing and entry occur on
consecutive processing days.
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